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Introduction

Video Insight is a leading developer of enterprise-class video management software. Our vision is to
provide powerful, user-friendly software that will run on "off-the-shelf" hardware based on IP
technology. We have developed our solution from the ground-up, making us one of the few pure-play IP
video management software providers.

Video Insight’s suite of products was created to protect clients by providing intelligent, easy to use IP
security solutions. Our extensive effort has resulted in products that are flexible and powerful enough
for any situation, yet still very cost effective. Our software boasts the largest number of camera
integrations available on the market. Users can access their Video Insight surveillance systems on mobile
devices, through the web and on Microsoft Windows clients over internal networks or the Internet.

Video Insight v5.5 can intelligently and efficiently monitor security throughout your organization. Key
advantages of this version are:

. Pure 64-bit server, clients and camera drivers
. Cloud-ready

° Optimized for centralization and hosting

. Panic button features

. Refresh Live Display only on Motion

The Video Insight IP Server Administrator Guide includes everything you need to install and configure IP
Server with best practices and a troubleshooting guide. This document is intended for use by advanced
users and system administrators.
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System Overview

The Video Insight application suite provides a solution for many different scenarios. You can use it for
basic unattended monitoring or mobile remote viewing by patrolling security personnel. At its core is
Video Insight IP Server, which powers the software platform. The figure below shows video monitoring
options for users.

£ a
aﬂf_——.ﬁ
; ll
ket

[
Multi-Browser
' Support

Desktop Client
Support

| g saresd’ @e@
i _ “oe

On-The-Go yd Devices
Tablet Support.

The Video Insight application suite runs over an Ethernet network, meaning cameras, security personnel
and servers do not have to be co-located.
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The figure below shows the distributed flexibility of the system extending to IP Server’s automatic
failover capability.

Campus Location Security Operations Center

Encoder .. )

IP Cameras Moplle (
Devices |

N4 ../’ s

i
Monitor Station Client

Public View Monitor

e Ethernet

Box 1 _

Box 2 Virtual OS

Virtual OS

Virtual OS
Box 3 — ~ %

O,
virtual 0S || % 2

Virtual OS

Box x L

Virtual OS

S| sS
g||E
Q|
O||0
0o

The system is a robust software platform that has three main components that capture and view live or
recorded video from anywhere: IP Server, Monitor Station and Web Client. The table below summarizes
the role of hardware in the Video Insight application suite.
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Table 1: Role of Client Applications, Hardware, and Software in the Video Insight application suite.

Product Suite: IP Server

= Client application
. . = Live and recorded video
Monitor Station i . .
= Centralized administration

= Alarm notification

= Live and recorded video
X = Internet Explorer, Safari, Chrome and
Web Client . . . .
Opera (with optional ActiveX plug-in

support for Internet Explorer)

(2]
c
o
S
]
i
a
o
<
-
c
2
O

= Live and recorded video
Smart = iPhone, iPad, BlackBerry and Android
Phone/Tablet support
Client = PTZ control

= Records and manages video

= VM support

= Alarm processing

= S'd—party, access control and analytics
IP Server . .

integration
= Microsoft IS for Internet clients
= Active Directory, LDAP and Novell

eDirectory support

Hardware

= Dijrect Attached, SAN/NAS and iSCSI
Storage storage support

= Monitors the IP Server(s) and presents a
visual status for each
IP Server Manager . L .
= Network connection administration
= Diagnostics for trouble shooting and
system optimization

Accessory application that monitors the

Software

. health of all your servers and cameras
Health Monitor . .
from a single location

= Email notification on error
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Planning
Getting the most out of your hardware and our software requires planning. Understanding your needs

will help you size your solution. Evaluate and plan the integrations you will need to make.

Server
IP Server is at the heart of the Video Insight platform. It runs on industry-standard hardware and works
with 32- and 64-bit versions of these Microsoft operating systems.

. Windows Server 2008 R2

. Windows Server 2008 Enterprise, Standard and Web editions
. Windows Server 2003 Enterprise, Standard and Web editions
. Windows 7

° Windows Vista

° Windows XP Professional

IP Server also requires Microsoft .NET Framework 3.5 and Microsoft Internet Information Services (lIS)
with “static content” enabled. The operating system must be current with updates because Video
Insight hardware and software integrates with the latest updates.

The hardware required for installation of IP Server is determined by a variety of factors including the
number of cameras, the resolution of those cameras, the number of frames per second, as well as the
number of days of required video storage. Generally, hardware requirements depend on whether 100 or
more cameras will be connected. For less than 100 cameras use Table 2 as your guide.
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Table 2: Video Insight IP Server hardware requirements for systems with less than 100 cameras.

Component Minimum Recommended
Processor 1 2.4 GHz quad-core 2+ 2.4 GHz quad-core
Memory 8 GB 16 GB

Video X MB Xx MB

Network X Gb/s Xx Gb/s

Storage RAID 5/6

Keep in mind that you can expect higher CPU usage without Microsoft Direct Show installed. Also, the
server video memory requirement depends on whether compression will be used.

Table 3 shows the hardware requirements if you plan on connecting more than 100 cameras.

Table 3: Video Insight IP Server hardware requirements for systems with more than 100 cameras.

Component Minimum Recommended
Processor 2 2.4 GHz quad-core 4+ 2.4 GHz quad-core
Memory 16 GB 32 GB

Video X MB Xx MB

Network X Gb/s Xx Gb/s

Storage RAID 5/6

Network throughput is especially important when more than 100 cameras will be connected. High
definition cameras will slow already busy network segments to a crawl.

Page 12 | Video Insight © 2014




Video Insight Administrator Guide IP Server v5.5

Failover Server
In the event a network outage or hardware failure prevents a server from recording camera video, the IP

Server Failover Server feature will enable another server to take over the recording capabilities of the
offline server. When configured with a shared IP address as part of a cluster, the Failover Server feature
eliminates video loss and enables continuous live streaming video.

To use the Failover Server feature you must:

. Have at least two servers with the same hardware configuration, i.e., a cluster.

. Have a Shared Database installation; see IP Server installation with an existing SQL installation.
. Have a shared IP address.

° Have at least one license and a serial number or activation key for each server.

Network

Network configuration is extremely important when implementing an IP video solution. IP cameras use
considerable bandwidth to deliver information between the camera and the server. Different cameras
will require different amounts of bandwidth based on resolution and frame rate. Accessing video from
Monitor Station, Web Client, mobile device client and Video Wall increases the needed bandwidth.

Figure 3 illustrates a very basic, isolated network comprising of one switch, one camera and one router.

Figure 3: Basic IP video monitoring solution with remote viewing.

-

IP Network Camera Ethemet Seiich  WRT.S4G Modem
w/ PoE Ports Router (Cable or DSL

~~~~~ CatSe Cabie Connected ©
a Pot Swich Port
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Factors affecting performance
Any system is the sum of its parts. A mismatched sub-system or component can have a negative effect

on the whole system. Video streaming can only be as good as the cameras and underlying network. Best
practices for IP video solutions indicate cameras connected to and powered over Ethernet or separate
VLANSs for cameras.

Local and Wide Area Network

Video travels over a network, meaning infrastructure plays a big part in the overall performance of the
Video Insight solution. A slow network can create bottlenecks that result in a slow frame rate, jittery
video and packet loss. Avoid devices on your local network with a port speed of 100 Mb/s or less.

The following network issues can cause cameras to drop a connection or otherwise go offline:

) Camera is using a dynamic instead of static IP address

. Another service or device is running at the same time with the same IP address, causing a
conflict

° Multiple applications pulling a stream from one camera (some cameras limit the number of
streams)

. Power output of a switch is less than required by the cameras. The power output of a switch has

to be greater than the sum of the power requirements of the attached cameras. Refer to the camera’s
manual for power requirements

You may be tempted to implement wireless local networking to connect cameras. Due to potential dead
zones, transmission speed, outside interference and weather conditions you can expect subpar
performance and dropped connections. We do not recommend using wireless networking to connect
your cameras.

If your organization has more than one site you will likely be relying on an Internet provider for
connectivity. The performance you get from the provider will depend on their network infrastructure,
customer utilization of that network and what you can afford. Streaming video remotely to a desktop
client requires basic broadband. Streaming to a mobile device requires 4G service.

Cameras

The following factors can affect camera imaging:

. Bit rate — a higher bit rate usually gives better picture quality

. Resolution — a higher resolution usually gives better picture quality

. Format — some picture formats incorporate better algorithms that more accurately represent
the subject

. Firmware — outdated firmware can impair camera functionality

° Location — unless intended for such use, placement in dark or obstructed locations, or in places

affected by adverse weather, will not result in useful pictures
° Number of cameras connected to server — the higher the number of connected cameras, the
greater the load on server resources
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Monitor Station
Monitor Station, the Video Insight thick client, allows users full access to all cameras and provides
centralized administration for the system. It is used to watch live and recorded video.

Monitor Station runs on industry-standard hardware and works with 32- and 64-bit versions of
Microsoft Windows XP or later. Microsoft Direct Show 9 or higher is required. The operating system
must be current with updates because Video Insight hardware and software integrates with the latest
updates.

Monitor Station requests video from the server in the camera’s native format. Transferring video in the
camera’s native format is a file server operation that does not burden the IP Server CPU as a video
decompression operation would. Because video decompression is performed on the client and not the
server, the hardware requirements for Monitor Station are different from those of IP Server. Table 4
shows the hardware requirements for Monitor Station.

Table 4: Monitor Station hardware requirements.

Component Minimum Recommended
Processor 1 2.0 GHz single-core 1 2.4 GHz dual-core
Memory 2GB 4 GB

Video 256 MB 512 MB

Network 100 Mb/s 1 Gb/s

Note

The video sub-system must support Microsoft Direct Show.

Monitor Station will require additional system memory, video memory and processor if more cameras
are viewed and processor-intensive compression protocols are used. The greater the number of
compressed images viewed at once, the greater the load on the processor.

Web Client

Web Client, the Video Insight thin client, allows users remote access to cameras. Web Client is distinct
from the Video Insight mobile device application. Web Client utilizes Microsoft IS services hosted on
the same server as IP Server. To support cross platform compatibility, IP Server sends MJPEG images to
clients that are unable to decompress MPEG4 or H.264 streams. These images are normally provided as
a dual stream from the camera. IP Server can create a MJPEG but this increases the load on the CPU.
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Web Client connects directly to the cameras to view live video, unlike Monitor Station. Table 5 shows
Internet browsers supported by Web Client.

Microsoft IIS 5.1 or higher must be installed and configured prior to the installation of IP Server.

Health Monitor

Health Monitor is a separate application used to monitor the health of one or all of your servers. Health
Monitor adds peace of mind with a server monitoring your video surveillance servers and cameras. You
can further mitigate risk and disaster recovery issues by adding a Failover Server.

Health Monitor does not have any hardware requirements and is compatible with the same operating
systems as IP Server. However, keep the following in mind when planning for Health Monitor:

1. We recommend hosting Health Monitor on its own computer to isolate it from the failure of an
IP Server.

2. Health Monitor does not have to be on the same network subnet as IP Server. It can be local or
remote.

3. Health Monitor requires a database. It can be local or remote. If the database will be remote
you must create it before you install Health Monitor.

Cameras
Video Insight supports a vast array of cameras from a large number of manufacturers. Additional camera

support is included with every software release Refer to our website for the latest list of supported
cameras.

Video Insight supports the Open Network Video Interface Forum (ONVIF) standard. We support version
1.03.

Licensing

Our licensing structure is simple: one camera requires one license. Our floating licenses means there is
no need to tie a licensing seat, IP address or MAC address to a particular camera. Cameras offering
multiple camera views only require one license. Separate video streams from the same camera do not
require a separate license. Video Insight offers encoders, such as the VP16, that allow up to 16 analog
cameras with only one license. Please contact us for more information on specific licensing
requirements.

Note
Some cameras include a license for use with our software.

Router configuration

We recommend using some type of router if your computer is connected to the internet. Small
Office/Home Office (SOHO) routers provide a simple hardware firewall that protects your computer.
SOHO routers connect to your DSL or cable modem and you connect to your server through them. The
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SOHO router prevents all inbound traffic from accessing your network and computers except for the
traffic that you specifically allow through.

How to configure your Video Insight server and router for remote access:
1. Assign a static IP address to IP Server. SOHO routers typically use DHCP to assign an IP address

from a range of addresses to devices connected to the router. Choose an address outside of this range
but within the subnet to assign to the server. For help on assigning a static IP address, review your SOHO
router user guide or consult with your network administrator.

2. Configure your SOHO router to forward ports 80 and 4011 to IP Server.

a. For help on forwarding ports, review your router manual or consult with your network
administrator.

b. www.portfoward.com provides information on how to configure most SOHO routers. Video
Insight does not endorse this information.

3. Test your configuration by trying to access the Web Client externally.

a. Start your Internet browser.

b. Enter: http://<external IP>/videoinsight4 into the address bar of your Internet browser.

C. Note, many SOHO routers will not allow you to connect to your external IP address when you

are behind the firewall. You will need to be outside your network.
d. You can use a third-party website such as canyouseeme.org to get your external IP address and

to verify if the correct ports are being forwarded.

Storage considerations

The amount of storage required for recordings depends on the number of cameras, the CODEC, Frames
per Second (FPS), resolution of the images and the percentage of pixel change. The Video Insight
solution gives you flexibility of per camera storage options:

. Record Always — requires significantly more storage space because video is constantly recorded.
. Record On Motion Only — requires less storage space than Record Always because video is

recorded only when motion occurs in the camera’s field of view.

IP Server supports the following types of storage:

. RAID 5 and RAID 6

° NAS

° SAN

° Long Term Storage Application (LTS)

You can specify which cameras to copy, how many days to keep before copying and what time of the
day to execute the copy. The copied files can be viewed using Video Insight software or Microsoft
Windows Media Player.

. File Manipulation Rule

A feature that allows users to back up their files to other locations such as standard file servers, NAS or
SAN using the Rules manager. This feature takes the task of remembering to back up important video
recordings on the local server and automates it. File Manipulation can also move or delete videos.
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Database considerations

IP Server saves configuration settings, user names, camera information and event logs in a Microsoft

SQL database. When IP Server starts, it reads its settings directly from the assigned database. When

Monitor Station connects to IP Server it saves all recordings to its local hard drive so recordings are still

accessible in the case of database failure.

Use Table 5 to help you determine whether you need a local or a shared database.

Table 5: Choosing a local or shared database.

Local

Shared

Small centralized organization with 1-3 servers

Large regional organizational with many servers

Use Monitor Station and built in User Manager

Use Active Directory/LDAP

Number of users is small

Number of users is large

Disaster recovery and back up for each server’s
database

Disaster recovery and back up for one database

Failover server functionality is not desired

Failover server functionality is desired

Servers are not on the same LAN or the
communication link between the server the
database is a low-speed connection

Servers are on the same LAN

Cameras will not move from one server to another

Cameras will move from one server to another

Avoid exposure SQL to the network

Exposure of SQL to the network
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Software installation

Video Insight software supports both 32- and 64-bit operating systems. Choose the correct executable to
begin the installation process. Review the following list prior to beginning the installation process:

1. Storage Considerations

2. SQL Considerations

3. Network Considerations

4, Online Calculator: www.video-insight.com/Support/Tools/Configuration-Calculator.aspx
5. Administrator-level access on server is required

IP Server

If Microsoft SQL Server is not already present in your environment you can choose to install the package.
It includes Microsoft SQL Server 2008 R2 for both 32-bit and 64-bit OS's.
If your environment already has Microsoft SQL Server 2008 installed and you only need the Video Insight
database and are not required to install SQL Server installation package.

Installation without an existing SQL installation

Use the following steps to install IP Server with Microsoft SQL Server for the first time. This option will
also install Monitor Station and Web Client:

1. Launch the executable for your OS type (32-bit or 64-bit OS). Click | Agree to agree to
the terms and continue the installation. If you do not agree or do not want to continue the installation,
click Cancel.

() IP Enterprise Setup o] B (==
License Agreement ‘
Please accept the license terms before installing the software., 4
Press Page Down to see the rest of the agreement.
video Insight Software License Agreement -

IMPORTANT — READ CAREFULLY BEFORE ACCESSING YIDEO INSIGHT SOFTWARE: This —
license agreement ("License Agreement”) is a legal agreement between the user

(referred to herein as “You” or “Licensee”, and meaning either an individual or a single
entity) and Video Insight, Inc. and its suppliers (collectively, “video Insight” or “Licensor™)
for the Software (the “Software™). BY USING OR ACCESSING THE SOFTWARE;

LOADING THE SOFTWARE OR ALLOWING THE SOFTWARE TO BE LOADED; OR

UTILIZING ANY DEYICE OR OTHERWISE UTILIZING THE SERVICES OR FUNCTIONALITY

OF THE SOFTWARE, ¥OU AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT . IF ¥OU DO NOT AGREE TO THE TERMS OF THIS LICENSE AGREEMENT, -

If you accept the terms of the agreement, click I Agree to continue, You must accept the
agreement to install IP Enterprise.

< Back “ 1 Agree ] [ Cancel

2. Select all the components that you would like to install, click Next.
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e Enterprise Setup EI' = |
Chooze Components .
Choose which Features of IP Enterprise wau wank bo install. O

Check the components you want bo install and uncheck the components you don't want to
inskall, Click Mext bo continue.

Select components to install: Description
Deskkop Client
weh Client
Space required: 261, 4MB
[ < Back ][ Mext = l l Cancel ]
3. To accept the default destination folder, click Install. To choose another destination, enter the
destination path or click Browse to search.
(} IP Enterprise Setu P | I o |
P P (=
Choose Install Location '
Choose the folder in which to install IP Enterprise. O

Setup will install IP Enterprise in the Following fFolder. To install in a different Folder, click
Browse and select another folder. Click Next to continue,

Destination Folder

Browse...

Space required: 261.4MB
Space available: 33.0GB

[ < Back ][ Mext = J [ Cancel ]

4, Select the start menu folder that you would like the installation to be created, click Next.
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Choose Start Menu Folder -
Choose a Start Menu Folder For the IP Enterprise shortcuts, O

Select the Start Menu Folder in which you would like to create the program's shortcuts, You
can also enter a narne to create a new folder,

ACcessaries
Administrative Tools
Games

[Maintenance
Starkup

Tablet P

WMware

f::‘ IP Enterprise Setup EI [=] @

[ < Back ][ Mext = ] [ Zancel

)

5. The default credentials are entered for the SQL installation, if you would like to change the

credentials please enter them now and click Install.

Provide a valid user name and password for the SQL server that will be
installed.

5QL Server : localhost Test Connection
SQL Username : 55

SQL Password : essssssse

() IP Enterprise Setup o B j
IP Enterprise product configuration .
Select the database to store the configuration data. (D

[ < Back ][ Install ] [ Cancel

]

6. IP Server is installed. To initialize and configure it, see Initialization.
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Installation with an existing SQL installation

Use the following steps to install IP Server for the first time in an environment with Microsoft SQL Server.
This option will also install Monitor Station and Web Client.

1.

Launch the executable for your OS type (32-bit or 64-bit OS). Click | Agree to agree to the terms
and continue the installation. If you do not agree or do not want to continue the installation, click
Cancel.

) 1P Enterprise Setup o @ |[i_&]

License Agreement
Please accept the license terms before installing the software. Q

Press Page Down to see the rest of the agreement.

video Insight Software License Agreement A

IMPORTANT — READ CAREFULLY BEFORE ACCESSING YIDEO INSIGHT SOFTWARE: This — 1

license agreement (“License Agreement™ is a legal agreement between the user

(referred to herein as “You” or "Licensee”, and meaning either an individual or a single
entity) and Yideo Insight, Inc. and its suppliers (collectively, “video Insight” or “Licensor™
for the Software (the “Software™), BY USING OR ACCESSING THE SOFTWARE;

LOADING THE SOFTWARE OR ALLOWING THE SOFTWARE TO BE LOADED; OR

UTILIZING ANY DEVICE OR OTHERWISE UTILIZING THE SERVICES OR FUNCTIOMALITY

OF THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT . IF YOU DO NOT AGREE TO THE TERMS OF THIS LICENSE AGREEMENT, -

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install IP Enterprise.

< Back }[ 1 Agree ] f Cancel ]

Page 22 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

2. Select all the components that you would like to install, click Next.

f:} IP Enterprise Setup EI =] @

Choose Components -
hoose which Features of IP Enterprise you want to install, O

Check the components wou want ko install and uncheck the components you don't want to
install, Click Mext to continue.

Select components to install; Lescription
IP Server
Desktop Client
weh Client
Space required: 261.4MB
[ < Back ][ Mext = ] [ Cancel ]
3. To accept the default destination folder, click Install. To choose another destination enter the

destination path or click Browse. Click Next to begin the installation process.

() IP Enterprise Setup o @ ‘

Choose Install Location )
Choose the folder in which to install IP Enterprise, O

Setup will install IP Enterprise in the following Folder. To install in a different Folder, click
Browse and select another folder. Click Next to continue.

Destination Folder

Space required: 261.4MB
Space available: 33.0GB

< Back H MNext = ] [ Cancel
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4, Select the start menu folder that you would like the installation to be created, click Next.

1P Enterprize Setup EI [=] @

Choosze Start Menu Folder &
Choose a Skart Menu Folder For the IP Enterprise shorbcuts, O

Select the Start Menu Folder in which you would like to create the program's shorkcuts, You
can also enter & name to create a new Folder,

Accessories
Administrative Tools
Ganes

Mainkenance
Startup

Tahlet PC

Wiware

[ < Back ][ Mext = l [ Cancel ]

5. The default credentials are entered for the SQL installation. If you would like to change the
credentials, please enter them now and click Install.

() IP Enterprise Setup == f
IP Enterprise product configuration -
Select the database to store the configuration data. (D

Provide a valid user name and password for the SQL server that will be
installed.

SQL Server @ localhost Test Connection
SQL Username : g5

SQL Password : ' TIIIII

< Back ][ Install ] [ Cancel J
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6. IP Server is installed. To initialize and configure it, see Initialization.

Initialization
You must activate and initialize IP Server before you can use it.

To activate IP Server with a serial number:

1. If you are activating IP Server with a serial number, click Next. If you are activating by phone,
click Next and go to page 34. If you are activating a demo, click Next and go to page 35.

\5 IP Server Enterprise Edition - Initialization Wizard

Welcome to IP Server Enterprise.

VIDEOINSIgHT Welcome to Video Insight

IP Enterprise Server

Digital Video Management Systems

This process will guide you
through the initial configuration of
the IP Enterprise Server.

Once the service is configured,
use the Monitor Station for
advanced configuration options.
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®_ 1P Server Enterprise Edition - Initialization Wizard

|P Server Enterprise &ctivation

IP Server Enterprise Activation

Serial number *

@ Activate or upgrade your license through the Internet

On a machine with an intermet connection, activate the [P Server by entering the serial
number and press the MNext button. This will upgrade your license to most recent amount.

() Activate by phone

On a machine with no intermet connection, use the 'Activate by Phone' method.
Be prepared with the following information:

Hardware Code  000C2948F5D0
Call Technical support at: (713] 621-9779 Monday - Friday, 8:304M to 6:30 PM CST

Activation Code

Demo mode

If you are unable to perform either of the two above methods, then enter the system in ‘Demo
Mode.” You can configure the system and active the system at your earliest convenience.

* The serial number is found on the product package and on the sales receipt

[ Cancel ] [ < Back H Next > ]

2. Enter the five character alpha-numeric serial number provided to you at the time of purchase
and then click Next.
Clicking Cancel will abort the installation and the server will not start automatically.

Note

Select Activate by Phone and call 713-621-
9779 if you are having a problem activating
the software with your serial number, or
select Demo mode to start recording
immediately.

Toll charges may apply.
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4, Enter your user information if you would like to be notified of updates and releases, and then
click Next.

If you would like to enter this information later, select Register Later and then click Next.

@ IP Server Enterprise Edition - Inttialization Wizard @

IP Server Enterprise Registration

Please register your product by filing out the form below. Registered users receive one year of technical support and
product updates. i you have an Intemet connection, select "Register Now™. i your information changes, you can update

the information &t any time. I you do not have an Intemet connection, please uncheck the box "Remind me later” and
press the "Next" button.

Product Information

Serial Number  2B0BY Check/Uparade Support Expiration Date

Product Version 4.3.0.56

User Information

Authorized Phone Number B City
Name - State
Company Zip code
Address Country
* Required figld Email =
Remind me later (") Register Later (@ Register Now
| Cancel | [ <Back |[ Net> |

IP Server automatically detects most settings for you. Verify the information or make changes, then click
Next.

Page 27 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Note
Recording to a shared location requires a user with write
permission to that share or recordings will not be saved.

Server Name: The default is “IP Server —“and the detected IP address of this server. You can change this
to a more friendly or meaningful name. Do not use special characters.

IP Address: This is the selected server’s IP address and should not be changed.
Version: The current version of the software.

For additional settings click Advanced. The Default Port is 4010 and the Command Port is 4011. Do not
change these values unless the ports are already in use by another program.

SQL Server Location: This is the location or IP address of the database server. ‘Localhost’ indicates that
the database and Microsoft SQL server are local to the host computer. An IP address in this field
indicates the Microsoft SQL Server is located on another computer.

To test the connection click Test DB. Click Advanced to modify the database connection string values:
Database Name, IP Address, SQL Server User ID and Password.
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@ IP Server Enterprise Edition - Initialization Wizard @

Server Corfiguration

Server Identification Database Information

Sqgl Server Location  localhost
Server Name | Server-10.10.1.189

IP Address 10.10.1189 TestDB | | Advanced

Version 4.3.056

Video Storage
Video data storage path *

o wideo Browse

* Mote: ¥ using a Metwork Drive, use the UNC path
li.e. \wdsharewideo)

Cancel | | <Back |[ MNet>

To test the connection click Test DB. Click Advanced to modify the database connection string values:
Database Name, IP Address, SQL Server User ID and Password.

Video Data Storage Path: This is the location where all the recorded video will be saved. The default is
the local OS drive (i.e., C). The video folder is created automatically once server configuration is
completed. You can choose to save video to several different locations:

Local server drive: For example, C:\video
Alternate local drive: For example, D:\video
Shared drive: For example, \\v5\vshare\HHSvideo
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() IP Server Enterprise Edition - Initialization Wizard =
Camera Configuration
This icense supports 10 cameras. Cameras to be Montored
You selected 0 camerafs) .
10 remaning.
Unassigned Cameras D
Add <>
<-Remove | |
Gexrlst || Deete

|| Sort cameras alphabetically

1. Add cameras using Auto Discovery, Manual or Add Add/ Remove as needed. See Adding
Cameras for more information on adding cameras. Click Finish.

P server

Congratulations, setup is complete, IP Server will now run as a service,
For additional configuration options, run the IP Server Control Panel,

2. Click OK.
3. Click Yes to restart the computer.
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Use one of the following steps to activate IP Server.

@ IP Server Enterprise Edition - Initialization Wizard @

|P Server Enterprise Activation

IP Server Enterprise Activation

Serial number *

Activate or upgrade your license through the Intemet

On a machine with an intemet connection, activate the IP Server by entering the senal
number and press the Mext button. This will upgrade your license to most recent amount.

@ Activate by phone

On a machine with no intemet connection, use the "Activate by Phone” method.
Be prepared with the following information:

Hardware Code  DDO3FF2FOR4E
Call Technical support at: (713) 621-977% Monday - Friday, 8:30AM to 6:30 PM CST

Activation Code

Demo mode

I you are unable to perform either of the two above methods, then enter the system in "Demo
Maode.” You can corfigure the system and active the system at your eariest convenience.

* The serial number is found on the product package and on the sales receipt

Cancel | | < Back |[ Mext =

Select Activate by phone.

Call the phone number displayed. Give the representative your serial number. If you do not have one,
the representative will ask you for a hardware code. If the account is in good standing you will be given a
16 digit activation code. Enter the activation code and then click Next.

Activate Using Demo Mode

Selecting Demo mode will allow IP Server to operate normally for up to 30 days using up to 99 cameras.
Once the 30-day period has expired the software will no longer record or display live images. IP Server
will fail to start until initialization is completed with a valid serial number or activation code.
Reinstallation is not required.

Failover Server

A fault-tolerant feature of IP Server is the ability to designate a failover server. Once designated and
configured, the failover server can take over from another server that has gone offline.

To designate a server as a Failover Server:

1. Click Administration -> Setup and Configuration from the main menu.
2. Select the desired failover server from the left navigation pane.
3. Select the Advanced tab.
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4. Check the “Designate Server as Failover Server” box.

(® Server Configuration- Modify settings for server: DEMO

| Server Configuration I Cameras | Advanced | Health Manitor I Cliert I Ao

i DEMO W
10.10.4.22 Server Options
THK Server

Hast 217 [[] Enable Mation Log Keep [30 [ Days
Enable System Log Keep 30 |5 Days
[[] Enable Security
Facility Map Designate Server as Failover Server
|ser Manager
Layouts [ Allow only one login per user
T Rules Manager
----- ﬁ_'il TV Decoders Record Options
""" Public View Monitor Reserve space for other applications  [5 =1 GB
R Connection Profiles =
| # | Guard Tours

Avoid selecting a server that is actively monitoring cameras. Figure 4 shows the warning that appears if a
server with existing cameras is selected as a Failover Server.

Figure 4: Warning generated when designating a server that is actively monitoring cameras.

Maonitor Station lﬁ

Warning: A Failover server should not be actively menitoring cameras.
& I—E This can cause load balance problems.

If a failure occurs the transfer of the camera(s) to the Failover Server will take approximately 5-10
minutes to recover. During that time the Monitor Station on the Failover Server will show all cameras
and images from the offline server and all recorded video will be recorded to the Failover Server or a
previously configured shared location.

Note

You can also access Server Properties by right-clicking the server
name in the left navigation and selecting Properties, selecting
the Advanced tab and then selecting Configuring a Failover
Server.
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Monitor Station Client
The Monitor Station client is installed automatically with either IP Server install or IP Server installation

with an existing SQL installation so a client is easily accessible from the server. In some cases a client-

only install is needed for active visitor monitoring personnel.

To perform a client-only installation:

1. Double-click the Setup executable applicable to your system type: 32- or 64-bit OS.
-1 Monitor Station Setu -
License Agreement :
Please accept the license terms before installing the software. Q

Press Page Down to see the rest of the agreement.

Video Insight Software License Agreement -

IMPORTAMT — READ CAREFULLY BEFORE ACCESSIMNG VIDED INSIGHT SOFTWARE: This l_l
license agreement ("License Agreement”) is a legal agreement between the user

(referred to herein as ™fou” or “Licensee”, and meaning either an individual or a single
entity) and Video Insight, Inc. and its suppliers (collectively, "Video Insight” or "Licensor”)

for the Software (the "Software”). BY USING OR ACCESSING THE SOFTWARE;

| LOADIMG THE SOFTWARE OR. ALLOWING THE SOFTWARE TO BE LOADED; OR.

UTILIZIMG AMY DEVICE OR. OTHERWISE UTILIZING THE SERVICES OR. FUNCTIOMALITY

OF THE SOFTWARE, YOU AGREE TO BE BOUND BY THE TERMS OF THIS LICEMSE
AGREEMENT . IF YOU DO MOT AGREE TO THE TERMS OF THIS LICENSE AGREEMEMT, -

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install the application.

I Agree ] [ Cancel

2. Click I Agree to accept the terms and continue the installation. If you do not agree or do not
want to continue the installation, click Cancel. Select Monitor Station install and then click Next.
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Choose Install Location
Choose the folder in which to install the application. @

Setup will install the application in the following folder. To install in a different folder, didk
Browse and select another folder. Click Next to continue.

Destination Folder

C:'\Program Files\WI Enterprise

Space reguired: 113.4MB
Space available: 857, 1GE

Version 5.5.25.1

« Back ][ Mext = ] [ Cancel

3. To accept the default destination folder, click Install. To choose another destination enter the
destination path or click Browse, then click Install.

Installing
Flease wait while the application is installed. @

Qutput folder: C:\Program Files\WI Enterprise

Show details

Version 5.5,24,9

« Back Mext = Cancel
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4, When installation is complete, click Next.

5. Click Finish.

6. Click Yes if prompted to reboot.

7 Monitor Station is now installed and ready to be initialized and configured. Double-click the
Monitor Station icon on your desktop.

8. Enter login credentials or accept the default login, and click OK to continue.

9. At least one server must be entered into the Server Setup dialog box before the client can be
used.

@Sewerﬁetup

Known Video Servers

Server Name IP Address Port Status Add New

Ve

Tl ¢

Properies

<[]

Expart List J I Impart List I [ Clear I [ License I

[ ok || canesl Apply

You can enter server information one server at a time or add servers automatically.

Adding servers manually

To add a server manually:

1. In the Server Setup dialog box click Add New.
@ Add Server @

Add Mew Server
Server IP Address  10.10.1.175
Port 4011 =

-

Status  Login Emor Test

Add I I Close I

Page 35 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

2. Enter the IP address or name of the server to connect to, and the port if different from the
default.
3. Click Test to initiate a connection. There are three possible outcomes:

Login Error: The server is found but security is on and the server attempted to authenticate the login
with the initial credentials used to login to Monitor Station. The server default login is
Administrator/blank for the password). You can still add the server. Then logout of Monitor Station login
again with the right credentials.

No Server Found: Either the IP address, server name, server port or both are incorrect. Enter the correct
values and then click Test again.

Server Found: The server is found and a successful connection was made using the current credentials
(Administrator/blank). The server’s name is displayed in the Status field.

4. Click Add.
5. Repeat steps 1-5 for additional servers if needed.
6. Click Apply and then OK.

Adding servers automatically
In a large organization it is possible to have upwards of 20 video surveillance servers across multiple
locations. You can easily add a long list of servers at one time using the import feature.

You need an exported list of servers before you can import them using this feature. The file format is
.LSL. See the Login section for instructions on how to create this file.

1. In the Server Setup dialog box click Import List.

2. Enter the file name or click Browse to go to the location of the saved .LSL file.
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-

’@ Irnport Server Data @

This will impart a server list from a previoushy saved
Export session.

File Mame
"W wshare' Sarit' Servers Isl Browse

Mote: Cumently connected servers will need to recannect.

| oKk || Cancel

3. Click OK.
4, If the file is unreadable or not found an error will display. If the import is successful the full list of
servers will display in the Known Video Servers grid. You will be prompted to restart Monitor Station.

@ Server Setup

Known Video Servers

IP Server-10.10.5.113 |FIPSenver

Server Name IP Address Port Status Add New
Video Insight Test Lab 10,101,175 4011 Not Connected
[P Server -10.10.5.100 10.10.5.100 4011 Mot Connected
Connect
IP Server-10.10.5.131 10.10.5.131 4011 Not Connected
IP Server-10.10.5.134 10.10.5.134 4011 Mot Connected Properties
IP Server-10.10.5.141 10.10.5.141 4011 Not Connected M

o Warning: The change you made will require the Monitor Station to
L'l; restart before the effects can be seen properly.

[E:portljﬁ l[lmportList][ Clear ][ License ]

[ ok J[ Cancel J[ ooy |
5. Click OK.
6. Click Apply and then OK.
7. Restart Monitor Station by clicking the Lock icon on the upper left of the main dashboard.
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@ Video Insight - Monitor Station

File View Tools  Administration Help

& |Administrator &l |00 I:

0
..... ul )

8. Enter the credentials to login to the desired server(s) or click OK to bypass the Login dialog box
without any credentials.

Web Client
You can use the Web Client to view live or recorded video from anywhere using a supported browser.

Support browsers are:

° Microsoft Internet Explorer with optional ActiveX-plug-in
. Google Chrome
. Apple Safari

You can use the Web Client to control PTZ cameras and playback recorded video. The system supports
multiple users and is tightly integrated into the Windows operating system for complete security.

The Web Client is automatically installed if Microsoft IS is configured.

Configuring IIS

Consult your operating system manual for information on how to install and configure IIS.

Accessing the Web Client
Version 5.5 of the Web Client offers:

. Seamless playback

. Simplified navigation

. Intuitive clip creation

° Optional H.264/MPEG streaming
. Snapshot Feature

o Customization

. Advanced configuration

To start the Web Client:

1. Start your Internet browser.
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2. Navigate to http://[your server’s IP address]/videoinsight/default.aspx.
3. If Security is off, you will see servers and cameras ready for viewing. If Security is on a login, a
prompt displays.

Note

The Profile option is used primarily when you are accessing the
system over the Internet or when you need to limit how much
bandwidth you use for video. For example, you can have an
intranet user profile that permits high-speed video over a LAN
and an Internet user profile that limits video frame rates for use
on slower Internet connections.

ser Nome: (N escvorc: NN Son v @

+4- Network Connection : Intranet v

Please sign in to continue.

powered by VideolInsight

Enter your user name and password.
Select a profile from the drop-down menu.
Click Sign In.
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Using the Web Client
After login the Web Client displays as shown in figure below.

Left tree navigation similar to
Login details and

Monitor Station
additional menus

User : Guest & Sign out

View Configure Help

“H IP Server -10.10.1.46 M

k)
4§ 1P Server-10.10.1.46 10.10.1.159 - Axis - Model: 10.10.1.160 - IP Camera/Encoder: IPN3502HD
7110.10.1.159 - Auis - Model

7110.10.1.160 - IP Camera/Encoder- ’ Switch to High
3502HD ;

10.10.1.69 - Pelco - Model: IXE20DN- \ Speed Mode (HSM)

10.1.144 - Avis - Model: ! X to view non-MJPEG

cameras
Select the server

. 10.10.1.69 - Pelco - Model: IXE20DN-PM 10.10.1.144 - Axis - Model:
node to display all P

cameras or check

individual cameras

instead

4 | Sort Ascending [ Toggle Navigation

Hide Left Navigation

Sort IP Servers Tree
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Left navigation tree structure

The left navigation tree structure in the Web Client functions in much the same way as in the Monitor

Station. At the top of the tree there are three options for sorting the tree:

D Enterprise View (default)

m Facility Map View

ﬁ Layout View

Enterprise View

Enterprise View is the default view and orders the
navigation tree based on the server hierarchy. You can use
this view to display cameras, layouts and facility maps for
each server.

You can click the magnifying glass to search all of the
Enterprise, Facility Maps and Layouts nodes.

Facility Map View

Facility Map orders the navigation tree based on the facility

EESIA A

J m IP Server-10.10.5.194

|:| 10.10.5.35 - Hikvision - Model

QUI'II'JEFSN
@ [ 110,105 41 - Advidia - Model: A-45
ﬁ; (7] axis
% [ 11010544 - advidia [RCSURLEIEEIES
% [ new Camera aPT1Zcamera

= ["110.10.5.36 - Advidia - Model: A-45
g ["110.10.5.42 - Advidia - Model: A-45

?4'} [l Top Down
T [ testtestiest

hierarchy. You can use this view to display cameras and layouts for each facility map.

. \
u““ Selecting a facility map displays it in the viewing pane.

Q Facility Map = Moving the mouse over a camera icon on the map brings up

a live view from that camera.
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Q@ Faciity Map

N .\
@O

®

O®E

Camera 01

Use the arrow controls to move the Facility Map or use the plus and minus controls to zoom in or out.
Layout View

Layout View orders the navigation tree based on the layout hierarchy. You can use this view to display
cameras for each layout.

Selecting the layout from the tree displays the layout on the right side of the screen. You can also select
individual cameras from each layout, or mix and match multiple layouts and cameras by checking the
box next to each item. Expand a layout by clicking the Layout name to view the included cameras.
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CESI

e

EEE Layout 1

EEE Layout 2
® | 1 10.10.5.44 - Advidia - Model: A-45
% ["] Mew Gamera

' ["110.10.5.36 - Advidia - Model: A-45
' ["110.10.5.42 - Advidia - Model: A-45

EEE Layout 3

Layouts toolbar

The collapsible section in the top right offers several different options for layouts. Click the desired
layout to rearrange the cameras. If the number of cameras selected exceeds the number of cameras
displayed by the layout view, the extra cameras are viewable on pages accessible at the bottom-right of
the screen, as shown in Figure x.

10.10.5.35 - Hikvision - Model: Universal

P‘ 07-10-2042,]ue 00:45:56

Canera 01

10.10.5.44 - Advidia - Model: A-45

DYSR DB FETIe 01:600:0h

'\

Canera 01

(<) Page1of3 (>
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You can also have a layout automatically selected for the number of cameras checked. For example, if

only one camera is currently displayed and there are four cameras checked, click the ‘E. icon and the
view will automatically change to the 2x2 layout.

High Speed mode

Low Speed mode is the default streaming mode which utilizes higher bandwidth and higher processing
power on the server. However, you may need a better refresh rate or you may be viewing MJPEG
cameras High Speed Mode has the added benefit of lower bandwidth.

To activate High Speed mode:

1. Click the “ button in the Layout toolbar to turn on high speed mode.

Message from webpage | £2 |

2. Click OK.

Videolnsight Video Control

Installing the latest video plugin provides :

* High speed streaming video

Support MPEG-4, H.264, & other video standards

Lower bandwidth usage

DirectX hardware rendering (with supported graphics cards).

¥ Install now
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3. Click Install now.
Message from webpage [23 |
Video plugin installed correctly, You will be redirected back to the main
i l‘\_ page.
4, After the ActiveX plug-in successfully installs, click OK.

Configuration menu
The Configuration menu has several options for further customization. When you make changes to
options available on this menu they affect ALL other Web Clients connected to the server.

1. Click Configure. The notification shown in the figure below displays even if Security is on.

You do not have permission to modify settings. Please sign in with an administrative account.

2. Click the sign in link.

User Neme: (N esovorc: NN Scn @

-f- Network Connection : Intranet v

Please sign in to continue.

d by Videolnsight .
bR Customizable

Login Message
3. Enter an Administrator-level user name and password and then click Sign In.
4, Click Configure again.

You can change options in four catagories:
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. Video

o Navigation
° Content

o Login
Video

Set to high speed by default — This option applies to Internet Explorer only and prompts all subsequent
Web Client connections to install the High Speed Mode ActiveX plug-in.

Preserve aspect ratio — All cameras are displayed at a 4:3 aspect ratio for layout and maximized use of
the viewing area, but you can check this box if you want to display the camera’s actual resolution.

The figure below shows a layout without Preserve aspect ratio checked.

4 B2 P Server-10.105.194

PO ["110.10.5.35 - Hikvision - Model-
Universal

O¢-10-Z01Z Tue 01:=UG:4J
@ [110.10.5 41 - Acvidia - Model: A-45
® [[axis

@ [110.10.5.44 - Advidia - Model: A-45
?o [ New Camera

@ 110,105 .35 - Advidia - Model: A-45
@ [110.105.42 - Advidia - Model: A-45
?o ] Top Down

' [ testtesttest

Camevra 01

Camnera 01

4 | Sort Ascending  «[F)» Toggle Navigation (=) Page10f3 (=)

The figure below shows the same layout with Preserve aspect ratio checked.

4 g IP Server -10.10.5.194 | TR

niversal

[7110.10.5.35 - Hikvision - Model
Universal

@ 110,105 41 - Advidia - Model: A-45
® [ axs

@ [110.10.5 44 - Advidia - Model A-45
95 ["I New Camera

@ [7110.10.5.36 - Advidia - Model: A-45
@ [110.10.5 42 - Advidia - Model A-45
ro \—i'Top Down

' [ testtesttest

87-16-2617 Tue 81:1D:25

»
..

Canern 01

élSoﬂ Ascending «r Toggle Navigation Page 10f 3
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Buffer recorded video — Every time recorded video is played back a temporary file is created in the local
TEMP directory for faster viewing later. Buffering recorded video this way obviates the need to
download video files over and over again. You can delete these files from the directory if local storage
consumption becomes an issue.

Limit video streaming to ‘X’ minutes — Zero is the default value and means there is no time limit for live
streaming. You can change this value if you do not want to waste bandwidth on inactive viewers. The
figure below shows a video session that has timed out due to inactivity.

IP Server -10.10.5.194 m

Your video session has been closed in order to conserve bandwidth.

Please refresh the page or click here to continue viewing.

You can resume streaming by clicking where indicated or refresh your browser.

Navigation

Navigation

éSImw navigation panel
‘ﬂ‘ @ Show Enterprise by default
Q © Show Maps by default

HEE
228 ' Show Layouts by default

You can hide the navigation panel by unchecking the box for Show navigation panel.
Content

Stretch map to fit screen — This option stretches a smaller facility map to fill most of the Facility Map
viewable area.

Show camera labels — This option is checked by default, but when unchecked camera names are not
displayed on the facility map, just the camera icon.

Show map labels- This option is unchecked by default, but when checked the nested Facility Map name
displays on the map.
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Login Message — This is an empty text field by default. You can use it to display a message up 255
characters long to Web Client users. The message displays on the main login page when Security is on or
when accessing the Configure menu.

The figure below shows a sample message.

UET Ty SR Administrator Password: _ Sign In @

Please sign in to continue.

you for being our

Viewing recordings
You can view a recording using the Web Client by clicking a camera from the live view. When you click a
camera in the live view it is brought into focus as shown in the figure below.

10.10.5.44 - Advidia - Model: A-45

Still Playing Live

Camera Toolbar

A
» Camera 01 Create a clip

1:54:33 PM

) 10am 11am 12pm 1pm
wiozez 44 4 P> P> - > e

Playback controls

The timeline at the bottom indicates the time and type of recording. Orange dots indicate a recording of

motion events only, and a solid blue line indicates a recording without motion events.
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To begin playing, click and hold the time point and drag it left or right, then release it at the point
desired.

The figure below shows a camera timeline where the recording type was changed from Motion-only to
Record Always.

11am 12pm

You can expand the calendar on the bottom left to see if recordings are available for a particular day.
Days with recordings are indicated by orange text.

< July 2012 =

Sun Mon Tue Wed Thu Fri 5at
i 2 3 4 5 & 7

9 10 11 12 13 14

15 16 17 18 19 20 21
22 23 24 X 27 28

30

Jul 92012 -4

Camera toolbar
The camera toolbar at the bottom of the view has several functions:

Click the PTZ button to start After zooming in,

using PTZ press this “Actual

Size icon to revert to

original size

Will list all presets, must be .
P Create a JPEG still image

logged in to use presets
Digital Zoom

To create a clip for later playback or distribution:

1. Click the icon.

192012 4“4 P »r»

2. Drag and drop the time point or enter the exact time.
3. Use the blue handles to lengthen or shorten the clip time.
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4. Click the icon to begin the download.

Progress

5. When the progress bar reaches 100%, choose whether to save or open the clip.

Health Monitor

To install Health Monitor:

1. Double-click accsetup.exe.

() Health Menitor Setup =] @ [==

Welcome to the Health Monitor
Setup Wizard

This wizard will guide you through the installation of Health
Menitor,

Itis recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue.

Mext = l| Cancel

2. Click Next.

() Health Monitor Setup EI = @
License Agreement 0
<

Please review the license terms before installing Health Momitor, L

Press Page Down to see the rest of the agreement.

Video Insight License Agreement -

IMPORTANT - READ CAREFULLY BEFORE ACCESSING VIDEQ INSIGHT SOFTWARE: This
License Agreement is 2 legal agreement between you {gither an individual or a single
entity) and Video Insight, Inc. for the Software Identified above ("Software™). YOU
AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT BY USING LOADING
THE SOFTWARE, ANY DEVICE OR. OTHERWISE UTILIZE THE SERVICES OR
FUNCTIONALITY OF THE SOFTWARE IDENTIFIED ABOVE. IF YOU DO MOT AGREETO
THE TERMS OF THIS LICENSE AGREEMENT YOU MAY RETURM IT TO YOUR PLACE OF
PURCHASE FOR. A FULL REFUMD.

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Health Manitor.

< Back H I Agree ] | Cancel
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3. Click I Agree to accept the License Agreement and continue, or click Cancel to terminate the
installation.
f:) Health Monitor Setup EE@
Choose Install Location =
Choose the folder in which to install Health Monitor. O

Setup will install Health Monitor in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

Progra erprise Browse...

Space required: 12, 1MB
Space available: 55.2GB

[ < Back ][ Next > ] [ Cancel ]
4. Accept the default destination folder or enter or browse to another location. Click Next.
5. Click Install.
() Health Monitor Setup EIE@
Choose Start Menu Folder =
Choose a Start Menu folder for the Health Monitor shortcuts, O

Select the Start Menu folder in which you would like to create the program's shortcuts, You
can also enter a name to create a new folder.

Enterprise \Health Monitor|

Accessories
Administrative Tools
Games

Maintenance
RealvNC

Startup

Tablet PC

WI Enterprise

[ < Back ][ Install ] [ Cancel ]

6. Accept the default Start Menu folder or enter or select another. Click Install.
7. Click Finish.

Customization

Video Insight software offers features and capabilities beyond those addressed during installation and
initial configuration.
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IP Server
After IP Server is installed and configured, you can use both Monitor Station and the IP Server Manager

Utility to customize server settings. Administrative-level access is required to make changes.

Note

You can also access Server Properties by navigating to
Administration, selecting Set up and Configuration and then
selecting your server.

To customize IP Server using Monitor Station:

1. Launch Monitor Station.
2. Right click the server name in the left navigation pane and select Properties.

Setup and Configuration tab
The Server and Configuration tab displays information about the server, database and video storage
path. It is the same tab that displays during IP Server initalization.

Setup and Configuration | Eamerasl .ﬁ.dvancedl Health Mu:unitu:url Client I Aooess Eunfiguratiunl Contact Infu:urmatiu:unl

Server |dentification Dratabaze Information
Sql Server Location IIu:u:thu:ust

Server Mame yideo Insight Test Lab

[P Address |1I:I.1I:I.1.1?5 Advanced |

Wersion [4.3.0.58

Yideo Storage

“Wideo data storage path ®
IE:"-.Viu:Ieu:u

* Mate: If uzing a Metwork Drive, uze the UMC path
[i.e. Wwwedszharevideo]

Note
Recording to a shared location requires a user with write
permission to that share or recordings will not be saved.
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Server Name: The default is “IP Server —“and the detected IP address of this server. You can change this
to a more friendly or meaningful name. Do not use special characters.

IP Address: This is the selected server’s IP address and should not be changed.
Version: The current version of the software.

SQL Server Location: This is the location or IP address of the database server. ‘Localhost’ indicates that
the database and Microsoft SQL server are local to the host computer. An IP address in this field
indicates the Microsoft SQL Server is located on another computer. Click Advanced to modify the
database connection string values: Database Name, IP Address, SQL Server User ID and Password. To
change advanced SQL settings, use IP Server Manager Utility.

Video Data Storage Path: This is the location where all the recorded video will be saved. The default is
the local OS drive (i.e., C). The video folder is created automatically once server configuration is
completed. You can choose to save video to several different locations:

° Local server drive: For example, C:\video
. Alternate additional drive: For example, D:\video
. Shared drive: For example, \\v5\vshare\HHSvideo

Cameras tab

The Cameras tab displays information about monitered cameras, unassigned cameras and camera
licenses. It is a centralized location to manage cameras on a server.

Setup and Configuration  Cameras |.ﬁ.dvanced| Health I'v1|:unit|:|r| Clignt I Arooess Eu:unfiguratiu:unl Contact Infnrmatinnl

Thiz license supports Igg Cameras. Cameras to be Maonitored

You zelected IEE cameraz] .

o 10.10.1.159 - Az - Model: (=
o 10.10.1.153 - Acti - Model: KCM721"

Auto Dizcovery | IFE remaining.

MaruslAdd |

]10.10.1.136 - IDE e - Model: 100425
5101001.148 - Az - Model

B/10101.122 - Acti - Model: TCM341-
510.10.1.136 - IQEye - Model: 100425
510.10.1.153 - Acti - Model: KCM721-

[
L:
L
L:
|
i
[
n
[
[
L:
L
L:
|
i

Irmpart from 3. |

@ 10.10.1.1584 - Axiz - Model:
]10.10.1.238 - Ais - Madel

Unazzigned Cameras

: .E E 21‘5‘ 2 10,101,243 - s - Model
. ]10.10.1.245 - Asis - Model:
L-oWP1E-3 Add - a )
P16 o 10.1007.29 - AWYIF: - - Firrware:
P e <- Pemove | o 10.10.1.76 - IP Camera/Encoder: ..
A 16 10101122 - Acti - Model:
= £ 101071127 - OWVIF: - - Firmiware:

1| | B (C810.10.1.136 - IQEye - Modsl (00425 =
. Lot | 4| | »
Clear List | [Delete | Load

™ Sort cameras alphabetically
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This license supports: Shows the maximum number of IP cameras allocated to the serial number
assigned to the server. Using a Video Insight encoder such as the VP16 will show a value of zero in this
field, but all 16 channels of the encoder can be added.

The license count adjusts automatically as cameras are added to or removed from a server.
You selected: The number of cameras in the Cameras to be Monitored pane.
You can add cameras in two ways: Auto Discovery and Manual Add

Unassigned Cameras: This field shows all cameras that are not assigned to the selected server. These
cameras were previously added and removed and remain in the database for reuse. If sharing a
database with multiple servers you can quickly un-assign cameras from one server and re-assign them to
another server using this tab. Unassigned cameras do not use a license.

Click Clear List to permanently delete all unassigned cameras, Delete to permanently delete the
selected camera, and Load button to load cameras from the database.

Cameras to be Monitored: This field shows all cameras assigned to the selected server. Each camera in
this field uses a license. You can reorder their position in the Main dashboard by selecting a camera and
clicking either the up or down buttons. You can also check the box to sort them alphabetically.

Advanced tab
The Advanced tab displays information about server, view and record options.

| Server Configuration I Cameras | Advanced | Health Manitor I Cliert I Access Configuration I Contact Infarmation

Server Options Wiew Options
Enable Motion Log Keep 30 [ Days Optimize Video Streams

= @ Low CPU % High Bandwidth
Enable System Log Keep 30 [ Days - ! 'gn Bandw

Ensbie Seauth ™) High CPU * Low Bandwidth
able Security

[] Designate Server as Failover Server
[[] Mlow enly one login per user

Record Options
Reserve space for other applications |5 1| GB

Live Display Options

Servertimeout (30 [==| minutes {0to tum off)
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Enable Motion Log: The default for this field is 30 days. The maximum number is 1000. In order for the
server to save the Motion Log at least one camera must be using Motion-only Recording or Record
Always with the Calculate Motion Detection checkbox found on each camera’s Record tab. All Motion

Logs can be viewed from either the Alarm Log or Motion Events.

Enable System Log: The default for this field is 30 days. The maximum number is 1000. The System Log
is a great way to track user actions, server and camera changes as well as troubleshoot issues. See
System Log for more information.

Enable Security: Security is off by default. In this state any user can modify both Client and Server
settings. Check the box to turn Security on. When checked, both admin and non-admin users must have
valid credentials to login. See Security for more information on security.

Designate Server as Failover Server: Check this box to assign the role of Failover Server to this server. A
Failover Server is used to assume responsibilities of recording and monitoring in the event that another
server fails.

Server timeout sets the timeout period at which point the Monitor Station will no longer receive video
streams and will pause. Server timeout is set at the server level; however, it is Monitor Stations and
Web Clients that are checking for activity. Activity is defined as mouse movement. For example, a
Monitor Station has an active user who is viewing several cameras while actively moving the mouse
from pane to pane. Another Monitor Station has the application running and a passive user. With a
Server timeout set to five minutes, the first Monitor Station will remain active while the second Monitor
Station will eventually pause. The software will stop the video stream when live video is paused. This
reduces bandwidth consumption.

Allow only one login per user: Check this box to restrict the number of concurrent logins permitted per
non-admin users from different IP addresses. Non-admin users can still login multiple times from the
same computer. Checking this box does not restrict the number of logins an Administrator can have.

Reserve space for other applications: This option sets the amount of storage that will NOT be used by
the Video Insight server to record video. The default is 5 GB, regardless of the save location. As
recording video is a continuous process the server determines when storage is becoming limited and
approaching Reserve Space, at which point the Server Deletion Routine will initialize to delete the oldest
video first to free storage for new video. The deletion process only deletes one file at a time, not whole
folders, to free storage.

The Server checks the amount of free storage every 5 minutes. When it is smaller than the amount of
reserved storage the deletion routine executes. If the amount of Server storage is large enough, the
Server will only need to delete the oldest day folder. If Server storage is extremely small or Reserved
Disk Space is set high, the deletion routine will delete the current day's video, beginning with the oldest
hour recorded.
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Live Display Options: This area of the application will allow you to configure the time in which the server
will stop displaying live video feeds.

Note

Reserve Disk Space is not an exact number; a percentage of the server Total Disk Space is also taken
into account: Reserved Disk Space = Max (8% x Total Disk Space [Reserve Disk Space]). For example,
with a 2 TB disk and Reserve Disk Space set to 10 GB, IP Server will reserve 160 GB. In another example,
with a 50 GB disk and Reserve Disk Space set to 10 GB, we will reserve 10 GB.

Optimize Video Streams: You can choose Low CPU\High Bandwidth or High CPU\Low Bandwidth
depending on your organization’s infrastructure or policies. If you choose Low CPU\High Bandwidth you
will be relying heavily on your network’s performance to send uncompressed images directly to the
Monitor Station. If you select this option you should carefully consider the resolution size, bit rate and
FPS and number of cameras you will be using.

If you select High CPU\Low Bandwidth, video and image compression occurs at the server level. The
server sends a compressed MPEG4 image to the Monitor Station or Web Client. The server compresses
the image, sends them and then decompresses them. It allows the system to get a much higher frame
rate over slower networks.

Health Monitor tab
The Health Monitor tab displays information about the Health Monitor service and server.

Health Monitor is a separate application available in the suite of Video Insight products aimed at
monitoring the health of your servers. Only one Health Monitor is needed per farm of servers. See
Health Monitor for instructions on installing and configuring.
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Setup and Eunfiguratiunl Eamerasl Advanced Health Monitor |Elient I Accezs Configuration | Contact Information

The Health kanitar runz as a service in the background and monitors the receipt of messages from ather video servers o
enzure server uptime and reporting of any izsues affecting the servers or cameras. The Health Monitor can be configured o
zend email alerts to the appropriate individual If meszages from the servers are not received within the pre-determined time
frame. The video servers alzo 2end meszages to the Health Manitar on camera operation and digk storage uzage.

¥ Enable Health Monitar Server Mame I"-.fil:lecu Inzight Test Lab
|nformation to send to the Health kaonitor Health Monitor Server
P! ersion Number P Address [10.10.1.154
M Lost Signal Server Fort {17000 :
¥ Camera information -
Send Frequency |1 kdin j

Enable Health Monitor: Check this box to have the server send a message to Health Monitor in
preparation for its configuration in Health Monitor. Health Monitor will not be aware of the server until
the server’s properties are added to Health Monitor.

Version Number: Check this box to send the IP server version to the Health Monitor.

Lost Signal: Check this box to have the server notify the Health Monitor should a camera lose signal or a
server stops responding. Time intervals are set in Health Monitor.

Camera information: Check this box to have the server include camera information when sending
camera issues to Health Monitor.

Server Name: The IP Server’s name is the default. You can edit this field.
IP Address: Enter the IP address of the Health Monitor server.

Server Port: The Health Monitor server port defaults to 11000. If this port is already in use, open
another port and enter it here.

Send Frequency: The default is to send an email every minute. You can select interval of one minute to
24 hours.

Client Tab
The Client tab displays information about client communications.
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Setup and Ennfiguratiunl Eamerasl .-’-'-.dvanu:edl Health Monitor -~ Clistt |.-’-'-.u:u:ess Eunfiguratinnl Contact Infu:urmati-:unl

Cutgoing Email
Use Data Port | 4010 = | SMTP Server [vIC4 SMTP Part | 25 =
Command Port |4|:|'|'| 3: SMTP Logon Information
b aximum Connections IE:4 User Name Iswilliams
Passwl:lrd IHHHHHHHHH
Launch windows Group Policy Editor ¥ SMTP server requires authentication
Group Palicy Editor | [T SMTP server requires encryption [S5L]
Send Test Email
Ernail to I Send |
Email fram ITestMessage@lpﬁidenServer.net

Use Data Port: The port the IP Server uses to send live video to the Monitor Station.
Command Port: The port the Monitor Station uses to get and set system information.

Maximum Connections: The maximum number of Monitor Stations that can be connected to the server
at one time. Additional processing power is required for each remote client connected.

Launch Group Policy Editor: This is an administrator feature in environments where the organizational
security policy for video monitoring personnel is extremely limited. An administrator with appropriate
credentials on the Monitor Station can launch the Microsoft Windows Group Policy Editor from this tab.

SMTP Server: Enter the SMTP server’s IP address or its name.
SMTP Port: The default SMTP port is 25.

SMTP Logon Information: Checking the box for SMTP server requires authentication and enter the
SMTP user name and password here. Missing or invalid credentials can result in emails not being sent to
the intended recipients.

If the SMTP server uses SSL encryption for incoming and outgoing messages, check the box for SMTP
server requires encryption.
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Send Test Email: Enter an email address to send a test email to. Leave the default From email address
TestMessage@IpVideoServer.net or enter another. You can also leave it blank, but some SPAM filters
may prevent the email from going through without a From address.

Click Send to send a test email like shown in the figure below. Two entries will also be made in the

System Log.

Test Email

VITestServer@IpVideoServer.net
Thu 12/22/2011 9:05 AM
Sarit Williams

Test Email

Depending on the performance of your infrastructure, it may take a few minutes for the email to be
routed from the Monitor Station to the IP Server, then to the SMTP server and finally to the destination

inbox.

Access Configuration tab
The Access Configuration tab displays information about access control options and doors. It is used to
configure various access configuration systems. See Access Control Configuration for more information

on access control configuration.

Setup and I:l:unfiguratil:unl Eamerasl Advanced | Health Monitor | Client  Access Configuration | Contact Infurmatil:nnl

¥ Enable access contral suppart Access Control Type IBIau:kI:u:uaru:I j
Oracle Connection String
|SEIL|FIEE=EN\-‘ISIEIN;USEFI ID=IMSIGHT PASSWORD=VIMSIGHT Test |
Accezs Configuration Options Imported Doors
- . .
¥ Log all card.events it the event mation log oo/ Devics Name P Camera o]
i Log Alarms in the spstem log
¥ Send alams to Manitar Station
¥ Send entries to Maritor Station
Droor Contact Wideo Inzight Tes.. | Mot et —
Maoritor Point #6 YWideo Inzight Tes... | Mot zet
Palling Options
- b mmitar Point #5 Viden Inzinht Tez | Mt zqt bl
|Ipdate Alarms once every Iaaa 3 zecond(z] # i' | _'I_I

Idpdate Events once everny |4|:|E| 3: zecond|z]
Irnipart | Froperties Delete Door | Delete Al |
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See BlackBoard and MonitorCast for more information on configuring these systems.

Contact Information tab

The Contact Information tab displays contact information for the server.

Setup and I:l:unfiguraticunl Eamerasl .ﬁ.dvancedl Health Ml:unitl:url Client I Access Configuration  Contact Information

Server Infarmation

Server Mame I‘v’ideu Insight Test Lab Description | Thiz senver manages a tatal of 200 cameras
inztalled in and around the Science building.

Building |Science

Floor [ath City [Heuston
Room [313 State |T=as
Phone [504-555-5555 Country |U.5.4

Contact Information

Primary Contact IEIffiu:er Bert Primary Phone |?1 3-281-2563

Secondary Contact I.Juu:lge Judy Secondary Phone |?1 J3A04-3325

Police Murmnber I 712-201-HELF

Motes [w'e do have a failover server as a backup for thiz location in the event of a power failure
ar a network, outage. That zerver's name is; Science?

The only default value on this tab is the Server Name. An Administrator can enter server information.

IP Server Manager
The IP Server Manger (IPSM) application is used to manage and troubleshoot advanced server settings.

It is installed at the same time as IP Server.

The IPSM:

. Monitors the IP Server and presents visual status cues for each servers

. Provides a Diagnostics version of the IP Server Manager for troubleshooting and system
optimization

o Manages IP Server network connections

. Manages licensing and registration

. Manages Lightweight Directory Access Protocol (LDAP) and Active Directory configuration

Options available in IPSM vary slightly depending on the installation type. See Installation for more
information on installation types.
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Accessing IPSM
The IPSM icon resides in the Windows System Tray. It has two possible states:

= Server is functioning properly; streaming video to clients, recording video and reporting to Health
Monitor, if applicable

= Server is stopped and is NOT streaming or recording video

You can configure IP Server, manage the IP Server service, exit the application and see information
about Video Insight by right-clicking on the IPSM icon.
Server Configurakion

Restart IP Server
Skark IP Server
Skop IP Server

Exit IP Server Manager

About Video Insight

Select Server Configuration to manage the IP Server service, configure IP Server and terminate the IPSM
application.

Select Start IP Server, Stop IP Server or Restart IP Server to start, stop or restart the IP Server service.

Select Exit IP Server Manager to terminate the IPSM application and remove the icon from the Windows
System Tray.

Note
Terminating the application prevents clients from remotely
restarting the IP Server service.

Select About Video Insight to display version information, technical support information and legal terms.

Configuring IP Server
You can manage service controls and configure IP Server by right-clicking the IPSM icon in the Windows
System Tray and selecting Server Configuration.
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$E IP Server Manager [_ (O] x|

Service Contrals

Status: IIF' Server is mnning

Start | Stop | Restart |

Configuration
Ot Configure options to automatically
&l restart the server on a schedule,
Suztem Log | Yiew the current system log,
Metwork, Optionz | Configure connection optionz.
Diagnostics | Stop the zervice, and run the
diagnostic vergion.
Ma Cameras | Fun Diagnostics with the cameraz
nok started,
|Ipdate Activation | Update the activation code.

Exit IP Server Manager |

The Service Controls Status field displays IP Server service status. Click Start, Stop or Restart to start,
stop or restart the IP Server service.

Clicking Close closes the IP Server Manager dialog box but does not exit IPSM. To exit the IPSM
application, click Exit IP Server Manager to terminate the IPSM application and remove the icon from
the Windows System Tray.

Note
Terminating the application prevents clients from remotely
restarting the IP Server service.

Click a configuration button to perform other functions:

. Options — configure options to automatically restart the server on a schedule
. System Log — view the current system log

o Network Options — configure connection options

o Diagnostics — stop the IP Server service and run the diagnostic version

o No Cameras — run Diagnostics with cameras not started

. Update Activation — update the activation code

Each function is detailed below.

Page 62 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

IPSM: Options
Clicking Options brings up the Auto Restart Options dialog box. This dialog box offers several settings

aimed at mitigating some organizational and server environment settings that could interfere with the IP
Server service.

Auto Restart

Restarting the service can refresh streaming, bandwidth and CPU performance by releasing used
resources. You can choose to automatically restart the service on a specific day and time. This flexibility
to restart means that you can schedule it so as to not interfere with business hours.

ﬂ Auto Restart Options bt

Auto Restart | Delay Service | Options |

— Auto-Restart

¥ Enable
[rapz bo Festart

v b orday v Thurzday r Sunday
v Tuezday v Friday

v YWednezday r Saturday

11

Restart Time | 12:00 AM

2k, Cancel

To set an auto-restart schedule:

Check the Enable box.

Select the restart day or days.
Select a restart time.

Click OK.

P wnNe

Delay Service
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Delaying the IP Server service start is an option to consider if the server has many services that have to
start in addition to the IP Service. The IP Server service may have trouble initializing without services
such as the Microsoft SQL database service already running.

'@ Auto Restart Options >

Ao Festat Delap Service | I:Iptiunsl

— ze Delay Service
Idnder certain circumstances, the time regiured to
initialize the nebwork, takes longer than expected. So
we provide a service that will delay before the starting
the IF Service.

Thiz zervice will alzo monitar the zpstem log and restart the
service under certain failure conditions.

MV Enable Startup Delay

Crelay |‘||:||:||:||:| 3: Seconds

k. Cancel

To set a startup delay:

1. Check the Enable Startup Delay box.
2. Select the startup delay time in seconds.
3. Click OK.

Options

In environments where both an Analog and an IP server are installed on the same server, and where
bandwidth resources will likely be very highly utilized as a result, there is an option to restrict the Analog
server’s bandwidth consumption.
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!3 Auto Restart Options

At Hestartl Delay Service  Options |

Analog Video Server Support.

[™ Enable Analog Yideo Bandwidth Timeout

|3|:| 3: Seconds

k. Cancel

Enabling this option will terminate communication between the Analog and the IP server and no live
streaming or recording will be done by the IP server when the timeout threshold has been reached.

For example, in a scenario with the timeout enabled and set to 30 seconds, there is a Monitor Station
layout comprised of both analog and IP camera images. For 30 seconds, both streaming and recording is
managed by the IP Server. When 30 seconds have passed the analog cameras will stop streaming and
recording due to this feature. Changing the layout will restart streaming and recording for all cameras
until the timeout is reached again.

To set an analog video timeout:

1. Check the Enable Analog Video Bandwidth Timeout box.
2. Select the timeout in seconds.
3. Click OK.

IPSM: System Log

Clicking System Log will bring up the System Log dialog box. The System Log documents warnings,
errors, security and informational messages related to various system functions. Each message may or
may not appear depending on the configuration and whether security is enabled on the server.
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E'Q:System Log Yiewer

File  Edit  Wiew

= E Yideo Insight Test Lab -

Syskem Log #4 Find

|12.-" 5/201 "I

P[] 3

12/5/2011 7:03:40 PM

| Message

Source

|»

Cannot delete File:(C:hwideos10.10.1.153-193446602641 2.05.20114158h06...

GeneralTimer CleanDrive(]

Cannot delete File:(C:wideoh10.10.7.1 36-7054 2962641 2.05. 201140904 3m...

GeneralTimer. CleanDiive(]

12/5/2011 12:43:37 PM

Cannot delete File:(C:4wideoh10.10.1.153-193446602641 2.05.2011409k22. .

GeneralTimer CleanDirive]]

12/5/2011 12:43:37 PM

Cannot delete File:(C:hwideoh10.10.1.1 36-70542362641 2.05. 2001140304 3m...

GeneralTimer. CleanDirive]]

1252011 10:07:12 &M

A Mew Camera waz added at 10:07 &M - 12/5,2011

CommandChannel dddM ewCamera

12/5/2011 3:14:09 M

administrator haz logged in at 3:14 A - 1252011

CommandChannel GetServerClass

12/5/2011 9:14:08 AM

Wideo Server Task: Coldstore

Tazk Manager

12/5/2011 3:14:02 &M

Metwork Decoder Cormmunication Emor - Decoder 10:80432617

Metwork Decoder

12/5/2011 3:14:02 &M

Metwork Decoder Communication Eror - Decoder 1D:80432617

Metwork Decoder

12/5/2011 3:14:02 M

Ewtended logging iz enabled

Command Channel

12/5/2011 914:02 Ak

Wideo Server started at 314 AM - 12/5/2011

Imitialization

12/5/2011 312:53 &M

Wideo Server was shut down at 313 AM - 127572017

Board.Cloze

12/5/2011 9:02:53 AM

administrator updated camera properties at 12/05/2017 9.08:59 Ak : Ca...

CommandChannel JpdateCamera

12/5/2011 3:08:11 Ak

administrator haz logged in at 3:.08 AM - 1252011

CommandChannel Get5ServerClass

12/5/2011 3:07:00 A

Wideo Server Task: Coldstore

Tazk Manager

12/5/2011 9:06:55 AM

Metwork Decoder Cormmunication Enor - Decoder 1D:80432617

Metwork Decoder

12/5/2011 3:06:55 &M

Metwork Decoder Communication Enor - Decoder 1D:80432617

Metwork Decoder

12/5/2011 9:06:55 A

Eutended lagaing iz enabled

Command Channel

¢  Pagelof20 >

0K |/

S

IPSM: Network Options

Clicking Network Options brings up the Network Options dialog box. This dialog box is used for selecting
the network scheme when a server has dual NIC cards or changing the communication port of the
server. You can also modify Active Directory and LDAP settings.
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=] Metwork Options

ke Lalti-M etwoorl, Card Support Connection Paort
select Metwork Card Communication Port 4071 =
1010.1.201 -

Directary Support
Server vicorp.videainzsight. net Modify zettings
Credentials: wicorphawiliams

Authorized Users
and Groups QJ [Give uzers of groups access to the system

U zer Permizsions '&' Wiew effective permizsions

IP Server v5.5

] ] | Cancel

Note
If you change the Communication Port here, you must also
change the command port in Server Properties.

IPSM: Diagnostics

Clicking Diagnostics brings up the Video Server Diagnostics interface. This interface is used for

troubleshooting any service related issues. The IP Server service is stopped when Diagnostics is

launched; however, recording and live streaming continue normally. The difference is that Video Server

Diagnostics has a user interface and the IP Server service is a background process without a user

interface.
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:-Q:'h'iden Server Diagnostics M=] ES

Widen Server is running as an application to help trouble shoaot problems with the zervice. This application uses the same settings as the service.

o Insight Test Lab | E Yital statistics display |
=] Setup and configuration
Server name IVideo Inzsight Test Lab IP address IW Fart Iw
Wersion IW Max cameras I? Awailable Iﬁ
Camera Mame Time of last write Last image received —
10101127 - ONVIF: - - Firmware: 12:00:00 &k 12:00:00 24
10,101,136 - IGEpe - Model: 100425 12:00:00 &hd 3:45:36 P
10.10.1.148 - Axiz - Model: 12:00:00 &hd 12:00:00 &bd
10,101,157 - OMYIF: - - Firmware: 12:00:00 &hd 12:00:00 &b4
10.10.1.153 - Acti - Model: 12:00:00 &k 12:00:00 24
10.10.1.159 - Axiz - Model: 12:00:00 Ak 34536 PM
10101166 - IQEpe - Model: 12:00:00 &hd 12:00:00 &bd
10101173 - OMYIF: - - Firmware: 12:00:00 &bd 12:00:00 Abd hd

E it |

Server name: This field displays the server name previously entered. It is not editable. To change the
name of the server, click Setup and configuration in the left pane or from Server Properties.

IP Address: This field displays the server’s IP address and should not be changed.

Port: This field displays the port used by the Monitor Station to get and set system information. This
port is also referred to as the Command Channel Port. See list of ports for more information on ports
used by the software.

Version: This field displays the software version.

Max cameras: This field displays the maximum number of cameras allocated to the serial number
assigned to the server. Using a Video Insight encoder such as the VP16 will show a value of zero in this
field, but all 16 channels of the encoder can be added.

Available: This field displays the number of licenses available to add to the server.

The grid area of the Diagnostics interface is read-only and displays all cameras, the last video write time,
if it is recording and the time the last image was received, or the last time a live image was received
from the camera.

Time of last write: This column displays the last time the camera’s images were recorded to a file. A
time of 12:00:00 AM is indicative of a camera that is set to Recording Off or not recording due to a
Motion-Only recording type.

Last image received: This column displays the last time the camera’s live images were streamed. A time
of 12:00:00 AM is indicative of a camera that is offline. The camera could be offline for several reasons:
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incorrect credentials, network, bandwidth or the IP Server service not running. See the FAQ section for
more information on why a camera could be offline.

To view the Setup and Configuration section of Video Server Diagnostics click that node from the left
pane.

Ojﬁetup and Configuration- Modify settings for server: ¥ideo Insight Test Lab

fiden |nsight Test Lab

Setup and Canfiguration | Eamerasl Advanced | Health Monitorl Client I Contact Infolmationl
1010176 - IP Camerar|

10101127 - ONYIF: - Server |dentification Database Infarmation
10,101,136 - [DEwe - Mg Sql Server Location |Ioca|host
10101148 - fuis - Mod Server Mame  [yidea Insight Test Lab

10101151 - ONVIF: -
10101153 - Acti - b ody
10.10.1.159 - Awis - Mod
10101166 - [HEwe - Me
10101173 - ONVIF: - “Wersion |4.3.D.58
10.10.1.184 - Az - Mod
10.10.1.238 - Az - Mod
10.10.1.243 - Axis - Mod
10.10.1. 245 - Axis - Mod

I #ddress [10.10.1.175 TestDB | Advanced

T J i L
=1 g =1 =1 =T (=1 =1 =1 g =1 =1 o (=1 =1 =1 4]

Wideo Storage

ideo data storage path *
IC:\Video

* Mote: If uzing a Metwork Drive, use the UMC path
fi.e. Shwedhsharehwiden)

4 I I _,I k. I Cancel | Apply |

#

With the exception of the Access Configuration tab available in IP Server properties the tabs in this view

are the same as Server Properties accessed from the Monitor Station. The cameras listed in the left pane

can be managed in this view. Click the camera on the left and the camera’s properties will be displayed.

Note
Remember to start the service when exiting the Diagnostics
application.
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QSetup and Configuration- Modify settings for camera: 10.10.1.159 - Axis - Model:

10101151

10101166

-
1.0
y
.0
a
1.0
y
.a
a
1.0
y
1.0
sy
g
-
1.0
y
.0
-
1.0
y
.0
sy
1.0
a
1.0

I

10,101,153 -
10.10.1.159 - o
- I0Eye - Mt
10101173 -
10.10.1.184 -
10,101,238 -
10.10.1.243 -
10.10.1.245 -

#iZ| Viden Insight Test Lab
10.10.1.76 - IP Camneradl
10101127 -
10101136 -
10.10.1.148 -

OMWIF: -
IQEye - M:
Az - Mod
- OMWIF: -
Acti - Mod

dod

OMWIF: -

Az - Mod
Auxiz - Mod
Az - Mod
Az - Mod

0

General IHecoldl Wideo Settings | Advanced | Contact Information

Camera Marne I'I 0.10.1.153 - Axiz - Model: Camera Infarmation

I arwfacturer IAHis

b odel I.L‘-.xis MJPEG Camera

L L

IP Address [10.10.1.153

Uszer Mame Iroot

i

Pagsword

I Shared IP Address
Camera Mumber ID 3:

[T Alemate Parts

HTTF |ao =

RTSF |554 53

Digplay Options

Time Stamp | Bure time stamp in video

=

Wb dccess hitpr\W10.10.1.155:80

FTP |1

=

[ o |

Cancel

Apply |

See Modifying Camera Details for more information on camera property tabs.

A

Two additional features for troubleshooting are available that are not available in Monitor Station, by
highlighting the server node in the left pane: Test DB and Advanced.

Click Test DB to test connectivity to the database. The database test will pass when the server makes a
successful connection to the database. If it does not, the test will display: “Error: Database version is not

correct. Either the database did not respond, nor has an outdated version.” There are several reasons
why the database test failed. See FAQs for possible reasons for and potential solutions to the failure.

Incorrect database information may be one cause of test failure. To update or confirm the information

4.l1|.||:|'l.I'a|n||:vEnl:I DB Configuration x

click Advanced.

Database: Enter the database name. The default database name

is InsightEnt.

IP Address: Enter either the IP address or the hostname of the

database server.

User ID: The default user ID for the InsightEnt database is sa.

Password: The default password for the InsightEnt database is

vinsight.

E dit thiz menu only if pou are a Databaze

Adrmin and you are uzing a Corporate SEL
Server. Thiz uger name and paszword should

not be changed.

Dratabaze Information

Frimary D atabasze

[ratabaze IInsightE hit

|F Addresz II::u:thu:ust

zer D Isa

Pazzward

Ixxxxxxxxx

[ o |

Cancel
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Video Server Diagnostics offers a live view feature. Clicking Live View in the left pane display a separate
window with all of the cameras added to the server.

:C}:'h'iden Server Diagnostics !E[ =

Yideo Server iz running az an application to help trouble shoot problems with the zervice. Thiz application uzes the zame settingz az the zervice,

= @ Yiden Insight Test Lab | 4] Vital statistics display |
Server name IVidenInsigthest Lab IP address W Part IW
Yergion W Max cameras I? Available Iﬁ
Camera Hame | Last image received

| Time of last wite
101007, !

10101159 - Asis - Model: 12:00:00 AM 7:41:03 &AM
10101238 - Asis - Model: 12:00:00 M 7:41:03 &M
10.10.1.245 - Asiz - Model: 12:00:00 &M 7:41:03 &M

E it |

& Live Display M[=] B3

Page 71 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

You can view the System Log by clicking the node in the left pane. See System Log for more information
on the system log.

ﬁ‘tideu Server Diagnosktics !E =

Widea Server is running as an application to help ouble shoot problems with the service. This application uses the same settings as the service.

Bl Wideo Insight Test Lab | [ Wital statistics display |

.@l Setup and configuration
B Live view Server name |Video|nsightTest Lab IP address |1U-1U-1-1?5 Port 4011

'@ nleg Wersion |4.3.D.58 Max cameras ISS Available ISE

Camera Mame
10.10.1.136 - 16

10.10.1.159 - Axis - Model 12:00:00 &4 T43TE AM
10.10.1.238 - Axis - Model 7:47:45 &M TA3TE &AM
10.10.1.245 - Axis - Model 12:00:00 A TA31E Ak

| Time of last write | Last image received

E =it |

IPSM: No Cameras

Another troubleshooting option is a diagnostics version that can run the application without starting any
cameras. This version does not consume any bandwidth.

This version functions the same as the other version, with the exception that camera-related features
and information such as Live View and Time of last write are not available after this diagnostics version
is started. See IPSM Diagnostics for more information on running diagnostics.

IPSM: Update Activation

The Update Activation option is used to update the Activation type (e.g., transitioning from Demo to
purchased licensing scheme) or when the serial number used is upgraded with additional licenses.
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L5 Update Activation Code

IP Server Enterprise Activation

Sernial nurmber I4DD.~’-‘«C

% Activate or uparade your license through the [nternet

Orn a machine with an intemet connection, activate the IP Server by entering the serial
rumber and prezs the Nest button, Thiz will uparade your icense bo most recent amount.

 Activate by phone

Or a machine with o intermet connection, use the ‘Activate by Phone' method.
Be preparad with the fallowing infarmation:

Hardware Code  [00123FEEN3EC
Call Techhical support at: [713] 621-9779 Monday - Friday, 3:2304M to 6230 PM CST

Activation Code I I I I

™ Demo mode

|f wou are unable to perform either of the bwo above methods, ther enter the susten in Temo
Mode.” You can configure the spstem and active the spstem at your earliest convenience.

" The serial number iz found on the product package and on the zales receipt

ok [ oo |

See Installation for more information on changing the activation type. Click OK to confirm the number of
licenses currently available.

Your camera license was upgraded From 99 to 99 cameras. Please restart your service For it ko take effect.

Monitor Station

Monitor Station is the primary user interface in the product suite and can be considered the hub from
which all configurations and monitoring is done. Configuration changes to the Monitor Station will only
affect the local host and not the server or other clients, unless Administrator-level access changes are
made in Setup and Configuration.
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Main Dashboard

The main dashboard has many features to make daily monitoring easy and manageable. It is the first
view to appear after starting Monitor Station.

Click the Lock to

log out and back in
Main menu toolbar with a

when restarting
the MS for changes

to take affect

Tooks  Administration  Help

slew of options

o Administrator
. iy .—’1_‘7 1;)—'-7;&«;:7(—14’! 2 — -
.V::q‘r.‘.' T“! @7 ‘i 2 a 10.10

Left Navigation

tree of servers,

cameras . .
! Quick launch Media Cameras

layouts, facility
’ Player live view

maps, Action

buttons and
HM access

| ‘:‘w' ",

A (D 10.10.1.238 - Ais - Model: &7 1 9] 10.10.1.245 - Avis - Model

Controls Camera’s name

pane y& Camera’s quick
Access toolbar

Live Audio Controls Number of connected servers.

Panel
Click View>Status>Server Status to hide this

information bar

Main menu toolbar

The Monitor Station’s main toolbar has several menus: Tools, Administration and Help.
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Fil

The File menu has two selections: Media Fixer and Exit. Media Fixer is used to fix corrupted video files
and Exit terminates the program.

File>Media Fixer

Media Fixer helps you fix corrupted media files.

1. Click the File menu and select Media Fixer.

A= video File Fixer Wizard X

¢ Back Mest » | Cancel I

2. Click Next.
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[% video File Fizer Wizard x

Filez to be fixed

Clear 41 Femove | AddDiectoy | AddFies |

< Back | M ent > I Cancel

3. You can add a single video file, multiple video files or folders of video files to be fixed. The path
to each file will be displayed after is it added.

A= ¥ideo File Fixer Wizard Ed

Files to be fised

C:ADocuments and SettingshAdminiztratarsD ezkiopi00ha5m20s. awvi
C:Awideoh10.10.1.54-3092064 76409, 14, 201 141 Dh34m30z. avi
C:Awideah10.10.1.54-3098064 76409, 14. 201 141 2hE8m05:. avi
C:Awideoh10.10.1.54-3098064 76409, 1 4. 201 141 5hi0T m4 3z avi

Clear Al Remove | [ AddDiectory | AddFies |

< Back | Mext = | Cancel

4, Click Next.
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)3 ¥ideo File Fixer Wizard

{* et Media Fixer attempt to read the information directly. [Fecommended)

{~ Specify File Information

—Yideo Settings
Compressian IM:::tiu:un JPEG j B F.en Erame Orly
R esolution |E4|:| w 480 j ™ spliFile

Frame Rate |2 3: frameszecond E 10 MaxFile Size [ME]

—Audio Settings
W~ Skip &udio Audio Frequency I 2000 j Hz
El Compreszed

¢ Back | Fix Files I Cancel

5. For best results let Media Fixer attempt to read the file information. If you choose to specify the
file information it is crucial to provide the correct file header information. Attempting to fix it with
incorrect information may render the file unusable. Click Fix Files.

4= ¥ideo File Fixer Wizard X

Fesults

File: M ame | Status

. | Currently
C:hoideat10.10.1.54-3098064 76509, 14. 201151034, [ Mat Started
C:hwideat10.10.1.54-3098084 7EL09.14. 201181 2REE.. [ Mat Started
C:hwident10.10.1.54-3098064 76409, 14. 201 1815h07 ... [ Mat Started

< Black [est = Finizh

6. The Status dialog box displays progress. When the wizard is complete it will display the path of
the fixed file.
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‘P ¥ideo File Fizer Wizard x

Results

File M ame | Statuz

C:hwideot10.10.7.54-3098064 765 . | Finish fixing at  IC:wideo\10.10.1.54-3038064. ..
C:hwideot10.10.7.54-3098064 765 . | Finish fizing at  @C:%wideo\10.10.1.54-3038064. .
C:hwideoh10.10.1.54-3093064765 . | Fimzh fiking &t @C:\wideo'10.10.1.54-3098064. .

¢ Back MHewt = Finizh
7. The fixed file will have “fixed” appended to the file name. The original file still exists and has not
been altered.
rame | Size | Tvpe | Dake Modified -
-. D0h45me0s_Fixed 67,043 KB Video Clip 1122012 12:02 PM
8. Click Finish.
File>Exit

Click the File menu and select Exit. Monitor Station will display a prompt to confirm exiting the
application. This behavior is exactly as if you were to press the Lock Icon.

Monitor Station

This will close down the Monitor Station, Are you sure?

Yes Mo |

You can also exit the application without having to make the confirmation by unchecking the Exit
confirmation checkbox on the Tools>Options>General tab.

View
The View menu has six selections: Archive Tree, Full Screen, Layout, Mini Toolbars, Status and Toolbars.

View>Archive Tree
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The Archive Tree option is checked by default. If unchecked the left navigation tree will be hidden. This
is useful if you want to have more space within the application for live view streaming.

The default view with Archive Tree selected is shown in the figure below:

:‘Uideo Insight - Monitor Station M=] B3

File  View Tools  Administration  Help
mi ] g HHHHHH

& Administrator

IP Server-10.10.1.173
Test5.0

Login Error - Mgmt NVR
IP Server-10.10.5.100
All Layouts

All Facility Maps

All Action Items (5] 10.10.1.238 - Avis - Model: [ ][ 1]67 || 10.10.1.245 - dvis - Model: |80 17|

(s

[

Health Monitor
Layout Groups

[ B ru

SRR

PTZ Controls A » 1

Search A |

Audio Controls A | Servers Cannected:4

The view with Archive Tree deselected is shown in the figure below.
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& video Insight - Monitor Station

File  View Tools  Administration  Help

\;' Administrator = .
10.10.1.136 - I0Eye - Model: 100425 0. /(=2 28

Servers Connected: 4

View>Full Screen

Selecting Full Screen expands the main dashboard view to fill your display. Pressing the F11 key on your
keyboard performs the same function.

View>Layout

Selecting Layout shows the full list of the predefined camera layouts. Selecting one of the layouts
displays the selected number of cameras in the main dashboard view. Pressing the related Function key
on your keyboard performs the same function.
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1 Camera Layouk F1

4 Camera Layouk Fz

G Camera Layouk F3

9 Camera Layouk F4

10 Camera Layouk FS Use the shortcut
13 Camera Layout F& keys on your

13 Camera Layout - 2 F7 keyboard to

16 Camera Layout Fa change the

19 Camera Layouk
25 Camera Layouk F3
36 Camera Layouk F10

View>Mini Toolbars

Selecting Mini Toolbars creates Cycle Layouts and PTZ Controls function boxes that can be repositioned
anywhere on your dashboard for easy access.

Cycle Layouts

Security personnel may be assigned to a particular area and may only need to review certain locations.
In practice, locations are usually grouped by server. For example, one Monitor Station may be
connected to multiple sites, with one Server per site. As each site may have a different number of
cameras you may have a different layout for each site. You can perform a virtual walkthrough of each
site by cycling each site’s layout.

You can cycle layouts two ways: manually or automatically. You can manually cycle layouts by pressing
any of the predefined Layout buttons as shown in the figure below.

|4 ¥ideo Insight - Monitor Station

File  Wiew  Tools  Administration  Help

\. Administrator

DF3-DES-DMS
- CES-PESWLES
-CHS

= MWES-RES-ROB 51 Pews B Hall Cros
..... WENRE IR .- HHS

To configure the one server cycling for manual selection:

1. Click the Tools menu and then select Options.
2. On the General tab check the box for “Use tree navigation server selection for default layout
buttons”.
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Monitor Options

General | Tools Eonﬁguratiunl Live 'W'indowl Audio I Startupl

¥ Exit confimation

¥ Block Warning messages

Integrated player initial zize  |E40:420 j

— Main view window layaut
¥ Show |ayout

¥ Shaw server name
™ Show camera name
™ Force azpect ratio

[T UseDirect = dizplay

| Direct % @ =

¥ Double click expands camera

[T Usetree navigation server selection for default layout buttons !

— On Screen Controlz

PTZ Cameras ¢ OnScreenPTZ | Use Direct
' Overview Window
" Mone
Standard Cameras
% Overview Window
" Mone
3. Log out and back in to the Monitor Station to refresh the settings.
4, Select the highlighted server from the left navigation tree.
5. Click any of the Layout buttons and notice that only the selected server’s cameras will be

selected for the layout view.

To configure the one server cycling for automatic selection:

1. Click the Tools menu and then select Options.
2. On the Tools Configuration tab check the box for “Layouts cycle through current server”. This

box is checked by default.
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:ﬁMunitur Options |
General Tools Configuration | Live Windnwl Audio I Startupl =
% Momal operation tachine Perfarmance
" Low bandwidth mode IN:::rmaI j
e low bandwidth mode
ini tonlbars
Cycle layout ime |5 3: Seconds
H E trne m eCOnds
v Layouts cycle through curent server
IV Minitaolbars always on top ]
]
% Use Registry Export | =
i Lze XML
Impaort |
[™ Enable Access Contral Lane Yiewer
[T Lock down Access Contral Lane Yiewer i
=

3.

5.

loals

Log out and back into the Monitor Station to refresh the settings.
Click the View menu, select Mini Toolbars and then select Cycle Layouts.

Click the desired Layout scheme and click the Play icon.

Adrninistr acon Help

inistrator [ [} (0] [ e e [ ][

WElE

01 .31 -
0232 -
:03.33 -
104 .34 -
05 .35 -
+06 .36 -
07 .37 -

& Crozs Hall to B Cross Hall

PCMS-PRS
DPS-DES-DMS
CES-PESWLES
CHS
MwES-RES-ROE
HHS
HPES-KLMS-MEISS

Cycle - {On) B

i (ot 3]

PTZ controls

You can control PTZ operations for PTZ-capable cameras from different areas in the application. Each
area offers a slight variation in capability.
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Note

PTZ Operations can also be launched by clicking the Tools menu
and selecting PTZ Operations. To start the PTZ Controls function
box, click the View menu, then Mini Toolbars and then PTZ
Controls. The figure below describes the different functions
available.

The following figures describes the left navigation tree PTZ Controls pane

Camera name

PTZ - 10.10.5.148 - Brick

Focus near

Will select the next PTZ
capable camera on the

- Mod... B

0 | 3 [ server to mange
I E
Use arrows 3 |

to pan left Once clicked will move

right, up or the camera to the next

down saved preset location

Close or Open shutter if
exists on camera

PTZ sensitivity slider;
higher the setting the

Also called Home button, PTZ Cantralz A longer distance one mouse

once pressed will return 20| i + click will move. Setting it

the camera to the home

to lowest position will

position if camera supports ﬂ require multiple mouse
this feature. This icon will

clicks to move the camera

not appear if camera does :
[¥| Digital PTZI Joystick PTZ Speed

not support this feature.

Digital Zoom Joystick capability
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List of camera presets

Select the server Zoom in or out

name from the

dropdown

— Camer: Fresets | Cycle Fresets I
Server
F l{' @ EI Prezet 1 - Add |
[IPServer 10105108 =] I Preset 2
ii] B Preset 3
Camers D @ » @ Preset 4 ﬂl
JynaColar Dome [10.10.5.10 =T Prezet 5
L « I\:’] Ve T Prezet B
Live Window | Preset 7 ;I ﬂl

Select the PTZ camera to
move. Only PTZ capable
cameras will appear in this

dropdown

Clicking Live Window launches a live view of the selected camera. This window can be used to
manipulate the live view using the PTZ controls.

O Live Window - IP Server -10.10.5.106 - DynaColor Dome

You can use the PTZ Operations pop-up with its expanded features to create and manage PTZ presets.
PTZ presets are predefined views that can be used for cycling or manually going to a camera with a click
of a button during live view from the main dashboard.

Creating a preset
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1. Launch the PTZ Operations pop-up.
2. Select the server and camera from the drop-down menu.
3. Click Live View to view the camera as it is being moved.
4, In Live Window move the camera to the desired preset location.
5. Click Add.
Add PTZ Preset
Prezs the "Add' buttan to name the curent preset lacation.
PTZ Label |
Add Cancel
6. Enter a label for the preset.
7. Click Add.
8. The newly-added Preset appears in the Presets pane.
Camera Select FTZ Controls Fresets | Cycle Presets I
Server = = Nohorest Ert
[IPServer 10105105 7] T I prms Eanes Fedd
Camera a |.":'. e Delete

[10.10.5.148 - Brickeom - Mac > |

Live Window | Refrezh

9. Continue moving the camera to the second position and repeat steps 4-7 to add as many

LE

presets as required. A maximum of 32 presets are supported depending on the camera.

To remove a Preset, select it from the Presets pane and click Delete.

IP Sencer £3

Warning: Are you sure you want to delete preset: Street?

Yes l ‘ o

Click Yes to permanently remove it or No to cancel the operation and return to the PTZ Operations
screen.

You can also cycle automatically through presets by navigating to the Cycle Presets tab and clicking
Start.
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@F"II Operations x|
Camera Selzct FTZ Caontrols Presets | Cucle Pressts
Server I
chairs2
(P Server 10101201 | | Start
a| 4 e tree =
Camera . .a Y o Chairs | Stop |
110.10.1.148 - fuis - Model: [ | raffic -
| Live “Window | | Refrezh |

Added Presets can also be selected from the Live view camera toolbar in the Main Dashboard as shown
in the figure below.

@ Video Insight - Monitor Station
File  Wiew  Tools  Administration  Help

Wy swilliams

] [ =
5 g012=01-02 280:06:07 RGN

ver 10,101,201 ﬁ;’gm

1101153 - Acti - Model: KOM7211 o

1.10.5.146 Yivo ip7142 traffic
1.10.1.136 - 1GE ye - Model: 100425

0.10.1.148 - &z - Model:
110.1.159 - &sis - Model: 225FD

View> Toolbars

You can hide additional options displayed by default in the main dashboard by clicking the View menu
and selecting Toolbars. Hiding them will add space to the live view.

1. Click the View menu and select Toolbars.
| Layouks
[ ] Lagin
Widescreen Layvouks
2. Three sub options are checked by default. Unchecking all three will hide the following Main

Dashboard items:

Widescreen Lavouts

fiews  Tools  Administration  Help

File

&y’ # dministrator

Page 87 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Tools>System Log
You can access the System Log from several different areas of Monitor Station and Diagnostics.
Tools>Axis Joystick Control

The Axis Joystick Control supports the Axis Joystick. This USB joystick replaces a mouse for control of
Axis PTZ-capable cameras.

After the joystick is connected, click the Tools menu and select Axis Joystick Control.

Axis Joystick Suppork =101

] Az Jopstick support Config
Settings I

Cument Camera LURL
]Ittp:f.r'l 010.5.1 32:80/a05-cgifcomdpkz. cgi
- Button Corfirols

Az Camera Controls

o 1| [

Prezs button to zelect an IP camera

e TN (N | —
[ I R | —
[ O | —
— N T | —

see | Ea |

Up to 10 Axis PTZ-capable cameras added to a server in a Monitor Station will automatically populate
the Axis Joystick Control, including the IP address and port.

You can manage any game controller’s settings and firmware by clicking Config.
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2l

- Theze satings help you configurs the game controllers installed on
oL com puiber,

~ Inetalied game conbroler:

Caontraller Shatus

Ax5 235VIDED SURVEILLANCE JOWSTICE

Add. Femowve | Fropetties |

Advarced.. | Troubleshoot.. |

Select the controller you’d like to manage and click Properties.

‘== AXIS 295 YIDED SURYEILLANCE J0... properties | [

21X

Setings Test ]

Taszt the game conbralles, | the cordroller iz not funchionng propery, it may
need to be calibrated. To calibrate b, go o the Sethings page.

[T Axex

B

Mz M A 2 Ax,

i Buttors

00000060
ODD®

oK I Cancel | Aoply

You can test and calibrate the controller’s settings. Click Apply and then OK.

If you click the Tools menu and select Axis Joystick Control without having an Axis Joystick attached, an
error displays.
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Aaxis Joystick _EI

Errar: Mo jorvskick Found,
Connack an Axks joystick and rerun the application,

You can customize the joystick’s pan, tilt and zoom sensitivity by clicking the Settings tab.

x

Usemame |

Password |

Pan Sensitivity 100 [ imveert axis
Tilt Sensitivity 100 ¥ invert asis
Zoam S ersitriy 1.00 [ imveert asis

Preiii [ritp:/7

Suffis |/axis-caifcom/ptz cai

T e T

Enter the user name and password if credentials are required to change the joystick configuration.

Note
The Layouts drop-down list will not appear if no Layouts exist.

Tools>Live Window

You can use Live Window as a free-floating single or multi camera view. It is
another feature that is accessible from several different areas of the
application. It also has slightly different options depending on where it is
accessed.

Figure shows Live Window when launched from the main toolbar.
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& Live Window - IP Server -10.10.1.179 - Gate

Server IIPServel -10.10.1.12'] Camera |Gale 'I Layouts I_E]
D | F : ]
N K b‘!c\
\ o ;.‘ \

_e—

—,

3~ —mpe
S - - |->4_“‘ 1
T —— e —

R

- —
— -

You can select the server name or IP address from the Server drop-down menu. The server’s camera(s)
becomes available for selection from the Camera drop-down menu. In addition, all Layouts for all
servers in that Monitor Station become available in the Layouts drop-down menu.

The red line bordering the Live Window image signifies that motion was detected on this camera. To
remove the motion indicator click the Tools menu, select Options, then select the Live Window tab and
uncheck the box for Red Outline on Live Window.

Tools>Media Player

Media Player is a standalone video player created by Video Insight. It has many capabilities and is built in
to Monitor Station. See Media Player for more information.

Tools>PTZ Operations
See PTZ Controls for more information on PTZ Operations.
Tools>Synchronized Player

Synchronized Player allows for synchronized playing of multiple cameras. See the Synchronized Player

section for more information.
Tools>Options

You can use Options for additional configuration and personalization of your Monitor Station.
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General tab

ﬁMonitor Dptions *

General | Toals Ennfiguratinnl Live w’indnwl Audio I Startupl

¥ Exit canfimation

¥ Black warning messages

Integrated player initial size |E4D:-:4SD j

— b ain views window lapout
¥ Show |ayout
¥ Show server name
™ Show camera name
™ Farce azpect ratio

[ Use Direct & display

[ Direct 3 =l

¥ Dauble click expands camera

[~ Usetiee navigation zerver zelection for default lapout buttons

— On Screen Contrals

PTZ Cameras ¢ OnGcreenPTZ | Use Dirscti
% Overview Window
' Mone

Standard Cameras

o Overview Window

" Mone

] | Cancel I Apply |

Exit confirmation: By default, closing Monitor Station displays a confirmation dialog box. To avoid this

message uncheck this box.

Monitor Station

This will clase down the Manikar Skakion, Are you sure?

Yes Mo |

Block warning messages: By default, Monitor Station warning messages informs you of cameras that
lose connectivity, when the connection is restored and any disk write errors that occur. To avoid these

warning messages check the box.

Integrated player initial size: The Integrated Player size is the size of the player when playing files from
the Main Dashboard. Changes made here do not affect Media Player size. Available sizes are: 320x240,
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400x300, 480x360, 560x420, 640x480, 720x540, 800x600, 960x720, 1080x810, 1280x960, 1440x1080

and 1600x1200.

1920 % 1200

1680x 1050 § 1280x 1

024

14408 900

1260 x §

1024 % 768

800 x 600

640 x 480

Show layout: This option determines whether the camera’s toolbar in Live view will display or not. It is
checked by default. When unchecked, more of the screen is used to view the live image of the camera(s)
rather than displaying camera information.

When this option is checked it will display camera information as shown in the figure below.

Note

Choosing a player size mismatched to your display and
resolution can prevent you from seeing the Controls bar at the

bottom of the player.
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j ¥ideo Insight - Monitor Station

File  Wiew Tools  Administration  Help

& Administrator ol | [ D i = [ [=2 il | o
Enterpnsewec ﬁ ver 10 : : i il =] xi‘j|Pseme:-1o.1o.1.179.Ca:pocn

."idr“l‘l h‘l:i:il_]ht
) 10.10.1.1
o) 10.10.1.1

B 10.10.1.2
~{_] Toda

‘j 10.10.1.2

| IP Server -10.10.1.179. Quad

Ll qin Ern i - ?
IP Server 1I_I
[ Layouts 3

Ex-HE] All Facilty Maps | <8

e —; - > oo o at.

When this option is unchecked, it will not display camera header information.

& video Insight - Monitor Station

File  View Tools  Administration  Help

BN

\:,-' Administrator

Video Insight
) 10.10.1.1
@) 10.10.1.1
E-£a) 10.101.2

-] Toda
{:J 1010.1.2

NAS A 10.22 P A
WITH AN "UNYIEL MMITMENT TO IMPR

&

Login Error - I’_
D IP Server -10
m-29 Al Ljn, uts

—_— w1

Show server name: By default, this option displays the server name in the camera toolbar in the main
view as well as in the server and camera Live Window pop-ups. The Show layout option must also be
checked for this information to appear.

Show camera name: By default, this option displays the camera name in the camera toolbar in the main
view as well as in the server and camera Live Window pop-ups. The Show layout option must also be
checked for this information to appear.
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Force aspect ratio: This option is another customization for achieving the best layout on your display.
With Force aspect ratio checked, all live images will be forced to a 4:3 size in the main layout as shown
in the figure below. This option does not affect Live Window pop-ups.

QVideo Insight - Monitor Station

File  Wiew Tools  Administration Help

\;«' Administrator D D D D D D o H

Umwﬂ
L] 10.10.1.7
= C‘Ml’lhﬂi
DTHd:

ety

PTZ Controls

Se_qrch‘ : H

Audio Controls Servers Connected:S

Use DirectX display: This option reduces CPU usage by attempting to use DirectX rather than the
onboard or installed graphics device. If checked, you must select the correct version of DirectX installed
on the computer: DirectX 9, 7 or Legacy for versions older than 7.

If the DirectX version selected is not installed on the computer, the error message “Cannot Initialize
renderer (0x80040273)” displays. Select the correct version of DirectX or uncheck the option.

Note
This capability will affect only the first four cameras in live view
and Layouts.

Double click expands camera: This option specifies whether a single- or double-click is required to
expand the camera in the left navigation tree to show its recordings. If this option is selected a single
click on the camera only displays the camera in the viewing panel.

Use tree navigation server selection for default layout buttons: This option determines which server’s
layouts will be used when cycling manually or automatically. See Cycle Layouts for more information on
cycling layouts.
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On Screen Controls (for PTZ Cameras): The default is On Screen PTZ. It superimposes directional arrows
on the view for PTZ cameras to signify a PTZ camera is selected in live view on the main dashboard.

On Screen Contrals

PTZ Cameras © OnScreenPTZ | Use Ditect
 Overview Window
= Mone

Selecting Overview Window displays a magnifying glass as a cursor in the live view. To zoom in on an
area, draw a square with the cursor. The figure below shows an example of a square drawn on the view.

ﬁ\fideu Insight - Monitor Station M=l

File  “iew  Tools  Administration  Help

i’ Administrator

(o] 101001238 - s |
o) 10.10.1.245 - fis
IP Server -TELECKAS.
IP Server 10105122
IP Server-10.10.1.179
Testh0
Login Error - bMamt MWE
IP Server 107105700
o] 1010579 - Acti-|
o] 1010595 - Acti- |
—-oa] 10.10.5.109 - Acti -
+ Today b
‘V'esterday
1A02M2
0] Mew Camera
¥ Layouts

4
FTZ Contrals Pamr . -
Search

Audio Cantrolz

Overview Window
of full camera view Zoomed in area; to move it drag

the orange square within the

Overview Window

Selecting None does not display any special cursors for PTZ cameras. Use the PTZ Controls function box
found in the left navigation tree.

On Screen Controls (for Standard Cameras): The default is Overview Window. It displays a magnifying
glass as a cursor in the live view.
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Standard Cameraz
' Dverview Window

" Mone

To zoom in on an area, draw a square with the cursor. Standard cameras use a digital zoom. The figure
below shows an example of a square drawn on the view.

i Yideo Insight - Monitor Station - |0 =
File  Wiew  Tools  Administration  Help

Enterprize wi ] Yideo Ihsight Test Lab. 10.10.1.245 - - badel:

& Administrator

IP Server -TELECKAA,
- IP Sereer 10106122
&85 IP Server 10101179
-3 Test 5.0

Login Ermor - kgmt MYE

i [P Server 1007105700
] 1010579 - dcki - |
o] 1010595 - ki - |
E-ga] 10.10.5.109 - Acti -
B[] Today

L[] 14442012

-] Mew Camera
E-BE Layouts

T

PTZ Contrals

\: -
I:IJ__:______I_

2|22

Search

Audio Controls

Overview Window Zoomed in area; to move it drag

of full camera view the orange square within the

Overview Window

Selecting None disables the ability to digitally zoom in live view for standard cameras.
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Tools Configuration tab
General Tools Configuration | Live Windnwl Adio I Startupl

' Mamal operation kachine Perfarmance
" Low bandwidth mode | Normal =l
= e low bandwidth mode

— Mini toalbars

Cycle layout bime |5 3: Seconds
PTZ cycle time |'||:| 3: Secondz

v Lapouts cycle through curent sermer

¥ Minitoolbars always on top

Local Settings

% |lze Registry Export |

i Lze XML
I [rpart |

[T Enable Access Control Lane Wiewer

[T Lock down Access Contral Lane Wiewer

[ wiew Sentry 360 zameraz in Quad Yiew when in gingle camera mode

Creating clipz
¥ Enable Watermark
V' Farce Motion JPEG format

You can choose from three bandwidth-related options to optimize the live view performance in Monitor
Station.

Normal operation: This option uses all available resources to display live streaming. This option is
sensitive to network bottlenecks and should only be used for clients with very good connectivity.
Normal streams all images as uncompressed MJPEG.

Note
If the Low Bandwidth\High CPU option is selected at the server,
client options are ignored as all images are already compressed.
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Low bandwidth mode: Select Low bandwidth mode if you are viewing multiple images over moderate
network bandwidth. This option compresses multiple images. If you switch to a single image view it will
send that image as uncompressed.

Very low bandwidth mode: In Very low bandwidth mode all images are compressed. Choose this option
for clients with poor connectivity.

You can use the Machine Performance drop-down menu to choose from three options to improve live
streaming when using multiple camera views. This option improves performance when viewing layouts
with nine or more cameras.

Normal: When selecting this option expect the Monitor Station to use the current capabilities of your
client machine’s CPU.

Workstation: The Monitor Station will use approximately the same amount of CPU as in Normal mode
when viewing a four camera layout and a higher performance of live streaming. If you view a layout with
nine or more cameras you will see an increase in CPU usage because more cameras are visibly streaming
with better live performance.

High Performance: The Monitor Station will use the most CPU to deliver the smoothest live view with
layouts of 16 cameras or more. This option should be selected only if the Monitor Station host has a
powerful CPU.

Mini Toolbars (for cycling layouts): See Cycle Layouts for more information on cycling layouts.

Local Settings: You can export your Monitor Station settings two ways.

Local Seftings

& Lze Registy E xport |

£ Usze XML
Irnpart |

To export your Monitor Station settings:

1. Select Use Registry or Use XML as the export method and then click Export.

Page 99 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Save As [ 2 [ %]
Save in: I@ Desktop ;I €] ¥ * EERS

DMv Diocuments |2 usexmlradio
g My Camputer Eﬁ wshare on w5
4 My Networl: Places = xnl_settings
AVC
Lenel-OnGuard-2010-0Openfccess-ywE_d_ 49290
ONID
COvid_Lakest
pass49
Pass_36
WIClientTester
2 registry
release on vs

My Documents

- ; ;
=2 zaritregistry
cai
=1

Fdy Computer

-

saritxml

share on w5

L« | i3

File name: IMS_SettingsI ;I Save I
LI Cancel |
]

Save as type: |><ml files [*.=ml]

2. Enter a name for the export file and select a save location if different from the default, then click

Save.
Export files are saved in XML format. The figure below shows a sample export file.

<?aml wersion="1.0" standalone="yes" 7=
- «<MewDataSet=
- =Tahlel=
<Key:=LocalServerltem=</Key>

Value=Tj+Mz0m4nt¥SB8qCxIy9l40IM /Y AM 2 + K2
</Tahlel=
- <Tablel=
zkeyzExitConfirm«</Key>
<Malue=1sMalues
</Tahlel=
- <Tahlel=
<Key:=8tandardSecurityLevel</Key=

You can use this file to configure other clients. Click Import in the same area to import the previously

exported file.

Enable Access Control Lane Viewer: This option is for BlackBoard access control integration.

Note
BlackBoard and other access control integrations are discussed

beginning on page 241.

Page 100 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Lock down Access Control Lane Viewer: This option is for BlackBoard access control integration.

View Sentry 360 cameras in Quad View when in single camera mode: Left unchecked, Sentry 360
cameras offer multiple views: Full image, Quadview and Panoramic. The figure below shows an example

of this view.

You can check the option and if the camera is selected from the main dashboard or the left navigation
tree only the quad view displays. The figure below shows an example of this view.

Creating clips (Enable Watermark): By default, this option interlaces the Checksum security mark to
detect any tampering with the created clips. See [topic] for more information on creating clips.
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Creating clips (Force Motion JPEG Format for Clips): By default, this option creates all clips in Motion
JPEG format. Motion JPEG is a format that can be read by most software media players.

Live Window tab

Generall Tools Configuration  Live 'Window I.-'l‘-.udicu I Startupl

Live window configuration.  The live window iz uzed az a free floating
camera wiew. Select these options for desired operation,

™ Block live window POp-LIpE

™ Live window alwayz on top

I Integrated Facility M ap

¥ Use Four Camera Facility b ap dizplay

™ Force recard option Keep |3|:| 3: minLkes
¥ Red Dutline on Live Windaw

[T Pauze main dizplay when live window launches

¥ Include Server Mame far &l Faciltity b aps

¥ Include Server Mame far &l Layouts

Layaut taur cycle tirme |5 3: zecands

Rulez Manager Triggered Actionz

™ Block rules fram poOpping up meszagesdinstiuction
™ Black rules fram gwitching main lapaut

[T Block rules fram launching instant replay window

¥ Flash Red on Mation Diwration |2|:| 3:

¥ Use Maintenance view

Block live window pop-ups: This option is unchecked by default. If checked, it suppresses all Live
Windows from popping up while Monitor Station is active. Live Windows can be sent to you from other
users, by rules or manual launch.

Live window always on top: This option is unchecked by default. If checked it shows all received Live
Windows on top of Monitor Station.

Integrated Facility Map: Selecting this option displays a Facility Map in the main dashboard area of
Monitor Station on the left side of the left navigation tree. See Facility maps for more information on
creating, maintaining and using facility maps. The figure below shows an example of a facility map.
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:dvideu Insight - Monitor Station |_ O] <]
File  Wiew Tools  Administration  Help
& Administrator [ ) o e ] 2] ] 5
hte Hide cameras  Hide names -« Hide range Hide Facility maps E‘Hide layouts  Options =
CQuad
52 Viden Insight Test Lab Cheral Dimick [-5]
£ IP Server TELECKAS.3 i T .““"‘“‘
HlkwswomrMDdel.Umver Ll 901“.[ ] & e !
10105131 - Acti- Mods T
10.10.5.26 - Advidia - Mo Second Floor of IS Performing
10.10.5.23 - Hikvigion - e Arts -
10.10.5.24 - Advidia - Mo Center =
Int ed School (1st fi .
1010525 - Advidia-Ma| ";i}" late Schoot (1st floon) / .
5 |F Gerver 10,105,122 K é.g—,s bt St 1=
P Server 10101173 o ' - i
est5.0 ' - ,L l .-L L‘[ IR [ oprecrchl
- Login Ermar - Mamt MYR i e s ; | iy - = . S
B85 P Server 10105100 E : ] i 4o
-8 041 Performance -10.10.5.1 e k) Gte Afteran
B85 Al Layouts Timcmpstation = -] ;
28] Al Facily baps C“'f‘“" P p— . Carmera infarmation
8 IP Server 10105100 - Carm Live I Recent history
% IP Server -10.10.1.173 - Faci ke
| Yiden Insight Test Lab - Facil Library | s 4.and 8 wina N Camers name Illuad
=] IP Server -10.10.1.179 - Lo 1 = 3 In Addiess [TZ7007
—HE IP Server 10.10.1.179 - Mid e S T N B TS o
] IP Server 10.10.1.173 - Test S| i |1 | m Server name |IP Server -10.10.1.179
- [ Health Manitar L r Rl el L. A
-- Al Action tems &ﬁi Grade & wing | ELLIR e
B85 Layout Groups nsum..,.' ) ‘ ) [ d EN Januay. 2012 [

Use Four Camera Facility Map display: You can apply this option to both integrated and non-integrated
maps. The four camera view is very useful when attempting to seam together a four eye camera to view
a complete hallway at once, such as the Arecont 180 or 360 cameras. This view can also be used for
other cameras, as shown in the figure below.

[ ] o]

JILJE L i

e Tk DA T =
k
g
5!
i 8
A2
{‘\
i | % =
* f
43 5

LR R PIDS

{Montwenst bam ™ Heclha=all s 1117

[Hevths=atl an T 21003 111

# -

S

~,

Force record option: Checking this option adds a button to the Camera Toolbar in the Main Dashboard.
Clicking this button immediately records, and will continue to record, until the button is clicked again or
the time set has been reached (maximum of 200 minutes).
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[ video Insight - Monitor Station

File  View Tools  Administration Help FO rce ReCO rd BUtton

& Administrator D@

[ EEIES |

er TKLECKA4.3
r 10105122
erver -10.10.1.179

est5.0
ogin Error - Mamt NYVR
P Server-10.10.5.100

Selecting this option does not permanently change the camera’s recording type. Clicking the Force
Record button forces the camera to record and when complete the camera will resume its normal
recording setting.

Red Outline on Live Window: You can launch Live Window by right-clicking on the server node from the
left navigation tree. It displays all cameras for that server and outlines each with a red line for a few
seconds when motion is detected, as shown in the figure below.

&4 Live Window - Yideo Insight Test Lab

Pause main display when live window launches: If you launch Live Window from a server or from the
left navigation tree or for a single camera, the main dashboard will pause all streaming to improve
performance and conserve bandwidth. The paused images will appear gray after a few seconds.
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Servers
ideo Insight Test Lab
Server -TKLECKA4.3

To resume live streaming when closing the live window, click Pause.

Include Server Name for All Facility Maps: Facility maps are available in the left navigation tree for quick
access, but when multiple servers are added to a single Monitor Station it can be difficult to determine
which facility maps belong to which server. You can add the server name to make it easier. If checked,
the server name will preface the Facility Map name, as shown in the figure below.

y Video Insight - Monitor Station
Fle View Tools Administration Help

e o ~T1 I Tl irirsairrsal 15 !
& Administrator RnOEEEEEEEEE

Enterpxise view C I 04 () Video Insight Test Lab. 10.10.1.138 - Avis - Model:| © K || 7167

Erior - Mgmt NVR
¢ -10.105.100

& g erformance -10,105.193

IP Server -10.105.142 - F

> T § al . Eacsd
a3k Lad - Fach

Servet -10.10.1.1 {5 Video Insight Test Lab. 10.10.1.76 - IP Camera/Eng O § ¥ §
Video Insight Test Lab - Providenc

) Server -10.10.1.173

Include Server Name for All Layouts: Layouts are available in the left navigation tree for quick access,
but when multiple servers are added to a single Monitor Station it can be difficult to determine which
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layouts belong to which server. You can add the server name to make it easier. If checked, the server
name will preface the Layout name, as shown in the figure below.

& ¥ideo Insight - Monitor Station

File  Yiew  Tools  Administration  Help

g;i"ﬂdministratur > I [
&N (:l Video Inslght Test Lab. 10.10.1.138 - Auis - Madel: © 5 ||

Enterprize

= . Al Servers
| =8 . Yideo Insight Test Lab

o] 100101138 - Az - Model 216FD
----- . 10101153 - Axis - Model 225FD0 |
----- . 10.10.1.76 - IP Camera/Encoder: N‘»-’E
----- @ 10.10.5.146

I E Facility b aps

-8 P Server -TELECKA4.3

: IP Server 10105122

7€ IP Server-10.10.1.179

78] P Server-10.10.5.142

: Login Error - kMgt WYER

7€ IP Server-10.10.5.100

@] 0471 Performance -10.10.5.199
apouts
----- . IP Server 10101173 - Inside

----- [B& IP Server-10.10.1.173 - Doors

----- |:| IP Server 101001173 - Mew Layout
----- |E| IF Server -10.10.1.173 - Outside

----- IF Server 100105142 - 16

----- . IP Server 101005100 - Mew Layout
----- |:| IP Server 101005100 - Mew Layout

Fl 4] Health Manitar

Video Insight Tast Lab. 10.10.1.76 - IF CamerafEnd O & i

Layout tour cycle time: You can set the time interval between each camera on a tour. The default is five
seconds.

Rules Manager Triggered Actions: Creating rules adds flexibility and customization to your software.
Rules can include results that send notifications to all Monitor Stations or specific users. You can prevent
these dialog boxes from appearing in your Monitor Station by checking the applicable boxes.

Flash Red on Motion: You can select this option to highlight the camera toolbar in red to indicate that
motion has been detected on a camera. This is useful when viewing many cameras at once as shown in
the figure below.

Note
There is no way to retrieve the messages you would have
received once they are blocked.
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:O:\"ideo Insight - Monitor Station [ _ (O] x|

File  View Tools  Administration  Help

& Administrator
Enterprise views 0 ﬁ

a 10105101 -
4] 10105.105
¢ 10105107 - 0
o) 10.105.108 C
£ 10.105.103 - Acti - M
) 10.105.111 - IP Came
“cm) 10105112 - Pelco -

) 10105113

£a] 10.105.116 - Pelco
ot
PTZ Controls I .
P AN = | S 5 om iR
¢ o |88 | ]
< Q & |
¥ Digital PTZT™ Joystick PTZ Speed -y
Search
Enter Search String ‘
I Search |‘

@ Camera € Sewer € Al

Audio Controls # | Servers Connected:6

Use Maintenance view: You can select this option to change the Contact Information tab in Camera

Properties to Maintenance tab properties. See Maintenance tab for more information on the difference
between the two tabs.
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Audio tab

Generall Toolz Configuration | Live Window — Audio |Startup|

— Audio notification on mation
" Mo Sound

' Default system beep

{~ Motification sound

I j Browse |

[T Audio netification on mobion

— Audio notification from tazks and alarms
" Mo Sound

£+ Default syztem beep

" Motification sound

| | o]

k. Canicel Apply

Audio notification on motion: You can select this option to give the user the ability to specify if there
will be audio notification when motion is detected on a camera. You have the option of no sound,
default system beep or you can load your own notification sound by browsing to a .WAV file.

Audio notification from tasks and alarms: You can create rules that specify that an audio notification
will be generated based on a predetermined set of events. You have the option of no sound, default
system beep or you can load your own custom notification sound by browsing to a .WAV file.
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Startup tab

Generall Taools Ennfiguratinnl Live 'W'inu:l-:uwl fudio Startup |

Starting Layout
= First cameras in lapout I-I Carnera Lapout j
" Custom lapout My Tour (P Server -TKLECK, x|

™ Hide archive tree on shartup Facility map name

™ Launch facility map an startup I j

™ auo Lpgrade
™ Start in full screen made

r Werify Active Directary lagin
Auta Login

[™ Enable Auto Login
|z I

Paszward I

Starting Layout: The Monitor Station main dashboard display is set by what is selected here. If you want
to display a specific camera choose the first camera in layout options and choose 1 Camera Layout from
the drop-down menu. You can display a specific customized layout by selecting Custom layout and the
correct server and layout option from the drop-down menu.

Hide archive tree on startup: Selecting this option hides the left navigation tree.

Launch facility map on startup: You can select a specific facility map on startup. Check this option and
select the desired Facility Map from the drop-down menu. When you launch Monitor Station a separate
pop-up window will display the selected Facility Map.

Auto upgrade: Select this option to have the local Monitor Station compare its version to all the servers
that are connected to it at the next startup. If a later version is found on a server Monitor Station will be
prompted to upgrade, as shown in the figure below.

Page 109 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

x

Anew version of the software has been detected. To guarantee proper operation,
you must upgrade this version of the Monitor Station.

Current version: l4.3.0.50
Upgrade version: I4.3.0.62

Press "Upgrade’ which will take you through the upgrade process,

Upgrade | Cancel I

Click Upgrade to upgrade the software on the Monitor Station. Monitor Station will close and the
installation will appear on the screen. Start Monitor Station and navigate to Help, then About Video
Insight to confirm the upgrade was successful.

Start in full screen mode: Select this option to have Monitor Station display in full screen the next time
it is started.

Verify Active Directory login: Select this option to have authentication of user credentials in Active
Directory occur in real-time.

Enable Auto Login: To bypass the login dialog box, enter the user name and password. See Login for
more information on login.

Administration>Setup and Configuration

You can use Setup and Configuration to change many aspects of the video surveillance setup, including
changing server properties, user management and application integration with Health Monitor and Live
View Monitor. Administrator-level access is required to change most of the options.
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ﬂSetup and Configuration

4

All Servers
| Wideno Inzight Test Lab
| 1P Server -TKLECKA4.3
| IP Server 10105122
i IP Server -10.10.1.173
i IP Server -10.10.5.142
| Login Ermar - Magmt HYR
| IP Server -10.10.5.100
1 041 Performance -10.10
] Tools

----- i | Health Moritor
----- £| Facility Map
----- & Uszer Manager
E-gg Layouts

: Layout Groups
----- & Rules Manager
----- Bl T Decoders
----- Live Wiew Manitor

| =

Servers Setup

Known Video Servers

Server Mame IP Address Part Statug Add New |
Remowve |
IP Server 10.10.5.122 10105102 am1 | ot Connected ﬂl
Propertiez |
IP Server 10105142 10105142 am1 Connected ‘ﬁl
IF Server -10.10.5.100 10.10.5.100 a0 Connected @l
E=port List Import List Clear Licenze |

[ o 1]

Cancel |

Apply |

Click the up and down arrow buttons to change the server display order in the left navigation tree.

Click License to view the number of each server’s available licenses. Clicking License displays the total
number of cameras licensed, the total used and the total available, as shown in the figure below.

This shows the licensing infarmation for each of the servers.

Server Mame Total 4| Used Available
IP Server -10.10.1.179 16 9 7

IP Server -TKLECKA4.3 75 12 63

IP Server 10105122 Unknown Unknown Urkriomrt

Unknown will

appear when

server is not
connected
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Setup and Configuration Left Navigation Tree

P . - " - - -
QSetup and Configuration- Modify settings for server: ¥ideo Insight Test Lab

Setup and Configuration IEamelasI Advanced | Health Monitorl Clignt I Acoess Configurationl Caontact Infolmationl

deo Inzight Test Lab
IF Server -TELECKAS.3 Server Identification Database Information
IP Server 10105122 Sql Server Location |Iocalhost
IP Server 10,101,173 Server Name viden Insight Test Lab
IP Server -10.10.5.142
Login Exor - Mgt NV IP Addres: [10.10.1.175 Advanced |
IP Sepver -10.10.5.100
(341 Performance -10.10
1 Tools Version [4.3.062
4| Health Monitor

£| Facility Map
8| User Manager

Lapouts
Layout Groups

o Fules Manager
Bl TV Decoders Yideo Starage
: Live Wigws b onitar

Yideo data storage path *
I\\vE\vshale

*Maote: If uzing a Metwark Diive, use the IMNE path
[ie. Mhwdhsharehwvideo]

| | _'I ak I Cancel Apply

The left navigation tree displays a status color for each server:

| = Server is connected and settings may be modified.

| = Server is not connected due to a login error. It will continue to record video to the specified
location; however, modifications to settings using MS or IPSM are not allowed.

| = Server is not connected, possible due to a stopped service or a problem with the connection
properties; confirm the IP address and port.

Selecting a server from the left navigation tree displays the server’s properties. Administrator rights are
required to modify them. See IP Server customization for more information on each field and tab.

Clicking on a connected server allows quick access to the properties of attached cameras.
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Wideo Insight Test Lab

General | Hecordl Advanced | Motion Settings | Video Settingsl Optional Controlsl Privacy Zone Maintenancel

1010176 - IP Came
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2 IP Server 10105100
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=
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Uzer Mame Irc-c-t

waee

Pazsward
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K I I

(1] I Cancel Apply

See Modifying camera details, for more information on camera properties.

Setup and Configuration Tools Node

[ setup and Configuration
@] All Servers Health Monitar | Facility Map | Layout Dverview I User Manager I Rules Manager |
- iden Insight Test Lab
101001 138 - A - b The Health Monit_or uns ag a sgrvice in thg backgroun;l and monitors the receipt of meszages leI‘n. other video servers to
10101159 - Asis - H enzure server uptime and reporting of any issues affecting the servers or cameras. The Health Monitor can be configured to
o zend email alerts to the appropriate individual if meszages from the servers are not received within the pre-determined time

10105146
P Server -TELECKAL 3

Ps5 -10.106122
P SZ::: 10401179 Current Health Monitor Servers

10.10.1.78 - IF Came frame. The video servers also send meszages to the Health Monitor on camera operation and disk storage uzage.

P Server 10105147 [#]10101175  [#]10.101.078
ogin Errar - kgmt MvR

P Server 10105100

41 Performance -10.10

i
----- Health Manitar

Facility bap
Usger Manager
EIEE LapoLts
:.Og La G
o Lavout Groups

Clear Femowe

Add Health Manitor Server

IP dddress |
Fort [11000 =

Connect | Add |

1| Fulez banager
T Decoders
----- Livve Wievs bl onitor

K I i

oK. I Cancel | Apply |

See Health Monitor for more information on Health Monitor. You can add any installed Health Monitor

by entering its IP address and port. Click Connect to test the connection parameters as shown in the

figure below.
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ealth Monitor ot

Health Monitor is Found.
Lo wou wank to add this server to the list?

Yes Mo |

Click Add to add the Health Monitor without testing the connection.

You can view the status of a listed Health Monitor by highlighting it.

Health Monitor Properties x

Syztem Owverview

Tatal Servers
Managed Servers
Server Warnings
Total Cameras |7
Down Cameras

Server Emors

IP Address  [10.10.1.175

14 1

Paort |11000

Lazt Health baonitar Lipdate I'I FEA2NE 80517 Phd

Reesh  [[ ok ]

Facility Maps

Camera names may not be descriptive enough to identify a camera. You can use Facility Maps to upload
floor plans of your buildings and place cameras on the plans to represent their location. This feature
supports multiple layers of maps that can link to one another and supports cameras on each map.
Layouts can also be placed on Facility Maps. Once Facility Maps are set up, you can use Monitor Station
to view all your cameras by Facility Map views instead of the server and camera tree view.

Adding a Map
To add a facility map:

1. Click Facility Map.

Page 114 | Video Insight © 2014



Video Insight Administrator Guide

IP Server v5.5

Oj5etup and Configuration

2.
3.

=

|

Al Servers
s Video Inzight Test Lab
IF Server -TKLECKAL.3
IF Server -10.10.5.122
IP Server 10101179
IP Server -1010.5.142
IP Server 10105700
341 Perfarmance -10.10
Lagin Errar - kgmt MYR
«] Tools
----- 4| Health Monitar
----- J Facility Map
----- & | User Manager

Layouts
----- P&l Rules Manager
----- & TV Decoders

----- Live Wiew konitar

| ©

Facility Map |
Server
[video Insight Test Lab =l
Facility Maps
M ame Semver
Facility bap Wideo Ingight Test Lab

ddi

K E

Mew Map
Rename
Delete

I odify

Select the server to add a map.

Click New Map.

New Map

4.
5.

6.

resolution that will be used to view the map in Monitor Station.

7.

tap Mame

Facility b 5

Original File Location

Reszize Image

' Qriginal Map Size G40 % 480

1024 % 768
800 % 600

£ Custom

Browse |

o |

Jaon = « |eo0 =

Cancel |

Enter the map name.

Browse to the location of the map image. JPG- or JPEG-formatted images work best.
Keep the original map size or select a new size for it, keeping in mind the average monitor

Click OK.
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Note
Double-click an existing item to remove it from the map.

Multi-level Facility Map Setup =] B3|
uad
Facility Map Details Q
Choral Dimick
Map Name Room ;\udnom(%l
Middle School
[ Carpool2 | :
width [640°  Height [480 . Engelhard
Second Floor of IS P
erforming
Host Server Arts S -~
IIP Seiver 10101179 Intermediate School (1st floor) Gettier
™ View live cameras - = S
% & 7S Head's Office at
: 21
Items available |
- | s Langstan
-] 4. CNN - i [ . Auditorum
‘ Carpool ) i — |
78] Quad B [ | ‘ ‘ g - T
) Carpool 2 . ke M Gate Aftemoon.
J Gate Transportation 3
® Offi T S
Lobby = Headof  [N8 [>
o) Gate Aftemoon 4. CNN School =9 Ty
o) Ne l;amera m’ __; Gym
New Camera Library | | Grade 4 and 5 wing
All Servers 3‘: =
Layouts = 3
18] Facility Maps Nurse '_-—&1 v ac
Doors _-.:f Square |} M T e ‘
TP S — g Head of, . Ma
— Grade 6 wing WAk Middle s‘Itﬁmw
Summer > ! Activity
Programs X
|
8. Drag and drop available items from the left pane on to the map and align them with their view.

Iltems such as cameras, layouts, doors (doors are access points used for Access Control integrations) and
other facility maps may be overlaid on the newly created Facility Map.

9. Verify camera placement by checking the box for View live cameras to view live images from the
camera.
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&2 Multi-level Facility Map Setup _|O]>
— Facility Map Details ———— Crora T @ M -
Map Name Room E: A.udnorl i - 'E b . G
[Middle School Civllzigly, l ']_? 1 i
Widh [640  Height [480 ==
Second Floor of IS
HostServer |
|IP Server -10.10.1.173 Intermediate School (1st floor)
V' View live cameras T }
& & |5 Head's Office Lo
Items available 3 ,. = 'L I 'L = I R
4] 4. CNN ; ] T
@Earpool M R T —_—
8] Quad E'; ] I J l =
) Carpool 2 i I o Im — Camera information
T rtati
@ Gate m”’:p; :’ . Live | Recent history
1.a] Lobby PN . Headof
@ Gate Aftemoon 4. CNN School Camera name |Ca|pool
@ o Samera E‘ el Ip Address I
f:rgj New Camera Library
-] All Servers Server name |IP Server-10.10.1.179
&-BH Layouts =
3-128] Facilty Maps s Nurse ,
[8] Doars J
- —
B [orbesm |
Summer
Frogrsans ey 8 10 1 12 13 14
o 15 16 17 18 19 20 21
% 22 23 24 25 26 27 291
1l J i 2230031 1 2 3 4
[IToday: 172872012 -
10. Click Recent History to view the last 30 seconds of recorded video.

IP Server - .179. Carpool. Thirty second review.

01/28/2012 16:23:53:512

oo BRI B &8

A B

11. When all items have been positioned on the map, click OK.

Page 117 | Video Insight © 2014



Video Insight Administrator Guide

IP Server v5.5

Deleting a Map
To delete a facility map:

1. Click Facility Map.

Oj5etup and Configuration

=53 Al Servers Facility Map |
=i Video Insight Test Lab
I Server -TKLECKA4 3 Server
IP Server 10105122 Viden Insight Test Lab |
IP Server 10101179

IP Server -1010.5.142

Facility Maps

IP Server -10.10.5.100 Mame Server

QA1 Performance -10.10 Facility b ap Video Inzight Test Lab

Lagin Errar - kgmt MYR
«] Tools

----- #| Health b onitor
----- J Facility b ap
----- 5| Uszer Manager
Layouts

""" P& Pules Manager
---- B TV Decoders
----- Live Wiew konitar

ddi

K E

Mew Map
Fename
Delete

I odify

l | B

2. Select the server that has the map to delete.
3. Select the map to delete from the Facility Maps list.
4. Click Delete.

Monitor Station
' wi'arning: This will permanently delete the Facility Map named:
= Test Map

Are you sure wou wank ko continue?

Yes Mo
5. Click Yes to confirm.
6. Click Apply and then OK.

Modifying a Map
To modify a facility map:

1. Click Facility Map.

[ o ]

Cancel
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Oj5etup and Configuration K E
Facility Map |
F Server TKLECKA4 3 Server
[video Insight Test Lab =l
Facility Maps
M ame Semver MNew Map |
A1 Performance 10,10 Facility b ap Wideo Insight Test Lab
agin Ermar - kamt MYR Rename |
Tools
(4| Health b onitar &l
----- J Facility Map .
----- & | User Manager &l
E-gg Lavouts
----- ol Rules Manager
----- & TV Decoders
----- Live Wiew konitar
| | _’I 0K I Cancel Apply
2. Select the server with the map to modify.
3. Select the map to modify from the Facility Maps list.
4, Click Modify.
5. Make changes as needed.
6. Click OK.

Renaming a Map
To rename a facility map:

Click Facility Map.
Select the server with the map to rename.
Select the map to rename from the Facility Maps list.

P wnhe

Click Rename.

:ﬁﬂename Facility Map | x|

01d Facility bap M ame:
IFaCi“t_',' tap

Mew Facility Map Mame:
IHendrickSDn High School

(] 4 I Cancel

5. Enter the new map name.
6. Click OK.
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Layouts

You can create custom layouts using cameras from multiple servers. When you add a custom layout to a
server it is available to all Monitor Station users that have the necessary rights.

Adding Layouts

To add a layout:

1. Select Layouts.
QSetup and Configuration X
Servers Layout Overview |
Wideo Ingight Test Lab
IP Server TKLECKA4.3 | Setver
IPServer 10105122 [Video Insight Test Lab =l
IP Server 1010.1.173
IPServer 10105142 | Lavouts
IP Server 10108100 Layout | MName | Description | Cameras Add
041 Performance -10.10 ‘ | ‘
Lagin Ermror - Mart HYR Remave
Tools i
4| Health Manitor Properties

B Facility Map

2| User Manager

F= Rules Manager |
B T Decoders
Live igw Moritor

4| | »
bl | | _’I ok I Cancel Apply
2. Click Add.
oy - -
i Layout Configuration | 2]
Layout Diescription L ayout
Layout Mame Lapout Type

I 1 Camera Layout - l

IDESC'iptiDn Camera Order |
tax Cameras in Lagout I‘I

Cameras on Layout

dwvailable Cameras Selected IIJ Open panels |1
0] IP Server -10.10.5.142 - 1D.1D.5.22;|
£/ IP Server -10.10.5.142 - 10,10.5.2; |:>| ﬁl

] IF Server 10105142 - 101052
|-;I5| IP Server 10105142 -10010.5.2 <:|| @l
] IP Server 10105142 - 1EI.1D.5.2£_|
£a[IP Server 10105742 -10010.5.2
] IP Server 10105142 - 10105.2:
0] IP Server -10.10.6.142 - 10.10.5.2:
]IP Server 10105142 - 101052
0] IP Server -10,10.5.142 - 10.10.5.2:
] IP Server 10105142 - 101052

0] 1P Server -10.10.5.142 - 10.10.5.2¢
."lnr‘...... ANn4AnNnEcH440 1n1n|:"|v
« | >|

oK I Cancel
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o vk w

Enter the layout name.

Adding a description is optional.

Select the layout type from the drop-down menu.

Select cameras from the left pane and add them by clicking the right arrow. Select cameras from

the right pane and remove them by clicking the left arrow.

Layout Configuration

Layout Description
Layaut Mame

IF'arking Lots AkB

Description

Layout
Layaut Type

|1B Camera Layout 'I
Camera Order |

Cameras on Layout

Max Cameras in Layout I'IE

Available Cameras Selected I‘IB Open panel: ID
0P Server -10.10.5.142 - 10.10.5.25;' 0P Server 10,105,142 - 101052 )

Gl P Server -10.10.5.142 -
P Server -10.10.5.142 -
P Server -10.10.5.142 -
8 IP Server -10.10.5.142 -
B8 1P Server 10105142 -
o IP Server -10.10.5.100 -
P Server -10.10.5.100 -
8 IP Server -10.10.5.100 -

1010528
1010063
101068
107058
1010.559¢
‘IEI.‘IEI.5.3_I
1010612
1071061

0] IP Server 10105142 - 10.105.2:
0] IP Server 10105142 - 10.105.2:

10105700 - 10, 1!
ol IP Server 10105142 - 10.10.5.%¢
-0 941 Performance -10.10.5.193 - 1.
‘o 3471 Performance -10.10.5.199 -
{-0] Q41 Performance -10.10.5.133 -

o Q&1 Performance 101051993 - 1.
o Qa1 Perfarmance 10105199 - 1.
o Qa1 Perfarmance 10105199 - 1. =

] 2471 Performance -10.10.5.199 -

A
A
] (347 Performance -10.10.5.139 - &
B
o Q&1 Performance -10.10.5.199 - &

(o (41 Performance -10.10.5.199 - 1. =
fn e e I_»IJ

[ R
[1]4 I Cancel |
A4
7. You can reorder the cameras in the layout by clicking the up and down arrow buttons.
8. Click OK.
9. Click Apply and then OK.
Adding Layout Tour
To add a layout tour:
1. Repeat steps 1-5 in the Adding Layouts section.
2. When selecting cameras to add to the Layout, select Camera Tour. (This option will appear at

bottom of Available pane).
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:ﬁtamera Tour

Camera bour name

IT aur narme

Cameras ta kaur

O 10.10.1.138 - Axis - Model 216FD -
O 10.10.1.159 - Axis - Model, 225FD
[ 10.10.1.76 - IP Camera/Encoder: ...
O 10105146

O P Server -TELECKA4.3-10.10.5....
O P Server -TELECKA4.3-10.10.5....
O P Server -TELECKA4.3-10.10.5....
[ IP Server -TELECKA4.3 - DynaCo...
O IP Server -TELECKA4.3 - DynaCol...
O IP Server -TELECKA4.3 - DynaCol...
O P Server -TELECKA4.3 - DypnaCaol...
O P Server -TELECKA4.3-10.10.5....
O P Server -TELECKA. 3 - Hikiisio...
O 1P Server -TELECKA4.3 - 35 Visio...
O P Server -TELECKA4.3-10.10.5....
[ IP Server -TELECKA4.3 - Mew Ca...
O 1P Server -10.10.1.179 - 4. CHM

O P Server -10.10.1.179 - Carpoal

O P Sereer 10101179 - Quad

O P Sereer-10.10.1.179 - Carpool 2

M P Serer 10101179 - Gate LI
Check Al | ok [ cancel |
4

3. Enter the tour name.
4. Select the cameras the tour will cycle through, or click Check All to select all of them.
5. Click OK.
6. Click OK.
7.

Click Apply and then OK.
Deleting a Layout
To delete a layout:

1. Select the Layout Overview tab.
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QSEtup and Configuration

2.
3.

Al Servers

(41 Performance -10.10
Lagin Error - bgmt MY

4| Health Monitor
£| Facility Map
25| User Manager

B TV Decoders

Live Wiew Manitar

Kl E— O

Select the Layout to remove from the Layouts list.

Click Remove.

Layout Overview |

Server
Wideo Insight Test Lab |
Layauts
Layout | Mame Drescription Cameraz

4

EHES

Add |
_Renove_|

Remove

Froperties |

[ o ]

Cancel

Apply

Monitor Station Eq

4.
5.

A

Yes

Mo

Click Yes to confirm.
Click Apply and then OK.

Modifying a Layout

To modify the layout:

1.

Select the Layout Overview tab.

Wtarning: This will permanently delete the layout named: Schoaol Lawvout
Are you sure you wankt bo continue?
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QSEtup and Configuration EHES

All Servers Layout Overview |

&
Widen Inzight Test Lab

Server
Wideo Insight Test Lab |

IP Server -10.10.5.142 Layouts

P Server -10.10.5.100 Lapout | Mame Dezcription Cameraz Add |

(41 Performance -10.10

Remove

4| Health bonitar Froperties |
----- £| Facility Map |

25| User Manager

----- B TV Decoders
----- Live Wiew Manitar

1| | 3
1 I I _’I 0K I Cancel Apply
2. Select the Layout to modify from the Layouts list.
3. Click Properties.
& Layout Configuration il S
Layout Description Layout
Layout Hame Layout Type
|Parking Lats A [16 Camera Layout =]
Description Camera Order |

td aw Cameras in Layout I'I B

Cameras on Layout

Available Cameras Selected |1 53 Open panels ID

o) IF Server -10.10.5.142 - 1D.1EI.5.2E;| 0] P Server 10,105,142 - 1010520~

] IP Server -10.10.5.142 - 10.10.5.2% |:> 1P Server -10.10.5142 - 10.105.2¢ ﬁ
CalIP Server 10105142 101053 — | £8)IP Server -10.10.5.142 - 10.105.2¢ —
[ -:El IP Server -1010.5.142 - 10.710.5.8 <:| T er -10.10.5.700 - 10.10.5.1] @
LoP Server 10105742 - 101058  —|f.0/IP Server -10.10.5.142 - 10.10.5.9¢ —_—
! IP Server 10105742 - 1D.1D.5.EIE_I I :u (347 Performance -10.106.133 -1

1ol IP Server 10105700 - 101053 1.0/ 041 Perfformance -10.10.5.133 - 4

{0 IP Server -10.10.5.100 - 10.10.5.1; {8 @41 Performance -10.10.5.199 - &

0] IP Server -10.10.5.100 - 10.10.5.17 o (147 Performance -10.105.199 - 4|

Ca (347 Performance -1001057193 -1 P 347 Performance -10.105.133 - A

{0 BAT Performance -10.10,5.199 -1, {8 @41 Performance -10.10.5.199 - &

[ -:IJ (341 Performance -10.10.5193 - 1. = [ -:IJ (341 Performance -10.10.5.193 - 1.

.Tn.\-‘ | S Ry ‘II’I‘InI:‘Il’II’I "I .Tlnr'...._. ANn4ncHd4n ‘II’I‘IInI:IJ

ak. I Cahicel |

4. Modify the layout as needed.
Click OK.
6. Click Apply and then OK.

g
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Adding Layout Groups

Layout Groups is a new feature added to Monitor Station and is visible in the Web Client. You can use
Layout Groups to logically group individual layouts. This is useful when a group of sites needs to be
grouped by region.

To create a Layout Group you must first have individual Layouts created for the server. See Adding
Layouts for more information on Adding Layouts.

Click Administration then select Setup and Configuration.

Select Layouts and then Layout Groups from the left navigation tree.

Select the server you would like to create the Groups for from the server drop-down menu.
Click Add.

End the name for the Layout Group.

. Select the Layouts that will be part of the group. Only Layouts created on this server will appear
in the list.

DU AW e

@Add Mew Layout Group EI@ ]

Layout Group Mame Spillane Middle Schooll

Check Layouts to include in this group
Administration Building at Spillane Middle Schoal I
Gym
Cafetara

oK || Cancel
7. Click OK.

The new Layout Group displays in the Layout Groups list, as shown in the figure below.

Page 125 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

@ Setup and Configuration E

B4 Al Servers Layout Groups |
| E-8E SW_VM_One (32 bit): 10

nlfE] SW_VM_Two (32 bit): 1 Server
Tools ’SW_VM_One (32 bit): 10.10.1.144 v] Layout groups allows for logical organization of layouts.
[#] Heatth Monitor

Facility Map Name Layouts | Add I
|| User Manager . . : S R ; :
E‘EE Layouts Spillane Middle School Cafetana, Administration Building at Spillane Middle School, Gym |
EH Layout Groups
6l Rules Manager Properties

TV Decoders

The figure below shows how a user with access to view layouts will see it on the Web Client.

L O Layoeuts "
[ 5] Facility Maps
[+ % | SW_VM_Two (22 bit): 10.10.1.178
[%] An Facility Maps
FH ANl Layouts
[=} B Layout Groups
[z} F Spillane Middle Schoal
] B cafetaria
[%] E Administration Building at Spill:

£ eym

The figure below shows how a user with access to view layouts will see it on the Monitor Station.

All Servers

. -4 IP Server-10.10.1.158

- -] Momt NVR

e i All Layouts

-] All Facility Maps

E-gn Layout Groups

=aal [P Server -10.10.1.158 - Spillane Middle Sch
i..| M| Administration Building

The figure below shows the error displayed if you create a Layout Group with the same name.

Page 126 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Manitor Station @

- \ Error: There is already a Layout Group with the same name, Please
' create a unigque name,

The figure below shows the error displayed if you create a Layout Group with a unique name but the
same layouts of an existing group. You can bypass it and create the group anyway by clicking Yes.

MMonitor Station E3

Warning: You already have a group with the same layouts. Areyou sure
! % youwant te continue?

Yes | | Mo

Rules Manager

Rules Manager is a configuration wizard for Comprehensive Event Triggers and Actions. You can use it to
set up a simple activity such as a recording schedule or complex cause and effect relationships involving
Boolean logic.

Triggers can be:

DIO Input

Motion Event

Alert Button

Scheduled

Programmed -Remote triggers from the SDK
LPR - License Plate Recognition

o O O O O O O

Access Control Events

Resulting Actions include:

o Create an action event for the Video Player
Send a digital Output on a specific port
Audio Alert

Email custom message

o O O O

Email video to a specified user
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o Flashback - Email a picture from a specific camera. The flashback function shows thumbnails of key
motion movements for that recording. Instead of showing all motion, it analyzes the motion event and
shows the most relevant image.

Live Window — Pops up a window displaying the live feed of a camera.

Move a PTZ camera to a specific preset

Record - Set a recording type

Create a video file with audio

Audio alert — This will play a sound on the monitor station

Instant Replay — Plays the last 30 seconds of recorded video.

Network Decoder — sends Axis camera images to the network decoder

Record with audio — creates a file with audio included

o O O O O O O o o

Switch camera or switch layout — Configuration allows you to have the monitor station change from
the current layout to the one defined by this rule. You can set it up so that only a specific user can make
the switch.

o Start time lapse recording

o Copy, Move or Delete Files

o Alarm Window

For example, if motion is detected or a door is opened between 12 AM to 8 AM, move the PTZ camera
to a preset position and send an email.

For example, if motion is detected on Sundays, send an email and attach an AVI clip of the motion.

Rules in the Rules Manager can also be specific combinations of trigger events, schedules and resulting
actions. For example, you could create a rule named Off-hour. Motion in Boy’s Gym 12 AM and 6 AM
moves the PTZ camera to a preset position, increases the recording frames per second and sends an
email to the security chief.

Rules: Ability to Copy, Move or Delete a File
You can use Rules Manager to back-up files to another location. This new feature takes the daunting

task of remembering to back-up important video recordings on a server and automates it. Using Rules
Manager and File Manipulation you can also move or delete videos.

Administrator-level access is required to perform these tasks. To configure this new feature:

Click Administration and then select Setup and Configuration.
Select Rules Manager from the left navigation tree.

Enter the rule name for the task.

Click Next.

Schedule the time and frequency you want this rule to run.

vk wnN e
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Steps to complete the
rules wizard.

Step 1
ﬂan‘ll-edandu Enal:ule or
Disable the rule.

Slep 2
Schedules (Optio

Set the Time fu:urthe nile
to be run.

Step 3:

Set Corfigure the
Trigger Events.

Step -'-1-

Set the list of Actions tha

will run when the tigger
events exist.

6. Click Next.

7. Click Next to bypass the type of Event screen this rule should trigger.

Schedules Addadate and time forthe nule to be run. | can be set to un

ance ar on a recuming schedule.

(®) Rules Wizard - Schedule

General Information

Mame:  Backup {Copyll

Type | Weekly -

Weekhy Scheduled Days

] Monday ] Thursday ] Sunday
] Tuesday ] Friday
] Wednesday ] Saturday

Scheduled Time

Start: S:00:00AM |

End: 10:00:00 AM [

| oK

8. Double-click File Manipulation from the Available Actions list.

&) Rules Wizard

Steps to complete the
rules wizard.

Mame and Enable or
Digable the rule.

Step 2

Set the Time forthe rule
to be un.

Step 3

Set Cl:unflgure the
Trigger Events.

Step 4:

[7 |fmse

Actions Configure the actions that occur when the condition is triggered.

Available Actions

|| cancel

Type Description

Digital Output Send a digital output on a specific port
Email Email custom message

Email Avi Clip Email video to a specified user

Email Flashbacl Image i

File Manipulation

indow of a camera

m

Selected Actions

l

Add
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.

Rules Wizard - File Copy, Move or Delete @

File Copy, Move or Delete

The ability to move, copy or delete video after a certain period of time.

W Elu=SlIFile Manipulation

Scope @ Server () Camera
Cameras (10.10.1.] =
[ =
]
[F] CA_Customer_4 (66 y
[E] 10.10.1.32 - Infinova - Madel: 107X (10.10.1
[] 10.10.1 .46 - Toshiba - Model: Unknawn {10
[] 10.10.1.132 - Acti - Model: TCM7411 (10,11
[7] 10.10.1.148 - Awis - Model: (10.10.1.148) -
Task [Cupy video to anather location v] gfter |3 || days
Destination *
* Usze UNC naming convention. (.e
““WStorageServertLocation 1)
| ok || Cancel
9. Enter the rule name.
10. Choose the scope of this rule. If Server is selected, all of the files for all of the cameras will be
included. If Camera is selected, only the files for the checked cameras will be included.
11. Select the Task type: Copy, Move or Delete. You can create multiple rules to manage multiple

cameras and server configurations. For example, you could create a rule to copy some camera’s videos,

delete others and move the rest.
12. Select the number of days, with a minimum of one day and a maximum of 999. The number

selected reflects the most current days to keep; for example, if three is selected it will move, copy or

delete all files older than three days.
13. Select the Destination folder. It can be a local folder or shared location. The folder must already

exist for the task to complete successfully.

TV decoders

Adding a decoder

You can output system video to a television monitor. To output to a television you must add a TV

decoder.
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Note

Video Insight supports Axis 292 and P7701 decoders.

PwnNPE

Click Administration and then select Setup and Configuration.
Select TV Decoders from the left navigation tree.

Select the server to add the decoder to from the drop-down menu.

Click Add.

etwork decoder properties x

0 N o WU

Decoder Mame ||

IF &ddress |

zer Mame I

FPazsword I

Decoder Type I.-’-'-.:-:is 292

[
[

Sequence Mode I.-’-'-.utu:u

] I Cancel |

Enter a decoder name.

Enter the IP address of the decoding device.

Enter the user name and password for the decoding device.
Select the Decoder Type.

Select the Sequence mode.

Click OK.

Deleting a decoder

ok wnE

Click Administration and then select Setup and Configuration.
Select TV Decoders from the left navigation tree.

Select the server to delete the decoder from the drop-down menu.

Select the Decoder from the list.
Click Remove.
Click Apply and then OK.

Modifying a decoder

Click Administration and then select Setup and Configuration.
Select TV Decoders from the left navigation tree.
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Select the server to modify a decoder on from the server drop-down menu.
Select the Decoder from the list.

Click Properties.

Make changes as necessary and then click OK.

Click Apply and then OK.

Nousw

Live View Monitor
Live View Monitor is an extension application used in conjunction with IP Server and Monitor Station to
output control of live images displayed on walls of televisions.

You must have existing Layouts on the server before you can configure Live View Monitor.

Adding a Live View

Click Administration and then select Setup and Configuration.

Select Live View Monitor from the left navigation tree.

Select the server to add the Live View Layout to from the server drop-down menu.
Click Add.

PWNPE

L Add Mew LiveYiew Definition

I ame INew Public: igw

D ezcription I

L apaut I School Layout j

ok | Cancel I

Enter a definition name.

Add an optional description.

Select the layout from the drop-down menu.
Click OK.

Click Apply and then OK.

W eNo WU

Deleting a Live View

1. Click Administration and then select Setup and Configuration.
2. Select Live View Monitor from the left navigation tree.
3. Select the server to delete the Live View Layout from the server drop-down menu.
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4, Select the layout to delete from the list.
5. Click Remove.
Monitor Station

=il

Warning: This will permanently delete the LiveYiew named:
- sarits view

Are wou sure wou wank ko continue?

Yes Mo
6. Click Yes.
7. Click OK.
8. Click Apply and then OK.

Modifying a Live View

Click Administration and then select Setup and Configuration.

Select Live View Monitor from the left navigation tree.

Select the server to modify the layout from the server drop-down menu.
Select the layout to modify.

Click Properties.

Make changes as necessary and then click OK.

Click Apply and then OK.

NoukwhpeE

Left navigation tree
The left navigation tree is a core functionality area for most user operations. There are three possible
views of the left navigation tree:

(|

. kil Enterprise View (default)
) EE Facility Map View

. Layout View

Enterprise View

Add/Remove Server: Select this option to show the Add/Remove Server dialog. See Adding servers
manually for more information on adding and removing a server.
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Known Video Servers

Server Mame 4| P Address Part Status Add New |

IF Server 100101179 10101163 4011 Connected Flemave

IP Server 10.10.5.102 10105102 4011 |Connected ﬂl AddfFemaove Server

Properties |
IF Server TKLECKAA 3 10105108 4011 | Connected ﬁl Add Group
(A1 Performance 1001005193 10105193 4011 Connected @l
Expart List Impart List Clear License |

[u]: I Cancel Apply

Add Group: Select this option to add server groups. This is useful when organizing server locations by
logical groups such as region in Monitor Station.

:O:Add Mew Group

Groups allows a means of organizing a large amaount of
gerverz. Enter the group name, and zelect the servers
yoL want bo include ik the group. Servers can be by
dragaing and dropping them into this group.

Group Mame

Servers in group

[ IP Server -TELECKA4.3

[] IP Server 10105702

[] IP Server -10.10.1.179

[ Wideo Ingight Test Lab

[1 IP Server -10.10.5.742

[] IP Server -10.10.5.700

[ G471 Performance -10.10.5.199

[ bAgmt MR
(] 4 | Cancel I
1. Enter a group name.
2. Check the servers that will be added to the group.
3. Click OK.

The figure below shows the newly added group:
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0 video Insight - Monitor Station

Fle Vew Tooks Admnitration Heb
& Administrator

Erterprize viow

|

PTZ Contiohs

Seach

Audso Contiols ~

There are three possible states for a server in the left navigation tree:

The left navigation tree displays a status color for each server:

= Server is connected and settings may be modified

E = Server is not connected due to a login error. It will continue to record video to the specified
location; however, modifications to settings using MS or IPSM are not allowed
&

= Server is not connected, possible due to a stopped service or a problem with the connection
properties; confirm the IP address and port

Selecting a server from the left navigation tree displays the server’s properties. Administrator rights are
required to modify them. See Server Customization for more information on each field and tab.

= Server is functioning properly: streaming video to clients, recording video and reporting to Health
Monitor (if applicable).

=2 = Server is stopped and is NOT recording or streaming video.

= Login Error: The server is found but security is on and the server attempted to authenticate with

default credentials (Administrator/blank). Log out and log in to Monitor Station with appropriate
credentials.

You can use the Enterprise view to view recorded videos if such access has been granted to the user.
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To view recorded video double-click a camera in the left navigation tree. You may see several folders
depending on the archiving settings configured for the server and the storage reserve space
requirements. See Media Player for more information on accessing video on long-term storage.

You have several options when viewing recorded video from the Enterprise view.

1. Click the camera to list the video folders.

ﬁvideo Insight - Monitor Station o]

File  Wiew Tools  Administration  Help

Lo (o e ) ] ] o (]

“idea Insight Test Lab. 10.10.1.158 - Asis - Model: 225FD. 14h28m29=

@K

€8] 10.10.1.215 - Sentry3 a [EEAEUESEMEECIE
o] 100101238 - Axis - M
o] 100101243 - Ais - M
5] 100101245 - Ais - M
oo

\;,-( Administrator

B
IP Server -10.105.142
IF Server -10.10.5.100
G471 Performance -10.10.!
Login Error - kgmt MW
IP Server -10.10.5.141
Mizzizzippi Region
; IF Server -TELECKA4 S
“ideo Inzight Test Lab
] 10101187 - wis - M
-{£m] 10.10.1.174 - ONVIF:
ol 10,101 202 - Acti -
ol 10101170 - diwis -
ol 10101138 - dwis -
=] 10,101,159 - s -
=[] Today

==z = I

(@ 10105146
{m] 10101136 - 13Epe -
£m] 10.10.1.138 - iz - W
o] 10.10.1.147 - ONWIF: y
10.10.1.159 - Awiz - M 02/14/2012 14:3216:345

::::18:18:1:122:lfﬁf}I NS Gl
M : =

IR AmAnd T men .
JCN IR

PTZ Contrals A A Sl
Search e

Audio Contrals # | Servers Connecked:S

2. Click the file to play.

3. You can pause, stop or fast forwards or backward using the control buttons. You can also move
one frame forward or backwards using the control buttons.

4. You can use the slider control to jump to a specific point in the video. The bottom right corner of
the playback window displays time and date information.

5. You can also download a video or create a clip for distribution.

You can access the properties of any of node by right-clicking it.
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Contextual right-click menu
You can access the contextual menu for Servers and Server Groups by using a right click.

1. Right-click the server node.
Live Window

View Server Cameras

Disconneck
Restart Service
Skatus

Syskem Log

Properties

Live Window: Selecting Live Window displays a window with all of the server’s cameras as shown in the
figure below.

&l Live Window - Mgmt N¥R

View Server Cameras: Selecting this option has the same effect as if clicking the server node. All of the
server’s cameras will appear in the main viewable area.
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Disconnect: Select this option to disconnect the server. Cameras will no longer stream to the local
Monitor Station. You can reconnect the server using a right click.

Restart Service: Select this option to restart the server service. IPSM must be running for the server to
accept the request from the client. If IPSM is not running at the time of the request it will restart the
next time it is launched.

Status: Select this option to bring up the Server Statistics dialog box. See Server statistics for more
information on server status.

System Log: Select this option to display the system log. See System log for more information on the
system log.

Properties: Selecting this option displays server properties. See IP Server customization for more
information on server properties.

You can access the contextual menu for Cameras by using a right click.

Live Window
Send ...

Yiew Camera

Propetties

Live Window: Select this option to display a Live Window dialog box with the selected camera’s view as
shown in the figure below.
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Send: Select this option to display a dialog box to select users to send the image to.

Select the ugers vou want to view this camera.
[T allusers
[] Administrator

[ swiliams
[] uzerb
[ test

[] admin
[ ipaduzer

k. I Cancel

Once sent, the same live window will appear on the user’s Monitor Station, unless they have pop-ups
blocked.

View Camera: Select this option to bring the camera into focus in a one camera layout in the main
viewable area.

Properties: Select this option to change camera settings. See Modifying camera details for more
information on camera settings.

For Layout:
Right-click the specific Layout node

Live Windaw
View Layouk
Properties

Live Window: Selecting Live Window will display a pop-up with the using the selected Layout, as shown
in the figure below.
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=T =
QLIVE Window

=7 LAST-MINUTE TAX FILERS GET HELP

View Layout: Select this option to bring the selected Layout into focus in the main viewable area.

Properties: Select this option to change Layout settings, including adding and removing cameras. See
Modifying a Layout for more information on configuring layouts.

For Facility Map
Right-click the specific Facility Map node.

Yiew map

View cameras

Properties

View Map: Selecting this option brings the selected map into focus in the main viewable area as an
integrated map (if that option is selected) or as a pop-up.

View cameras: Selecting this option brings the selected cameras overlaid on the map as a layout into
focus in the main viewable area.

Properties: Selecting this option displays the Facility map setup pop-up to change its settings, including
adding and removing cameras. See Facility Maps for more information on facility maps.

Facility Map View
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\.h Administrator [

Expand a FM node to

Campus
Facility Map
Labby
@) Gate

Mew Camera
Carpool 2 enable live view

=] Middle School
..... Facility b ap
8] Gate Afternoon
g 4. CNH
@] Carpool 2
GHuad
3] Lobhy
..... Hendrickson High 5 chool
[_] Locatian

=-HF] Middle School
..... Facility b ap
8] Gate Afternoon
g 4. CNH
@] Carpool 2
GHuad
3] Lobhy

view the cameras

Select a camera to

m
i
B0
.
m
w
=
o
=

g 4. CNH
@] Lobhy
8] Carpool
=28 Middle School
----- Frovidence
=28 Test Map LI

I — [ T

You can view and manage surveillance operations using the Facility Map view instead of the main live
view. This is useful from a tactical stand point as you will know the location of each camera and their
viewable area aids security personnel.

You can view a Facility Map by clicking the desired node, as shown in the figure below.
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= - - -
Q?ldeo Insight - Monitor Station

File  Wiew  Tools  Administration  Help

TR o e e i FM Toolbar,

Hide cameras  Hide names <M Hide range Hide Facility maps Hide lavouts  Options -

details helow

T

Choral Damick 'ij
e el ]
Carpooll |
8] Labby [N ‘
) Gate ool 18 Ergumara

0] Mew Camera o
Carp00| 2 Intermediate Schood (15t fioor) F

E B s omos

!

Grade & and 5 wing

LE| Hendrickson High School

Location

-2 Camera information

Live | Recent histary |

Camera name ILobb}l

IpAddress [127.0.01

- Hover over a Server name [P Server 10.10.1.173
E-[28] Middle Schoal R
-] Faciity Map | | camera to display
Gate Aftermoon . . ;I ;I
€8 4. CNN the Live view on
C |2 .
____QZ':ETD the right 29 a0 W 1 2 3 4
o8] Lot 5 6 7 & 3 10 11
[yl Lobby =l 12 [EE] 14 15 16 17 18
W oA 2 o2 MK
FTZ Controlz Palt . D R T
Search a4 | 4 5 B 7 8 9 10
Audio Controls A | Servers Connected:S

You can perform several actions on this screen.
Live: Click this button to display a live pop-up window.

Recent history: Click this button to display a 30 Second Review pop-up with the most recent history
from the day selected on the calendar.
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&4 IP Server -10.10.1.179. Carpool. Thirty second review.

ackwards I Create a Clip
0241472012 11:58:35:854

ZL] [DD] &0
‘ S = Download Video
d N Handles/clipper

1 frame backwards

You can create a clip from the 30 Second Review pop-up.

Creating a clip

1. Use the green symbols to bracket the desired clip.
2. Click Create a Clip.
& File Export
]
Thiz dialog will 2ave a portion of video. Select the file location, and press OF.
Save o file
£ Savetofile

Folder IE:'&DDcuments and Settingz’\AadminiztratorsMy Docume . |
File name | SAWE_CLIP.A&Y]

| k. I Cancel

3. Browse to the desired save location or enter the path.
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4, Enter the clip name or accept the default and then click OK.

IP Server

The File: :\Documents and Settings!Administrator iy Documents was created successFully,

Clip Length: 265 frames.

5. After the file is saved a notification pop-up displays the clip length. Click OK.

Downloading a recorded file

1. To save a recorded file, click Download Video.
Download T
Savein: I @ Deskiop j € | i
ElM';-' Documents E 07hs8me6s
':J My Carmputer E 09h23m40s
*a My Metwork Places E 10h04m19s
[l i B 12hsemozs
L bin Bl 13hz1moss
| client E| 13hzzmzss
|CTILenel-OnGuard-2010-Openaccess-v6_4_49290 H 13h24m34s
\C10racle_Client B 13h24m53s
10D B 13h25m22s
. =1 0vid_Latest B 13hzsms1s
My Documents =) pass49 [ 13h31maTs
ICT)Fass_36 Bl 13h4zmzos
EI ICIvIClient Tester H 13h43m1ls
I |l condsmzos [ 13h44mz5s
|| 00h45m20s_fixed H 13h45m30s
< | il
File: narne: || ﬂ Save I
Save as bype: Ifiwi file:s j Cancel |
]

2. Select the save location and enter the file name.
3. Click Save.
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:ﬁMEdia File Download

Pleaze wait while the fallowing file iz being downloaded:
Carpoal [ncident. avi
Thiz rmay take a few minutes.

(][]
| Cancel I
4, A notification pop-up displays download progress.
MNetwork Media Player

You have successfully downloaded File CDocuments and Settings)sdministratorDeskiopt Carpool Incident, avi

5. Click OK.

Facility Map toolbar

You can use the Facility Map Toolbar to further customize the Facility map view and behavior.

{0 Hide cameras Hide names <@ Hide range | ] Hide facility maps Hide layouts Opticns -

" = Facility Maps can have cameras as well as other Facility Maps overlaid additional terrain detail. Use
the back button to return from a sub map to the prior view.

A .
o Hid . L . .
L Mide cameras =Clicking this hides the camera icon used to designate a camera on the map.

= Clicking this hides the camera names that may obstruct the terrain view.

4@ Hiderange _ Clicking this hides the viewable cone icon on the map.

] Hide facility maps = Clicking this hides sub facility maps on the current map.

Hide layouts _ clicking this hides layouts on the current map.

e Clicking this displays the following menu: Change Fant. ..

Hide Zoom Bar

Change Font calar
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From this menu you can change the camera name font and the font color. You can also hide the Zoom
bar that is located at the bottom right of the screen.

Layout View

u.\. Administrator

Expand a Layout

node to view the test]

¥

cameras Iridle

£ Dioorg
Mew Layout Select a camera to

—1-jma] Outside view that camera’s live
Lo (3 ate Afternoon view
{m Gate

o Carpool 2
Schoaol Layout
o 10.10.1.159 - Asiz - Model, 2]
ffwdsfd
] testtesttest
test
Mew Layout
Mew Layout

You can view a Layout by clicking the desired node. The selected layout displays in the main view area.
You can also right-click a Layout and display the contextual right-click menu. See Contextual right-click

menu for more information on this menu. & Administrator

You can view recorded video by double-clicking a camera to expand the recorded

] Outside ;I

video fOIderS £ Gate Aftemaan

=g Gate
= Today
oe] 00h0TmE0s
EEl] 00h03m33s
28] 00h17m18s
28] D0h24m57s
28] D0h3Zma7s
28] 00h40m28s
28] 0h48m02s
o8] 00h55m33s
o8] 07h03m10s
o8] 01h11m15:
EERGIAEAE
o8] 01h2Em30s
58] 01h34m08s
58] 01h41md8s
58] 07h43m24s
5E] 01h57m12s
55| 02h0dmd6s
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PTZ Controls pane
See PTZ controls for more information.

Search pane

$J Video Insight - Monitor Station Hi=E3
Fla  View Tocls Admrstration Heb

& Administrator

Ao Conteols -~

You can use the Search box in the left navigation tree to find a camera, server or anything with a
matching string.

The search result displays all matches. For example, if multiple cameras use “pos” in their name the
search result will look like the figure below.
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Camera (14}

10.10.5.147-position &
10.10.1.148-position 7
10.10.5.136-position 4
10.10.1.238 -position 3
pozition £

frant doar-position 14
advidia- pozition 11
10.10.1.138-position 5
10.10.1.170-position &
{8YF-position 15
position 13

pozition 3

VP16 position 1

front desk-pogition 16

ok | Cancel |
A

Double-click the camera of your choice or highlight it and then click OK. The selected camera is
highlighted in the left navigation tree.

Searching for a camera by its IP address searches the IP field instead of the camera name.

Live Audio Controls pane

j Yideo Insight - Monitor Station _|a]>

File  View Tools  Administration  Help

S CIESIEAIES]

\' Administrator

Enterprise view @

on ltems

Ith

frudio Controls

Delay Buffer
—_—

—_
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You can use the Audio Controls pane to control the speaker’s volume, balance and buffering. Live Audio
must be selected and supported by the camera.

Layouts toolbar
See Cycle Layouts for more information on the layout toolbar.

Quick Access toolbar

The camera’s Quick Access toolbar includes display information and several shortcut buttons.

Pause live
streaming

] ] Show Recent
Force record discussed in

. History
Tools>Options

Pop-up a Live Motion Indicator: will appear orange
Window when motion is detected, click to reset

Server statistics

Administrators can use the Server Statistics sub menu to manage all servers, review server and camera
status, as well as manage storage, licensing and online users.

Overview tab

The Overview tab displays all servers that have been added to the Monitor Station. The tab lists the
server name, software version, IP address and the port used for that service. If a server is offline or
security is on and incorrect credentials have been used the tab displays the software version as
Unknown.
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5er\rer Statiskics E

Overvisw |Server Statu&l Camera Statusl Storagel Liu:ensingl Orlire Usersl

Owerview of Servers that are currently monitored

Server Mame | Wergian | IP Address | Fort |

E P Server -TKLECKA4, 3 Urikrain 10.10.5.106 4011
IP Sepver 101067102 Urknown 10106122 4011
IP Server -10.10.1.179 43062 10,101,163 4011
Yideo Inzight Test Lab 43062 10.10.1.175 4011
IP Server -10.710.5.742 Urknown 10105142 4011
IP Server -10,10.5.100 Unknown 10105100 4011
(41 Performance -10.10.5.199 Unknown 10105199 4011
b gmt MWH rknown 101055 4011
IP Server-10.10.5141 Unknown 10105141 4011
IP Server -10,10.5102 Unknown 10105122 4011

[T Constant updates

Server Status tab

The Server Status tab displays all servers and their current processor usage percentage, memory
available to the IP service and total memory available on the server. To have the values automatically
refreshed for servers running version 4.3 or later, check the box for Constant updates.

&4 Server Skatistics X

Owerview Server Status | Camera Statu$| Storagel Licensingl Online L|$ers|

Server Mame | Processor & | temnon Ayvailable | Total b ermomn |
E P Server-1010.1.179 12% 403 ME 1930 ME
25 Video Inzight Test Lab 2% 541 MB 2039 MB

[T Canstant updates
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Camera Status tab

The Camera Status tab displays the camera name, the last received communication from the server, the
resolution being used, the number of frames per second, the bandwidth, frame size and the format.

The Format displays unknown if no connection to the camera has been made recently. Cameras
attached to a server running Video Insight software earlier than version 4.3 will display most information
as 0 or unknown.

You can filter the camera list by server from the drop-down menu, as shown in the figure below.

ﬁSer\rer Statistics E

Elvewiewl Server Statug  Camera Status IStalageI Licensingl Online Llsersl

Select cameras o view:
Camera Mame | Lazt received | L azt write | Fezolution | Framez | B andwidth | Frame size | Farmat
(o] 4, CHM 3:08:20 P - 04 % 430 4 2680 kbps | 84 KB MJIPG
{o Carpool 3:08:20 Pt 0735 P B40 % 480 10 3600 kbps | 45 KB MJIPG
o Carpoal 2 308:20 P - B40 « 480 10 2704 kbp: | 34 KB MJIPG
(0] Gate 3:08:20 P 308:20PM  1EO0=1200 4 5240 kbps 164 KB MJIPG
{0 Gate Afternoon 30320 P - TE00 %1200 B 5344 kbp: 11T EE HJPG
18] Lobby 3:08:20 P - E40 » 430 5 2128 kbps | B3 KB MJPG
.0/ Mew Camera 3:08:20 P 3:08:20 P | B40 = 480 10 4040 kbps | BOKE MJIPG
(-] Mew Camera 308:20 P 1:30:58 P G40 = 480 10 184 kbps 2FKE DI
10| Quad 3:08:20 P - E40 » 430 | 3928 kbps | BE KB MJIPG
1] | i
Refrezh |

[T Constant updates

Storage tab

The Storage tab displays all cameras on a selected server and their corresponding storage usage for the
displayed number of days.
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:ﬁ:SEI‘H‘EI‘ Statistics E

Dverviewl ServerStatusl Camera Status  Storage |Licensing| Online Llsersl

Select Server: [IP Server -10.10.1.179 =l
Camera Mame | Days | Space Uzed | Server Folder |
- 4. CHM 1] 1] c:hwideoh127.0.0.1-236023434
ra Carpaoal 2 12 GEB o hwideat127.000.1-501 745363
co Carpool 2 0 1] cohwident127.000.1-1227882411
(0] Gate 2 57 GB o hwideoh127.0.0.1-1794956641
(-] Giate Afternoon 1] 1] c:hwideot127.0.0.1-368440564
ra Lobby 1] 1] c:hwideot127.000.1-1877753333
{8 Mew Camera 2 5 B chwideot10.10.5.222-1428661001
{8 Mew Camera 2 E5 GE chwideot127.0.0.1-1963630245
{-0] Quad 1] 1] c:hwideot127.0.0.1-68071 4837

[T Constart updates

Licensing tab

The Licensing tab displays all servers, the maximum number of cameras allowed by the license, the
number of licenses used by cameras, the number of licenses available and the serial number.

HSEWH Skatistics E

Dverviewl Semver Statusl Camera Statusl Storage  Licensing |Dn|ine Usersl

Server Mame | tdax Cameras | |Jzed | Available | Serial Number |
] IP Server -10.10.1.179 16 3 7 BEEAR3
22 Video Insight Test Lab 99 18 a1 40DALC

Refrezh |
[T Constant updates
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Online Users tab

The Online Users tab displays all users connected to the server in real time. This feature displays only
users logged in using Monitor Station.

@ Server Statistics

Overview | Server Stmtus | Camers Status | Storage | Licensing | Orine Users

Ugar Nama Sarven logged inbo

& Admanistrator IF Server -10.10,1.142

Fefrmsi

Constant updates [

Health Monitor

1. Double-click the Health Monitor icon on your Desktop.

sk Health Monitor Database Info [ == |

Enter information for the SQL Server Machine
that contains your Health Monitor Database.

Database NamgHealthMonitor

IP Addresg127.0.0.1

SQL Server LlserID|Sﬂ

SQL Server Password |*********

OK Cancel

2. Enter the IP address of the server with the Health Monitor database and the sa credentials or
accept the defaults if the database is installed locally.
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3. Click OK.
4, Find the Health Monitor icon (a medical cross) in the System Tray. The health monitor service is
running if the icon is green.
5. Right-click on the icon and select Launch Console.
6. Click Setup and then User Manager.
7. Click Add.
I© 1Email Contact Properties !IEI E
— Contact Infarmation — Optional Contact |nformation
Cantact I[NEW] j Locatian I
FPhone #
Cantact |5t williams !
Name Office |
Email swiliarmsi@video-ingight. com
Address I g Addrezs I
City |
—Alternate information
State I
Alternate Contact I
Agziztant I
Test | 0k Cancel
8. Enter contact information. Only Contact Name and Email Address is required.
9. Click Test to send a test email to the contact. This is optional.
10. Click OK.

Configuration of Health Monitor is complete. Configure each IP Server to point to Health Monitor as
described in Health Monitor tab and in Health Monitor.
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Server configuration

15ystem Status: All Servers - Refresh Rate: 60 second(s) M=l E
| Server Hame | IP Address | Lazt Statuz Time |"-fersi0n | Up | Do | Recaord
) “ideo Insight Test Lab 10101175 124272011 12:27 PM 430858 & 1]
1| | B

[el Servers =l Hefreshl 0K, |

After an IP Server is configured to report to Health Monitor, it sends the server name, IP address, last
contact date and time, IP Server version number as well as the number of cameras up and down. Health
Monitor refreshes for any changes every 60 seconds by default. Server status is indicated by a colored
circle to the left of the server name. There are four possible states in Health Monitor:

. = Managed condition: The server has been configured or managed.

O = Unmanaged condition: The server has reported to Health Monitor, but is not managed.
O = Warning condition: The server has not reported in the allotted time.

. = Error condition: The server is down or otherwise offline and attention is required.

To manage an unmanaged server:

1. Right-click on a server with gray status.
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I 15ystem Status: All Servers - Refresh Rate: 60 second(s) =]
| Server Mame | IP Address | Lazt Statuz Time |Velsi0n | p | [BLa | Record
Q) Wideolnsight Testls  pefresh

Stop Update
Change Inkerval »

Change Servers
Group b
Report

Remaove Server

Manage Server

1| |
I.-’-‘n.ll Semvers j Refresh | ak |
2. Click Manage Server.
I 1 Add Server =]

General | Email I Eu:unditiu:unsl Infnrmatiu:unl Taoals I

—Statug

server Name  Jyideq Insight Test Lab - i G
Minutes toWaming [z =

Narne [from Server] fyidea Insight Test Lab

Minutes ta E mar Bl =

IP Address |‘|I:|_1EI.1.1?5

For keeping track of a server that uzes DHCP, or changes IP Addresses, vernfy the
hame recieved from the semver iz unique, and enable this option.

[~ UszelP Tracker

2k, Cancel

3. On the General tab you can accept or add to the server’s reported name. You cannot completely
delete or rename it. You can accept or change the default warning time in minutes before an email is
sent to Health Monitor contacts. You can accept or change the default error time in minutes before an
email is sent to Health Monitor contacts.

4, Click the Email tab.

5. Check the contact(s) to be notified in the event of a warning or error.
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I 1Properties for Sarit-Yideo Insight Test Lab

General Email |CDnditiDns| Infnlmatiunl Tools I

— Contact [nformation — Optional Contact Information

Cortacts L] [Mone] Location I

Fhone # I

-Jon Hugzey

a3 .
[ 4 -AndyJung Ulifes I
as

- Thomaz Klecka Address I

City I
State I

Contact |Jamea whitcomb Al Contact I
Mame _
Ernail Itesﬂ @videc-ingight. com Azzistant |
L Address
(1] Cancel
6. Click the Conditions tab.

| Properties For Sarit-Yideo Insight Test Lah

Generall Emal  Coenditions |Infurmatinn| Toaols |

—Meszzage

Frorm Email: |swilliams@viden-insight.l: W Usze Default Subject
Subject I

W Lsze Default Body

Mezzage Body: I

— Conditions
¥ Email onaming ¥ Email when Camera goes down
¥ Email when Fecovering from ‘% aming W' Email when Camera Fecovers
¥ Email on Eror V¥ Email when Recoverng from Eror
] Cancel
7. Check the condition(s) that generate an email to the contact when the warning and error time

thresholds are met.
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Note

Do not set the threshold too low because you may miss
important notifications. For example, if a server and camera
time threshold is set to 30 minutes and a server is shut down

and restarted within five minutes an email will not be

generated. In another example, if a server and camera time
threshold is set to one minute and it takes the server five
minutes to restart an email will be generated and sent to all

selected contacts.

Health Monitor may report that it is unable to connect to IP Server. The table below lists possible

reasons and potential solutions.

Possible reasons Health Monitor cannot connect to IP Server and potential solutions.

IP address changed

Update the server’s IP address.

Server is either manually or automatically
restarted

The server or its services may have been restarted
to apply changes. Wait a few minutes and refresh
Health Monitor.

Diagnostics is running

During Diagnostics the service is stopped for
troubleshooting purposes. Wait for Diagnostics to
complete or access Diagnostics and start the
service.

The time interval set to warning or error is
extremely long, server status has not updated in
some time and the last known status of a server is
down

Check Minutes to Warning and Minutes to Error
settings.

Port 11000 is blocked

Access a command line and enter the DOS
command netstat to verify the port is available and
listening

The checkbox for Enable Health Monitor is
unchecked in Server Properties

Check the box to enable management of the
server.

Health Monitor information is removed from
Setup and Configuration>Health Monitor Section

Add Health Monitor back to this section.

IP service is not started due to an expired

Acquire the proper license and click Update
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demonstration version Activation in Diagnostics.
Network outage Wait for network service to be restored.
The server’s name has changed Health Monitor displays red status for the old

server name. Status for the new server name

displays gray (unmanaged). Remove the old server
name from Health Monitor and configure the new
server name or restore the name of the old server.

Database-related information has changed and the | Use Diagnostics to check database connectivity.
server can no longer access the database
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Security

Video surveillance is a pillar of overall security. To secure our products we have implemented secure
access to the software, watermarking of recorded video and the ability to quickly know when someone
has modified something by using the logs.

User Manager
You can use the User Manager utility to add, modify and delete users. You can also use it to add groups

and assign permissions to groups.

1. Start Monitor Station.

2. Click Administration and then Setup and Configuration.

3. Click User Manager in the left navigation tree.

ﬁSEtup and Configuration x

Al Servers Uzer Manager I Group Manager I PTZ Prioritization I
Wideo Inzight Test Lab

0] 10101138 - fuis - b | SeIver

10101159 - Axig - b Video Ingight Test Lab ﬂ

1010176 - IP Came
{4 10105146 Users
IP Server -TELECKAL.3 User Marne 4| Full Mame Ermnail Add |
IPServer 1010.5.122 adrmin swiliamzi@videa-insight. com
IP Server -10.10.1.173 Properties |
IP Server -10.10.5.142
Login Emar - Mot MY ipaduser ipad user awiliamz@videa-insight. com Remove |
IP Server -10.10.5.100 —
- QA1 Performance -10.10
Taols userb Fefresh |

IE‘ Health baritar

Facility tap Import |

User b anager

B8 Lapout Groups
Fiules b anager
T Decoders

----- Live Yiew Monitor

LI—I ﬂ (1] I Cancel Apply

Adding users
To add a user using User Manager:

1. Select the server to add the user to.
2. Click Add.
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Gndd Mew User »

Uzer |I3r|:|ups| Camera F'ermissiu:unsl Facility Mapsl La}lnutsl Rules |

Add a new uger to control access to camerasz and Video Server control.

lzer Mame |JaneD|:ue

Full Hame |Jane Doe

Email Addresz |JDDe@videu-insight. com

Pazzword I"’“‘“
Werity Fazsward I“’“‘”1

™ User is Administratar

Send Test Email |

Add Cloze

Enter the user’s information.

Check the box if the user is an Administrator.

To send a test email to the user, click Send Test Email.

Click Add if the user is an Administrator. If the user is not an administrator, see Modifying Users
for more information on modifying non-administrator users.

ov W

Note
When designating a user as an Administrator, access to all
cameras, facility maps and layouts is generated automatically.

Deleting users

To delete a user using User Manager:

1. Select the server to delete the user from.
2. Select the user from the Users list.
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=
=

Setup and Configuration

=11

B

<

&l Servers

“Wideo Insight Test Lab
IP Server -TELECKA4.3
IF Server-1010.5.122
IP Server-1010.1.179
IP Server-1010.5.142
IP Server-10.10.5.100
41 Performance -10.10
Lagin Eror - Mamt MYR
Tools

-] Health Monitor

J__F| Facility tMap

-|&| User Manager
B8 Lapouts

o Fules Manager
a] TV Decoders
Live Yiew Monitor

|

Click Remove.

Modifying users

User Manager | Group Manager I PTZ Fricritization I

Server

Viden Insight Test Lab =

Users
Usger Mame Full Mame Ernail

adrmin swiliamz@ryideo-inzight. com
Adrminiztrator Administratar auwiliamz@ryides-inzight. com
ipaduser ipad uzer awiliamz@ryiden-inzight. com
uzerh

M E

Add
Properties

Remove

Refrezh

Irnpart

(e g

To modify a user using User Manager:

1.
2.
3.

Select the server to modify the user on.

Select the user from the Users list.
Click Properties.

0K I Cancel

Apply
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Add New User x

Uzer |I3r|:|ups| Camera F'ermissiu:unsl Facility I'-.-1a|:us| La_l,u:uutsl Rules I

q ™~ Add a new uzer to control access to cameras and Yideo Server contral,
.gﬁ,ﬁfx-
.
)
Ilzer Mame Iswilliams
Full Mame |Sarit iliams
Email Address ISwilliams@viden-insight.u:u:um
Pazzword I”“”“
Werify Pazsword I”’“"1
[T User is Administratar
Send Test Email
(] I Cancel
4, To modify the user’s information, click the User tab.
5. To modify the user’s group association, click the Groups tab.
Uszer Groups I Camera Permizzions I Facility b aps I Lapouts I Fules I

Azzigh thiz uger to the following groups. The user will gain all of the permissions awailable to
these groups.

Aovailable Groups Groupz az=zighed to thiz L=zer

Quality Assurance

=
=

Ok Cancel
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6. To add a group association, select a group from the Available Groups pane and click the right

arrow button. To remove a group association, select a group from the Groups assigned to this user pane
and click the left arrow button.
7. To modify the user’s camera permissions, click the Camera Permissions tab.

Note

Cameras without audio or PTZ capabilities will remain
unchecked regardless of the user.

[Q"‘ndd Mew User x

Iger I Groups Camera Permissions I Facility Mapsl La_l,u:uutsl Fules I

Thig iz a lizt of cameraz explicitly azzigned to thiz uzer. Any additional rights azsigned by azzociating with a
zpecific group will be added to theze rights.
Camera Mame Live Wiew Recorded Ptz Audio Clip
1010176 - IP Camera/E nca.. v v r r r
2 ¥ r r r
Iv' Iv [ [ v
v 3 r r r
Clear Al Nolive | NoRecorded | aiPtz |  anawio |  aicip |
(1] 4 I Cancel |
8. To add camera permissions, check the feature boxes for each camera the user will have access

to. To remove camera permissions, uncheck the feature boxes for each camera the user will no longer

have access to.

9. To modify the user’s map permissions, click the Facility Maps tab.
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Add New User =

|Jzer I Gru:uupsl Camera Permigsions  Facility Maps |La_l,u:|uts| Rulez I

Thiz iz a list of facility maps explicitly aszigned to thiz uger. Any additional rights azsigned by aszociating with a
zpecific group will be added to thesze rights.

Allaa Faciliby b ap

-
-

Mame

Cearal |  AiMaps |

4 I Cancel

To add map permissions, check the box next to each Facility Map the user will have access to. To

10.

remove map permissions, uncheck the box next to each Facility Map the user will no longer have access
to.

11. To modify the user’s layout permissions, click the Layouts tab.

Page 165 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Add Mew User

Izer I Gru:uupsl Camera F'ermissiu:unsl Facility Maps Layouts |F|ules I

Thiz iz a lizt af layauts explicitly aszigned ta this uzer. Any additional rights azzigned by
azzociating with a zpecific group will be added ta theze rights.
WETN D ezcription Al Lanpaut
|
Cleardl | AllLapouts |

| k. I Cancel

12. To add layout permissions, check the box next to each Layout the user will have access to. To
remove layout permissions, uncheck the box next to each Layout the user will no longer have access to.

13. To modify the user’s rules permissions, click the Rules tab.

Note

You must repeat the permissions granting process for all users
and groups with each added camera, Layout, Facility Map or
Rule.
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Add New User x

U zer I Gru:uupsl Camera F'ermissiu:unsl Facility I'-.-1a|:us| Layoute Fules I

Thiz iz a ligt of Rules explicitly azsigned to this uzer. Thig will be uzed for User interactive rules like buttonhs,
and switching larouts.

M arne Description Allow Bule

-
-

Clearsl | alRues |

] I Caricel

14. To add rules permissions, check the box next to each Rule the user will have access to. To
remove rules permissions, uncheck the box next to each rule the user will no longer have access to.

15. Click OK if complete.
16. Click Apply and then OK to exit the Setup and Configuration module.

Importing users

If you have multiple databases and servers used by the same users, you can create the users on one
server and then import them to the rest of the servers with a few clicks.

To import users using User Manager:

1. Select the server the users selected will be imported to.
2. Click Import.
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ﬁln‘lpurt USErs

Check the ugers pau want ta impart inka your serer.

=- D ..... | IP Server -TKLECKA4.Z
------ D &5 | Adrminiztrator

=- D ..... | IP Server 100101179
------ - [OIE] Admiristrator

------ D 5| swilliams

=- D ..... | P Server -10010.5.142
------ D &5 | Adrminiztrator
=% IP Server -10,10.5.100
----- £ | Adminigtrator

] | Cancel I

Check the users to import.

Click OK.

Click Refresh.

Repeat the process for all servers to import users to.

]

oukWw

Adding groups

To add groups using User Manager:

1. Click the Group Manager tab.
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QSetup and Configuration

2.
3.

Frm W e B W

All Servers
| Widen Insight Test Lab
| IP Server -TELECKA4.3
10106122
-10.10.1.179
10105142
: -10.10.5.100
| 041 Perfarmance 10,10
ogin Ermor - Mgmt MR
Tools
4| Health Moritar

B Facility Map
& User Manager

Layouts

T Fules Manager

B T Decoders
Livve Yiew Monitar

Iser Manager  Group Manager I PTZ F'rioritizationl

Server

Viden Insight Test Lab |

Group [ Show Users
Group Name 4| Users

Add |
Froperties |
Remowve |

Refresh |

[2]x

[

Select the server.
Click Add.

-
& Add New Group

[ 1]

Cancel

Apply

= Usze groups to manage access to Yideo Servers.

Group Name Illua

[ Active directory group

Awailable Users

lity &gzurance

Group |Camera Permissionsl Facility Mapsl Layout Permis&ionsl Rules |

Dramain I

Uszers In Group

Adminiztratar
uzerh

admin
ipaduszer
LZera

|5 |2

4.
5.
6.

Enter the group name.
Check the box for Active directory group if Active Directory has already been configured.
To add a user to the group, select a user from the Available Users pane and then click the right

arrow button. To remove a user from the group, select a user from the Users In Group pane and then
click the left arrow button.

Add
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b, Add New Group !

Group | Camera Permizsions I Facility b aps I Layout Permizzions I Rules I

Uze groups to manage access to Video Servers.

Group Mame Iﬂualit_l,l Azzurance

[T Active diectary group Domain

Aovailable Uzers Jzerz In Group
Adminiztrator ugerh
Lzera
Add Cloze

7. Click Add.
8. See Modifying groups for more information on setting permissions.
Deleting groups
To delete a group using User Manager:
1. Select the server from which the group will be removed from.

2. Select the group from the Group list.
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QSetup and Configuration

All Servers
i Wideo Inzight Test Lab

IP Server 10105122
IP Server -10.10.1.179
IP Server -10.10.5.142
IP Server -10.10.5.100

Lagin Errar - k4 gmt MNYR
EI--\@ Tionlz

: |E| Health Maritar

B[ Facility kap

User Manager

--EE Lapaits

T2 Rules Manager

T Decoders

Live Wiew b onikar

3. Click Remove.

Modifying groups

To modify a group using User Manager:

1. Select the Group Manager tab.
2. Select the server.
3. Select the group from the Group list.

IP Server -TELECKAL. 3

QA1 Perfarmance -10010

User Manager  Group Manager | FTZ Prioritizationl

Server

Wideo Insight Test Lab

Group

[

¥ Show Users

Group Mame

£

Users

[ 7] x

Add
Froperties

Remove

E il

Refresh

< | B

[ o< ]

Cancel

Apply
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QSetup and Configuration

4.

All Servers
Wideo Inzight Test Lab
IP Server -TELECKA4.3
IP Server-10.10.5.122
IP Server-10.10.1.179
IP Server-10.10.5.142
IP Server -10.10.5.100
GA71 Perfarmance -10010
Lagin Errar - kgt YR
Toalz
=| Health Monitar

| Facility b ap
22| User Manager
Lapauts
Fulez Manager
B T Decoders
Live View Manitar

=t

< | ©

Click Properties.

ser Manager  Group Manager | PTZ Prioritization |

Server

Yideo Insight Test Lab |

Group ¥ Shaw Users
Group Mame # | Users

Add
Froperties

Remove

il

Refrezh

[ o ]

Cancel

Apply

fﬁ]ndd New Group x

5.

Group | Camera F'ermissiu:unsl Facility Mapsl Layout F'ermissiu:unsl Rulez I

IJze groups to manage access bo Yideo Servers.

[T Active directory group

Available Lzers

Group Mame IE! ualiby Azzurance

Dramain

Uzerz In Group

Adrinistrator
Lzerh
admin
ipad

awilliarnz

awilliarns
ipaduser

[ [

Modify the group’s name if needed.

oK

Cancel
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6. To add a user to the group, select a user from the Available Users pane and then click the right
arrow button. To remove a user from the group, select a user from the Users In Group pane and then
click the left arrow button.

7. To modify a group’s camera permissions, click the Camera Permissions tab.

L3 Add New Group =

Group Camera Permizzions | Facility Mapsl Layaut F'ermissin:nnsl Fiules I

Thiz iz a lizt of cameras explicitly agsigned to thiz uzer. Any additional rights
azsigned by aszociahing with a specific group will be added to these nights.

Camera Mame Live Yiew Fecorded Ptz Audio Clip

10.10.1.76 - IP Camera/Enco. . 7 v ™ ¥ v
3 ¥ 3 ¥ ¥
Iv v v v v
v v 7 v v

Clear Al Nolive | MoRecorded [ NMoPt | Moswio |  Mocip |

] | Cancel |

8. To add camera permissions, check the feature boxes next to each camera the group will have
access to. To remove camera permissions, uncheck the feature boxes next to each camera the group will
no longer have access to.

9. To modify a group’s map permissions, click the Facility Maps tab.

Note
Cameras without audio or PTZ capabilities will remain
unchecked regardless of the user.
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3 Add New Group *

Group I Camera Permissions  Facility baps | Layaout F'ermissiu:unsl Fiules I

Thiz iz a list of faciity maps explicithy azsigned to thiz group. Any additional rightz aszighed by
azzociating with a specific group will be added to these rights.

M ame Allova Facility kap

=
-

Clearal | AlMaps |

] | Cancel |

10. To add map permissions, check the box next to each Facility Map the group will have access to.
To remove map permissions, uncheck the box next to each Facility Map the group will no longer have
access to.

11. To modify a group’s layout permissions, click the Layout Permissions tab.
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Gndd Mew Group
Group I Camera F'ermissiu:unsl Facility Maps Layout Permissions | Rules I
Thiz iz a list of layouts explicitly azsigned to thiz user. Any additional rightz
azzigned by azsaciating with a zpecific graup will be added ta theze rightz.
M ame Dezcription Bl Lapout
I
Cleardl | Al Lapouts |
k. | Cancel |
12. To add layout permissions, check the box next to each Layout the group will have access to. To

remove permissions, uncheck the box next to each Layout the group will no longer have access to.

13. To modify a group’s rules permissions, click the Rules tab.

Note

You must repeat the permissions granting process for all users
and groups with each added camera, Layout, Facility Map or
Rule.
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[ﬁndd Mew Group x

Grnupl Camera F'ermissiu:unsl Facility Mapsl Layout Permizzions  Fules |

Thiz iz a lizt of Rulez explicitly azzigned to this uzer. Thiz will be uzed for User interactive rules
like buttong, and switching lavauts.
M ame Description Al Bule
I
(] Cancel
14. To add rules permissions, check the box next to each Rule the group will have access to. To

remove rules permissions, uncheck the box next to each Rule the group will no longer have access to.
15. Click OK if complete.
16. Click Apply and then OK to exit the Setup and Configuration module.

PTZ priority
The PTZ Prioritization tab allows administrators to set the priority for users on all PTZ capable cameras.
The higher the listed user or group is, the higher their priority.

To configure PTZ priority:

Start Monitor Station.

Click Administration and then Setup and Configuration.

Click User Manager from the left navigation tree.

Click the PTZ Prioritization tab.

Select the server to set the priority on from the Server drop-down menu.

vk wnN e
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QSetup and Configuration

qakb
Sarit #F_server
Bl Tools

[%] Health Monitor
Facility b ap

----- Uzer Manager
E-o8 Layouts

Rules Manager
T Decoders
Live Yiew Monitor

|User Manager | Group Manager  PTZ Priaritization |

Server

S it

i

User\Group Hame

Usger or Group

awilliamzptz

Uszer

(uality Aesurance

Group

6. Click Add User or Add Group.

[ﬁ]ndd User{s) E2

[T Administrator
tkleckaptz
boreerway
prilar
qazales
nonadmin
qatech

test
jFLEzey
awilliamzptz
adrnin
ipaduzer
swilliams

OoOoOooooOooon

] | Cancel I

A4

7. Check the user(s) or group(s) and then click OK.
8. Select the user or group to prioritize and click the up or down arrow buttons to increase or
decrease their priority, respectively, as shown in the figure below.

Add Uzer |
Add Group |
Remove |

A
kY

K E

,QSetup and Configuration

All Servers

Sarit

qak

Sanit =P_server
Tools

[#] Health Monitar
Facility b ap
Uszer Manager

Fules b anager
T Decoders
Live View Monitor

User Manager | Group Manager  PTZ Priciitization |

Server
Sarit j
UszersGroup Mame User or Group
tkleckaptz Uszer
swilliamsptz Uszer
Quality Azsurance Group
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If two users or groups want to use the PTZ feature on the camera at the same time, the lower-priority
user will to wait 300 seconds. The default wait time is 5 minutes (300 seconds). The wait time can be
changed in the database but is a task recommended only for advanced users.

To increase or decrease the wait time per user:

1. Start Microsoft SQL Server Management Studio Express.
2. Expand the InsightEnt database.
3. Right-click the PTZPriority table and select open.

File Edit ‘iew CQuery Designer Tools  Window  Community  Help

Doy |3 Gl BEBES,
= E EI:I Change Type ~ | ¥ fad (= #_—'_Ii

TESTE.InsightEnt - dbo ¥ersion " TEST6.InsightE...bo.PTZPriority | 5 X
itwID | IsGroup | UserQraroup_ID | LockSeconds | Priofity IsiGoH
1 dha Liveview ;I » False 1905325030437, ., | 300 3 False
3 dha.Lacatians False £580421630372... | 300 2 False
1 dba MNetwaorkDecodsr =
=1 dbo.PTzCycle True f1S0921 2197465, . | 300 1 False
=1 dba.PTZPriority * nLLL ALEL NAL AL AL
w1 Ahe Sereers
4, Notice the LockSeconds column.

b

To update the value to something other than 300 seconds run the following query:

UPDATE [InsightEnt].[dbo].[PTZPriority]
SET [LockSeconds] = 240"

This sample query will change all users in PTZPriority table to a 240 second (3 minutes) delay. You can
add additional clauses to further restrict certain users or groups.

Login
The software is installed with security off enabling login-free access to the Monitor Station and Web
Clients. See the Advanced tab of Server properties for more information on setting server security.

You can choose any one or a combination of login options depending on your company and security
needs.

To change Monitor Station login settings:

1. Start Monitor Station.
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G Monitor Station system login il

U zemarme I.-'i‘-.u:lministratu:ur

Pasgwiord I

kanitar Station spstem login Options
& Local user mode
O Metwork uzer mode
Location of data file

I Browze |

™ windows Login

Dramain I j

k. | Cancel | | Options << I

Local user mode: This option can be used on its own or in combination with the Windows Login
checkbox (discussed later). When this option is used on its own it behaves differently depending on
other system settings.

Security On: With Server Security On, the credentials entered will be checked for validity against
Monitor Station User Manager. See Adding users for more information on adding users in User
Manager.

Security Off: With Server Security Off, all logins will be accepted.

With Windows Login Check enabled: This case assumes that an Active Directory or LDAP configuration
has been implemented and that all users will be authenticated against Active Directory and/or Monitor
Station User Manager (because all Active Directory/LDAP users are imported to User Manager) as long
as Server Security is turned on.

To login using Active Directory:

1. Start Monitor Station.
2. Click Options.
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@ Monitar Station systern lagin £3

Username  guilliams

Paszwiard

kdanitar Station zystem login O pions
@ Local uzer mode
M etwark, uzer mode

Location of data file

Browse
| Wwindows Login
Domain  vicorp.videoingight.net
] ] | Cancel | | Optiong <<

Check the box for Windows Login.

Select the Domain from the drop-down menu.
Enter the user name and password.

Click OK.

oukWw

Network user mode: This option is useful in large environments where there are many clients and
servers. Instead of adding every server to each client and then having to manage multiple lists when
adding or removing servers from Setup and Configuration, you can add all of the servers using one
Monitor Station.

To add all servers using one Monitor Station:

1. Navigate to Setup and Configuration.
2. Add all of the servers, one by one, to the Known Video Servers list.
3. Click Export List and save the .LSL file to a shared location.

Direct all users to that file. This file gives them the latest server information every time they log in
without having to manage hundreds of clients. The administrator has just one file to manage by adding
or removing servers at any time without interfering with daily business functions.

This option may also be used with an Active Directory or LDAP configuration using the Windows Login
Mode checkbox.

You can also bypass the Login pop-up with or without Server Security being on by setting the Auto Login
option:
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Start Monitor Station.

Navigate to Tools and then Options.
Click the Startup tab.

Check the box for Enable Auto Login.

P wWwnNPR

a. If Server Security is off credentials are not needed
b. If Server Security is on you must provide valid credentials.

Active Directory
Active Directory is a Microsoft Windows Server network directory service that spans the organization. It

is used to manage users, groups and their access to applications and file systems. Monitor Station and
Web Client integrate with Active Directory to simplify credential management. Users can use their
domain user name and password to login to Monitor Station and Web Client. Consult your Microsoft
documentation for more information on Active Directory.

Note

When multiple IP Servers are installed and Active Directory
configuration is being considered we recommend using a shared
database install to avoid importing users and groups multiple
times to each database.

Prerequisites

1. Active Directory server with users and groups configured.

2. Active Directory can be configured using a local database for each server or using a shared
database environment.

3. Administrator user account with administrator-level credentials in both the domain and on the
Active Directory server (do not use an individual account).

4, The IP Server host is part of the domain.

5. IP Server must be able to communicate with all domain controllers via port 389 or 636. Port 389

cannot be changed. Port 636 is used for SSL encryption.
6. IP Server configuration must be done while logged into the domain with a valid domain account.
This is required by Windows for security reasons.

We recommend importing users as a group instead of individually. The group must be created in Active
Directory before it can be imported. You can create groups to suit your needs and policies.

To configure the IP Video Enterprise service to run as an Active Directory account:

1. Click the Start button.
2. Enter services.msc and then press Enter.
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Configuring Active Directory
1.

2
3.
4

%5 Network Options X

5.

PNV AW

9

Locate the IP Video Enterprise service.

Right-click and select Stop.

Right-click and select Properties.

Select the Log On tab.

Select the second option for the account.
Provide an Active Directory account with minimal rights. A basic domain user account should be

sufficient.

. Click the General tab and then select Start.
10. Click OK.
11. Restart the IIS Admin service if using Web Client.

Access the IP Server computer.
Right-click the IPSM icon in the System Tray.

Select Server Configuration.
Click Network Options.

dulti-tebwiork, Card Support

Select Metwark Card

10101175

Directory Support

[

Connection Paort

Communication Part I 4011 3:

Directary support is not configured far this server. Configure

Click Configure.

0k, I Cancel
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Directory Service Setup

Service Type
Connection Settings
Account Credentials
Directary Settings

Test Connection

YWy'hat directory service would you like to use?

% Use Active Directory

Active Directory will handle user authentication,

Ize other LOAR service

|tilize a standard directory zervice to manaage authentication.

< Back Mest = Catcel

6. Click Use Active Directory.

7. Click Next.

Directory Service Setup

Service Type
Connection Settings
Account Credentials
Diirectory Settings

Test Connection

Connect to your directory service

Diirectony server
vicorp. videoingight net -

Enter the fully qualified DMNS name or IP address of the directary server

Idze 551

Check thiz option if vour directory service requires clients to connect
ower 551 [port B36)

< Back |[ MNest > Cancel

The domain name automatically populates the Directory server field. If it is blank, check if the pre-

requisites have been met.
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8. Confirm the domain name.

9. Check the box for Use SSL if using SSL for Active Directory configuration.

10. Click Next.

Directory Service Setup

Service Type
Connection Settingz
Account Credentials
Directory Settings

Test Connectian

Account Credentials

Spe_cif_l,l the account that the syztem will uze to communicate with the directon
SEMVICE,

Enter account name:  vicorphewilliams

EECSHPEHER]

Enter password:

| ¢ Back |[ Mest » ] Cancel

11. Enter the administrator account name and password.

12. Click Next.
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Directory Service Setup @

Service Type . ) . .
Configure directory service settings
Connection Settings

Account Credentials Baze Distinguished Mame (Base DN)

) i DC=vicorp, DC=videoinsight DC=net
Directory Settings

Thiz zhould be the directony zervice's oot container. Directomy
Test Connection gaarches will start here.

Request timeout

a0

Drirectary reguests will time out after the specified number of seconds
have elapzed.

Limnit zearch results
1000

Limitz the number of users or groups returned from a single search.

< Back |[ Mext = Cancel

The Base Distinguished Name automatically populates the Base (DN) field. If it is blank, check if the pre-
requisites have been met. If they have, the Base DN should be the top (root) folder to allow for adding
of any user from any group.

If the Base DN is extremely long it could mean the user has access restrictions. This could limit the
number of users they will be able to add.

Request timeout: This value reflects the setting on the Active Directory server, and cannot be changed
here. Any requests made to the Active Directory server that exceed that time will timeout.

Limit search results: This value reflects the setting on the Active Directory server. This is the maximum
number of results returned from the Active Directory server.

13. Click Next.
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Directory Service Setup @

Semice Type . .
Test the directory connection

Connection Settings
Aemaut Gtk The following settings will be uged to connect to the directon service:

Directary S ettings Directory server: vicorp. videoinzight. net

Test Connection Port: 389

Account: vicorpawilliams

4% Connection establizhed!
< Back Mest > Cancel

14. Click Test Connection.

- o

IP Server Manager @

':0] Connection established!

15. Click OK to dismiss the “Connection established!” message. If the test connection fails, review
steps 1-14.
16. Click Apply.
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=) Metwark Optians @

kA Lalti-H ebwork, Card Suppart Connection Part
Select Metwark Card Commurication Port (4011 =
1010.1.201 -

Directory Support
Servern vicorp, videoinsight. net b adify setings
Credentialz: vicorphawilliams

Authonzed Users
and Groups ﬁ’l‘ [Give Users of groups access ho the suztem

Uszer Permissions ¥ View effective permissions

] ] [ Cancel

IP Server and Active Directory are now integrated. You will need to add users and groups before users

can log in to Monitor Station.

Adding users or groups

To add Active Directory users and groups:

1. On the Network Options screen click Give users or groups access to the system.
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User Assighiment

Uzerz | roLIps

I1z& the list below to determing which user accounts have acoess
b the gystemm,

Azzigned uzers for this spstem:

IJzer Mame Dramain

Froperties [ Add H Remove ]

[ ] J[ Cancel ] Apply

2. Click Add.

Lssign User

Twpe the uzer name of a user bo give them permiszion to access the
spstern.

Idzer name:

Dramait: wicorp. videoingzight. net

Browse. ..

Ok ][ Cancel J
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Azsign Group @

Enter the name of a group lizted in the directary service. Members of
that group will have access the system.

Group name:
Dramair: wicorp. videoingight. net
| Browse... |
] I [ Cancel ]
3. Enter the user or group name exactly as it appears in Active Directory and then click OK.
Add User @
= v!colp.videninsight.net = || Attribute Value
£... CN=Buitin 3 ,
. CM=Camputers =|| ohjectClazs tap
- OU=Domain Controllers ob!eclEIass persoh )
- CN =ForeignS ecurityPrincips ohjectClaszs arganizationalPersan
- CH=Infrastructure obiectClass user
. CM=LosténdFound ch Adrministrator
- CM=Microsoft Exchange Sy distinguishedM...  CM=Administrator, CM=Uzers, DC=vicorp, DC=videninzight D C=
+]- CN=Program Data shiMacoount...  viadmin
+ CH=5nstem ohjgctCateqary CH=Person, CH=5chenma CH=Canfiquration, D C=vicarp D C=vi
+)- OU=TechPCs
+- OU=Testrit
=) CH=Users
i CM=ACTuser
CM=Adminiztratar
CH=Alan Mareyna
Ch=alan W axenberg
CM=alex Flick
i CH=Alex Liu i
4 : ﬁr . —1 3 o mnr 3
QK. l I Cancel
17. Click Browse to select a user or group from the list.

18. Select the user or group and then click OK.
19. Click OK again.
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User &ssigrment
WL GTDUFIS

I1ze the list below to determing which uzer accounts have access
to the spstem.
Azzigned uzers for thiz systen:
Ilzer Mame Darnain
awilliarnz wicorp.videoinzight. net
jhLzzey wicorp.videoingight. net
ajung wicorp.videoingight. net
4 | m | »
Properties [ Add ] [ Femove ]

[ k. ][ Cancel ][ Apply ]

TE ser Assignment
& g 5
Groups

Uze the lizt below ta determing which groups have access the
sypztem,
Agzigned groups for thig spsten:
Group Mame Dramain
qa wicorp. videoinzight. net
Camera Integration wicorp. videoinzight. net
Diistribution wicorp, videoinzight. net
i Tl | *
[ Add ] [ Remove ]

[ k. ][ Cancel ][ Apply ]
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1. Click Apply and then click OK.
2. See Monitor Station User Manager for more information on how to import these users and
groups.

See Login for more information on how to login.

Entering an invalid user or group name displays an error message as shown in Figure below.

-

Ass5ign Group @

|' & ) Group cannot be found in the directory. Check the group name
'Sl foraccuracy.

Removing users or groups

To remove Active Directory users and groups:

& Metwark Optians e
bAulti-Metwork, Card Support Connection Port
Select Metwork Card Communication Port | 4011 =
10.10.1.200 -

Directary Support

Server: wicorp.videoingight. net i odify zettings
Credentials: wicorphawilliams
Authonized Uzers
and Groups ﬁ’:f Give uzers of groups access to the system
I zer Permissions W) View effective permissions
] | | Cancel
1. On the Network Options screen click Give users or groups access to the system.
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H User Assignment

|Jzers Groupz

00y tothe spstem,

Azzigned uzers for this spsten;

Q Ise the list below to determine which user accounts have access

IJzer Mame
ajung
jhuzzey
awilliarmnz
bareermay
coarcia
daraeher
atran

4

1

Dromain

vicorp. videoinzight. net
wicorp. videoinzight. net
vicorp. videoinsight. net
wicorp. videoinzight. niet
wicorp. videoinzight. niet
wicorp. videoinzight. niet
vicorp. videoinzight. net

k

)

[ Add ] [ Remave ]
[ Ok ] [ Cancel ] [ Apply
2. Select the user or users to remove and then click Remove.
3. Click Apply.
4, Click OK.

Viewing user permissions

IP Server and Active Directory are highly integrated. You can view the same user permissions using both.

You can view user permissions in several places: Network Options, Add User and Monitor Station User

Manager.
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@ Metwork Options
3 P

kdvalti-Mebwork, Card Support Connection Part

Select MWetwark Card
1010.1.200 -

Communication Part (4011

Directary Suppart

Server

wicorp. videningight. net kodify zettings

Credentials: wicorphawiliams

Authorized Users

and Groups @:_ Give uzers of groups access bo the spstem

U zer Permissions @ View effective permizsions

ak. ] [ Cancel

1.

@ User Permissions

User Name

Group Membership | Effective Permissions

On the Network Options screen click the View effective permissions.

Group

Type

Enter the user name and then click View.

Close
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'@ User Perrmissions

User Marne

Group Membership | Effective Permissions

(= e ==

Group

Administratars
Authenticated Users
Blackboard

Build

DEY

Development
Darnain Admins
Darnain U zers
Evemone
HelpDeskl T
operations

Release

Remote Deskiop Users

Taskinn

4

L

Type

Active Directary
Active Directary
Active Directory
Active Directorny
Active Directory
Active Directony
Active Directory
Active Directary
Active Directary
Active Directory
Active Directorny
Active Directory
Active Directony

Artiva Niracban

m

Close

The Group Membership tab displays all Active Directory groups the user belongs to. You cannot make

any changes on this tab.

The Effective Permissions tab displays all IP Server items the user has access to. You cannot make any

changes on this tab. See User Manager for more information on modifying user permissions in Monitor

Station.
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@ User Perrnissians

I1zer Mame

jhitcaornb

Group Membership | Effective Permizzions |

E=N(ECH =)

I arne Type
10.10.1.159 - Axiz - Model: 226FD Camera
10.10.1.1532 - Acti - Model: KCM7211 Camera
10.10.1.748 - Axiz - Model: Camera
10.10.1.161 - IP Camera/Encoder: MWVETO0 Camera
10.10.1.158 Camera
10.10.5.253 axiz 225fd Camera
10105146 ivo ipf142 Camera
10.10.1.245 - Auiz - Model: P3343 Camera
10101136 - IQEve - Model: 100425 Camera
Facility kMap Facility bap
one Layout

Source

[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer
[Jzer

Name: Lists the object names the user has access to.

Type: Lists the object type the user has access to.

Cloze

Source: Lists the source of the permission; in this example, the user was created individually and

granted permissions exclusively, not as part of a group.

To view permissions from the User Assignment screen:

1.

On the Network Options screen click Give users or groups access to the system.
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B User Assignrment X

dzers GTDUFIS

l,-? IJze the list below to determine which user accounts have access
: b the systern.

Agzigned wzers for thig spstem:

Idser Mame D omain

ajung wicorp. videoingzight. net

bgreenway wicorp. videoinzight. net

huzzey wicorp. videoinzight. net

awilliams wicorp. videoinzight. net

4 I 3

Froperties | Add | | Femove
[ ] ] | Cancel |
2. Select a user name and then click Properties.

o= swilliams EI@

Group Membership
— List of Active
Administrators

Authenticated Users Directory groups
Camera Integration
CDsetup ReadONLY the user belongs
Dornain Ugers to.

Everyone

(1,

Release

Remate Desktop Users
Testing

Thiz Organization
Uzers

Yideoinzight

| Cloge |

3. The Group Membership screen displays a list of Active Directory groups the user belongs to.
Click Close.
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LDAP (Lightweight Directory Access Protocol)
LDAP is the information technology standard way of accessing a directory service over a TCP/IP network.

Active Directory is Microsoft’s directory service. Some other directory services are Novell eDirectory and
OpenLDAP. Directory services store, organize and provide access to information in a directory containing
information about users, computers and permissions.

LDAP uses Distinguished Name (DN) as the syntax to identify objects in the directory. The DN is
composed of four discrete name parts:

° CN — Common Name — For example, Jane Doe

. OU - Organizational Unit — For example, Sales

o DC — Domain component — For example, mydomain
° Domain component — For example, net

The DN reads from left to right, from the most specific part of the node to the least specific node on the
right. The root of the DN is actually the last two parts (for example, mydomain.net).

See Active Directory for more information on managing users using LDAP. The process to manage users
in both systems is the same.

CheckSum
The checksum logic incorporated into Video Insight software prevents modification to recordings that

can be made using other software. This feature guarantees the authenticity of the recording and
ensures the delivered recording has not been tampered with. This is important when using recordings as
evidence in legal proceedings. Video Insight uses MD5 checksum logic.

Enabling this feature is processor intensive because the server decompresses and recompresses each
image to interlace the watermark. You can interlace the watermark into clips or full recordings. The
watermark is invisible to the naked eye and can only be verified using our Standalone Player utility.

Enabling CheckSum Watermark

Start Monitor Station.

Select a camera from the left navigation tree.
Right-click the camera node and select Properties.
Click the Record tab.

e
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5. Click the Advanced tab.

(®) Setup and Configuration- Modify settings for camera: 10,10,1,159 - fxs - Model: 225FD @

| Generall Record |Advanced I b otion Settings | Wideo Settings I Optional Controls I Privacy £one | Contact Inh:lmatiunl

Resalution IUSE Camera 5etting v] Capture Quality Il_lge Camera Setting v]
Recard |10 5 Per |Second - Recording Type IMDtion Only v]
Audi Li Fecord Audi Fecord &lways at TFPS and increase to
e Wy ] sty (= zpecified FPS on mation
Capture Farmat IMF'EG4 [RTSP) vJ
Advanced Recording Options tation Buffers

il Calculate Motian Detection when Recording Always to populate Mation Buffers are only used when

alarnr log.  This may increase CPU utilization. recording on motion only.
Inzert Watermark, on all raw video files at capture. This iz nok required to Pre Motion [0 & Seconds

inzert "Watermaks when creating clips and increases CPU utilization,
Tranzcoding O ptions

When captunng MJPEG, image: can be compreszed to reduce the file
size but iz processzor intensive.

[T] Enable Tranzcoding

Fost Mation |2 (5 Seconds

Transcoding Cluality | Usze Camera Setting - Camera D 1487401551
[ Ok l I Cancel I I Lpply
6. Check the box to Insert Watermark on all raw video files at capture.
7. Click Apply and then click OK.

You can verify a video has not been tempered with by using the Standalone Player utility provided in the
full DVD download for your operating system type.

Verifying a CheckSum Watermark

1. Start the Standalone Player utility (also called Video Insight Standalone Media Player).
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@‘u’idenlnsight Media Player EI@

File  Miew  Help

4« < m N 5y np

2. Click the File menu and then select Open to navigate to the file that needs verification.
3. Select the file and then click Open.
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@ Video Insight Media Player =

File  View Help

4, Click the File menu and then select Check Water Mark.
5. The player will check the file and if the video is watermarked and has not been tampered with, it
will display a verification message. Click OK.

YWideo Insight Media Player @

“atermark Yerified |

6. The player displays a different message if the file does not have a watermark or has been

tampered with.
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Yideo Insight Media Player

Wiatermark Mot Werified !

System Log

Reviewing the System Log is a good way to identify user actions, server and camera messages as well as

obtain any error logs which can aid in troubleshooting.

You can access the System Log from several areas of the application, but the functionality and available

actions are the same.

1. Start the System Log.

ijstem Log ¥iewer

Fil=  Edit  View

= 5 | 1P Server -10.10.5.100

34 Find

~ Gystemlog -

I[=] E3

|12£31£2D11 'I |

Time

teszage

Source

12/29/2017 11:20:43 Ak

Administrator haz logaged inoat 1120 A8 - 12/25/2011

CommandChannel. GetServerClass

12/29/2011 357:26 AM

Administrator haz logged in at 357 Ak - 12/25/2011

CommandChannel. GetServerClass

12/28/2M11 331:18 PM

10105207 - Axiz - Model: P3301 (T010.5.201) is down

GeneralTimerClazs. CheckStreamsSt...

12/28/2011 3:29:48 PM

10.10.5.204 - Axiz - Model: P3301 [10.10.5.204) is down

GeneralTimerClazs. CheckStreamsSt...

12/28/2M11 329:33 PM

10.10.5.200 - Axiz - Model: P3301 (10.10.5.200) is down

GeneralTimerClazs. CheckStreamsSt...

12/28/2011 12:34:17 P

Administrator haz logged in at 12:34 P - 12/28/2011

CommandChannel. GetServerClass

1242872011 11:23:33 &AM

Administrator haz logaged inat 11:23 A8 - 12/28/2011

CommandChannel. GetServerClass

12/28/2011 3:593:46 AM

Administrator haz logged in at 359 A8 - 12/28/2011

CommandChannel. GetServerClass

12/28/2011 353:42 AM

Administrator haz logged in at 353 A8 - 12/28/2011

CommandChannel. GetServerClass

12/28/2011 3:35:33 AM

Administrator haz logged in at 835 A - 12/28/2011

CommandChannel. GetServerClass

12427721 22747 PM

Yideo Server started at 2:27 P - 12/27/2011

Initialization

12/27/2M1 227:45 PM

W arning: Server has started in Demao mode.

Initialization

12/27/2M1 2220034 PM

Administrator haz logged inoat 220 PR - 120272011

CommandChannel. GetServerClass

12/27/2M1 21237 PM

Administrator haz logged inat 212 PR - 120272011

CommandChannel. GetServerClass

12/27/2M1 1:27:07 PM

Administrator haz logged inoat 1:27 PR - 120272011

CommandChannel. GetServerClass

12/27/2M1 12:15:23 P

Administrator The servers properties were updated 12015 P - 124277

CarrmandChatingl. U pdateS erver

12427721 11:36:57 A

Administrator haz logaed inoat 1136 Ak - 120272011

CommandChannel. GetServerClass

< Page 1 of 1

(]9 |
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Note

The number of pages available and saved in the database
depends on the System Log setting. You can change this setting
on the Advanced Tab of Server Properties. The default is 30
days and the maximum is 1000 days.

i = The Save icon exports the System Log. Clicking it displays three options:

Hﬁystem Log Repork

Select the type of repart that wou would
ke to create. Then prezs OF. to continue.

Repart Type

" Prirter
% File
" Clipboard

k. I Cancel

B
=# = The Refresh icon refreshes the System Log.
IP Server -10.10.5.100 =
= This drop-down menu selects the server. All servers added to
Monitor Station with a status of Connected display here. However, if you are using the IPSM Diagnostics

System Log all servers in a shared database will appear, regardless of their connection status.

SLolss - This drop-down menu selects the type of log to view. System Log is the default.

34 = The field next to this icon allows you to search for a specific string.

|12£31£2D11 j = The calendar control selects the “through” date of the logs. For example, when
12/31/2011 is selected all logs available up to and including 12/31/2011 display.
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System Log Entry

Message Source Explanation Resolution
Warning: Server has started in Initialization A reminder that this Upgrade to a fully
Demo mode. server is in Demo mode licensed version to
avoid this message
Video Server started at 2:45 PM - | Initialization Message will appear each | Informational

12/22/2011

time the server is started
whether manually or using
Auto Restart

message

Administrator has logged in at
2:45 PM -12/22/2011

CommandChannel.Ge
tServerClass

User logged in to Monitor
Station

Informational
message

Administrator The servers

CommandChannel.Up

Administrator happens to

Informational

properties were updated 12:15 dateServer be the user (security is message
PM -12/27/2011 likely off) that updated
server properties
ErrCode: O -Fail to write file: (10:0:8) Camera failed to write to Check permissions:

c:\video\127.0.0.1-
1963630245\12.31.2011\18h17m
14s.avi

path listed

could be due to an
invalid path, the
folder may have
been moved or
rights to write to
that folder have
changed

Cannot delete
folder:(c:\video\127.0.0.1-
1794956641\12.22.2011)

GeneralTimer.CleanDr
ive()

Deletion routine is unable
to delete the folder

If one of the files is
currently being
viewed or is locked
for another reason
the folder cannot be
deleted. The server
deletion routine will
now revert to
deleting one file at a
time in this folder
instead
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Video Server Task: DIO-Alarm Log

Task Manager

This entry is due to a rule
that was just triggered

Informational
message

10.10.5.151 - Axis - Model: P3301
(10.10.5.151) is down

GeneralTimerClass.Ch
eckStreamsStatus

Camera streaming is down

The server will
continue to attempt
to restore
connection.

Could not find a part of the path
'c:\video\10.10.5.148-
453894083'.

System.lO.__Error.Wi
nlOError(20:0:1)

Unable to find write path

Check the path and
that the camerais
indeed still added to
the server with that
Camera Unique ID

Restart Request

CommandChannel.Re

A client has requested a

The next time the

moveCamera server restart IPSM is running it
will process the
request
automatically
Video Server was shut down at Board.Close The server was properly Each time a server is

2:58 PM - 12/22/2011

shutdown

stopped either
manually or using
Diagnostics this
informational
message will
appear.

10.10.5.212 - Hikvision - Model:
Universal (10.10.5.212) is restored

GeneralTimerClass.Ch
eckStreamsStatus

Camera connectivity is
restored

The server was able
to resume
connection.

Object reference not set to an
instance of an object.

Videoinsight.LIB.Acces
sControl_BlackBoard.
CheckForNewEvents(
200:0:45)

Access Control Blackboard
is configured for specific
cameras and constantly
checks for new alarms.
The camera can no longer
be found, it was removed
from the server.

Change the camera
in Blackboard or re-
add the original
camera to the
server.

No Security granted user
JWhitcomb permission to map
Facility Map (ID:1073740123)

CommandChannel.Us
erUpdate

Security was off on this
server when the
JWhitcomb user was

Informational
message
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10:57 AM - 12/31/2011

granted access to a Facility
Map

vicorp.videoinsight.net\swilliams
has logged in at 6:39 PM -
12/31/2011

CommandChannel.Ge
tServerClass

A user logged in with
Active Directory or LDAP
and security was on

Informational
message

vicorp.videoinsight.net\swilliams

CommandChannel.Up

Specific LDAP or Active

Informational

updated camera properties dateCamera Directory user made message

at 12/31/2011 2:29:22 PM: changes to a camera

Camera login,

vicorp.videoinsight.net\swilliams | LDAP Authentication Prior to actually logging an | Informational

[GetUserGroupMembership]

Active Directory/LDAP
user login in the server
authenticates the user
against Active
Directory/LDAP

message

Access to the path 'C:\Program
Files\VI Enterprise\Enterprise
Service\app\mycamera.bin'is
denied.

System.lO.__Error.Wi
nlOError(9:0:1)

The action performed at
this time did not have the
right access to write to
that folder

Check the user
logged in, they
should have local
admin rights

Login successful for User ID
administrator User Address : ::1

WebClient

With security enabled
Web Client users logins
are also captured

Informational
message

A New Camera was added at
12:41 PM -12/2/2011

CommandChannel.Ad
dNewCamera

User added a new camera
to this server

Informational
message

Alarm Log

The Alarm Log is a list of all motion events for all cameras set to Motion-only recording or Record Always

with the Calculate Motion Detection When Recording Always option selected on the Record tab.

1. Start the System Log.

2. Click the View menu and then select Alarm Log.
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@System Log Yiewer El@

File  Edit  Wiew

= 5 | 1P server-10.10.1.201 - Alarmlog }%,Findl:l 1231201 [

Camera Mame Duration Description 1
10101153 - Acti - Model: .. | 1212 Mation iz detected ot a specific camera

1243172017 8:21:34 PM 101001153 - Acti - Model: . | 127s Motion iz detected on a specific camera £

1243172017 31532 P 101001153 - Acti - Model: . |121= totion iz detected on a specific camera |

1243172017 81731 P 101001153 - Acti - Model: . | 1212 Matian iz detected ot a specific camera

1243172017 81530 PM 10101153 - Acti - Model: ... | 120 Mation iz detected ot a specific camera

12/31/2011 81207 PM 10101153 - Acti - Model: ... [(121s Maotion iz detected on a specific camera

1243172017 8:10:05 P 10101153 - Acti - Model: . | 122 Motion iz detected on a specific camera

1243172017 8:08:04 Phd 101001153 - Acti - Model: . | 120= totion iz detected on a specific camera

1243172017 8:08:02 P 10101153 - Acti - Model: ... | 1222 Mation iz detected ot a specific camera

12/31/2017 8:04:01 P 10101153 - Acti - Model: ... [(121s Maotion iz detected on a specific camera

1243172017 8:02:00 PM 10101153 - Acti - Model: . | 127= Motion iz detected on a specific camera

12431742011 7:55:59 P 101001153 - Acti - Model: . | 120= totion iz detected on a specific camera

1243172011 7:57:53 PM 10101153 - Acti - Madel: .. | 123 Mation iz detected ot a specific camera

12/31/2011 7.55:51 PM 10107153 - Acti - Model: ... (1225 Maotion iz detected on a specific camera

1243172011 7:53:47 P 10101153 - Acti - Model: . | 124z Motion iz detected on a specific camera

1243172011 7:51:46 P 101001153 - Acti - Model: . | 121= totion iz detected on a specific camera

12431720171 7:45:44 PM 10101153 - Acti - Model: . | 1222 Matian iz detected ot a specific camera

1243172011 7:47:43 PM 10101153 - Acti - Model: .. |121= Mation iz detected on a specific camera -

< Pagelof20 >

Please Note: The number of pages available and saved in the DB depends on the Alarm Log setting in
Server properties, Advanced tab, discussed on page 39; the default is 30 days and the maximum is 1000
days.

The camera name and event duration displays for all motion events. You have several options on this
screen.

[ = The Save icon exports the Alarm Log. Clicking it displays three options:

:G:E:.rstem Log Report x

Select the type of repart that you would
ke to create. Then press OF. to continue.

Report Type

i~ Printer
i* File
" Clipboard

ak. I Cancel |
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B2
=# = The Refresh icon refreshes the Alarm Log.

IP Server -10,10.5,100 - .
= This drop-down menu selects the server. All servers added to

Monitor Station with a status of connected display here. However, if you are using the Diagnostics
System Log all servers in a shared database will appear, regardless of their connection status.

ESLolss - This drop-down menu selects the type of log to view. System Log is the default.

44 = Search functionality is disabled in this view.

|12£31£2|:|11 j = The calendar control selects the “through” date of the logs. For example, when
12/31/2011 is selected all logs available up to and including 12/31/2011 display.

Cameras
IP Server supports over 2300 cameras. Video Insight adds support for new cameras as part of its ongoing
development process.

Adding cameras

Note

You can also access Server Properties by right-clicking the server
name in the left navigation tree and selecting Properties and
then Cameras.

You can add cameras during or after an install or upgrade.

Start Monitor Station.

Enter the user name and password if Security is enabled or click OK to login.

From the main dashboard navigate to Administration and then Setup and Configuration.
Select your server from the left navigation tree.

Click the Camera tab.

vk wnN e

Automatically
This wizard searches your current network segment for online IP cameras. When it detects one it
examines the MAC address to determine the manufacturer. It then accesses the camera using the user

name and password. If the camera responds successfully , the software obtains the camera model.

On the Cameras tab click Auto Discovery. The figure below shows a sample result.

Manually
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On the Cameras tab click Manual Add.

Camera Name: Enter the camera name or IP address. The default is Camera Name.

Note

For PTZ capable cameras a “Disable PTZ” checkbox will also
appear. Check it if you need to disable PTZ for users. Disabling
PTZ also disables PTZ Presets.

Time Stamp: Use this option to stamp all recorded video with the server time. If you select “Burn Time
Stamp on Video” and the camera does not support this feature, the server will do it; however, this uses
additional CPU which can affect overall performance.

Manufacturer and Model: Choose the manufacturer and model of the camera here. The software
supports a wide variety of camera models from major camera manufacturers. Every camera has its own
mechanism for communicating with the server. Selecting the correct model informs the system with
specific information about the camera such as communication method, DIO support, compression type
and whether it supports audio. If your camera model is not found, try the ONVIF universal protocol
offered on most cameras.

IP Address: Enter the camera’s IP address or domain name. If entering a domain name, do not include
http:// or www.

Camera Credentials: Enter the camera’s user name and password. Some manufacturers require
credentials to view live images and others only when modifying camera settings. Video Insight
recommends entering credentials when security is enabled on the camera for proper integration and to
configure certain features on the camera such as side motion detection or camera flip.

Shared IP Address: This checkbox should be used with cameras such as those from Arecont. Arecont is a
four lens camera available in 180- or 360-degree views that use only one license. Adding it to the system
requires entering the camera information four times, selecting a different channel number (1-4) each
time. If you are adding a single lens camera leave this box unchecked.

Alternate Ports: If you are adding a camera or encoder that reports to a port other than the standard
port of 80, change it under this section. Check the box for Alternate Ports and enter the proper port or
ports.

Web Access: The Web Access link becomes active after you add the camera’s information. Click it to
verify camera connectivity. Camera manufacturers use different interfaces and setup functionality at the
camera level. Clicking the link displays an image of the camera. If no image displays, the most likely
reason is an incorrect IP address or credentials.
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Removing cameras

Note

Cameras are never truly deleted; they become unassigned. To
add a deleted camera to another server sharing the same
database click Load to view Unassigned Cameras.

To remove a camera:

Start Monitor Station.

Enter the user name and password if Security is enabled or click OK to login.

From the main dashboard navigate to Administration and then Setup and Configuration.
Select your server from the left navigation tree.

Click the Camera tab.

Double-click the camera to be removed from the Cameras to be Monitored pane. The camera
now displays in the Unassigned Cameras pane.

7. Click Apply and then OK.

ok wnN PR

Modifying camera details
You may need to modify or tweak camera details after installation or as the environment changes. You

may also need to apply new camera firmware. To modify camera details:

1. Navigate to Administration and then Setup and Configuration.
2. Expand the All Servers node from the left navigation tree.

Page 209 | Video Insight © 2014



Video Insight Administrator Guide

IP Server v5.5

:(}:Setup and Configuration- Modify settings for camera: 10.10.1.238 - Axis - Model:

|»

Bl Al Servers
45 1010.1.175
1 i
o8] 10.10.1.151 - ON
28] 10101 76 - IP [y
42m] 10.10.1.245 - di
28] 10.10.1.136 - 10E
gem] 10.10.1.184 - A
10.10.1.148 - i
10.10.1.243 - i
@] 10.10.1.173 - ON
o] 10.10.1.152 - i
8] 10.10.1.166 - IGE
8] 10.10.1.161 - P {
8] 10.10.1.127 - ON
8] 10.10.1.158 - St
] 10.10.1.159 - &
m] 10.10.1.153 - At
7m] 10.10.1.29 - 0Ny
kem
78] Gym - South Side
stardot demo

Time Stamp

Diizplay Options

Camera Name I‘I 010.1.238 - Auis - Model:

General |F|ec:0rd| Advanced | Mation Settings | Yideo Settingsl Optional Eontmlsl Frivacy Zone Maintenancel

Camera Information

b arufactirer IAxis

tadel IAxis MJPEG Camera

IP fddiess [10101.238

[T Shared IP &ddress

[T &lemate Ports

Usger Mame  |root
Password |

Camera Mumnber IU 3:

HTTF &0 =

RTSP |554 3:

Burn time stamp in video j

FTF |21

=

28] Gym - South Sids

web Access: http 10101, 2385

B4 IP Server 4.3

Login Errar - IP Serve
. P LTI

[ o ]

Cancel

Apply

Each tab is explained in detail below.

General tab

General | Hecordl Advanced | Motion Settings | Video Settingsl Optional Eontrolsl Frivacy Zone Maintenancel

Camera Marme |1D.1 0.1.238 - iz - Model:

Dizplay Optiohs

Time Starmp | Bum time stamp in video

Camera Information

Manufacturer |A:-:is

todel IA:-:is MJPEG Camera

[
[

IP ddress [10.10.1.238

|Jzer Mame Iroot

sz

Paszword

[ Shared IP sddress

Camera Mumber ID Ej

[T Ahemate Parts
HTTF |au 5: FTP |21 3:

RTSP |554 EZ

Web Access httph10.10.1.238:80

Camera Name: Enter the camera name or IP address. The default is Camera Name.

NOTE: For PTZ capable cameras a ‘Disable PTZ’ checkbox will also appear, check it if you’d like to disable
PTZ for users. Disabling PTZ will also disable Presets.
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Time Stamp: Use this option to stamp all recorded video with the server time. If you select “Burn Time
Stamp on Video” and the camera does not support this feature, the server will do it; however, this uses
additional CPU which can affect overall performance.

Manufacturer and Model: Choose the manufacturer and model of the camera here. The software
supports a wide variety of camera models from major camera manufacturers. Every camera has its own
mechanism for communicating with the server. Selecting the correct model informs the system with
specific information about the camera such as communication method, DIO support, compression type
and whether it supports audio. If your camera model is not found, try the ONVIF universal protocol
offered on most cameras.

IP Address: Enter the camera’s IP address or domain name. If entering a domain name, do not include
http:// or www.

Camera Credentials: Enter the camera’s user name and password. Some manufacturers require
credentials to view live images and others only when modifying camera settings. Video Insight
recommends entering credentials when security is enabled on the camera for proper integration and to
configure certain features on the camera such as side motion detection or camera flip.

Shared IP Address: This checkbox should be used with cameras such as those from Arecont. Arecont is a
four lens camera available in 180- or 360-degree views that use only one license. Adding it to the system
requires entering the camera information four times, selecting a different channel number (1-4) each
time. If you are adding a single lens camera leave this box unchecked.

Alternate Ports: If you are adding a camera or encoder that reports to a port other than the standard
port of 80, change it here. Check the box for Alternate Ports enter the proper port or ports.

Web Access: The Web Access link becomes active after you add the camera’s information. Click it to
verify camera connectivity. Camera manufacturers use different interfaces and setup functionality at the
camera level. Clicking the link displays an image of the camera. If no image displays, the most likely
reason is an incorrect IP address or credentials.
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Record tab

General Fecord |.~'l'l.d\-'an|:ed| Mation Setting&l Video Setting&l Optional Eu:untn:ul&l Privacy Zu:unel Maintenancel

Rezalution ILlse Camera Setting j Capture Cuality IUSE Camera Setting j

Record |1D ﬁ Per ISecand j Recarding Type IMDtiDn Ornly j

Record Always at TFPS and increase to
specified FPS on motion

Capture Format IMJF'G j
Advanced Recording Options kation Buffers
Calculate Mation D etection when B ecording Always to populate b otion Buffers are only used when
alamr log. This may increase CPU utilization. recording on motion only,
Ihzert W atermark an all raw video files at capture. Thiz is not required to g I?‘
r inzert Wwatermaks when creating clips and increases CPU utilization. Fre Motion Jo = Seconds
Transcoding Options Post Motion IE Besarh

Wwhen capturing MJPEG. images can be compressed to reduce the file
zize but iz processor intensive.

[T Enatle Transcoding

Tranzcoding Quality IUse Camera Setting j Camera ID I4DSHEE|83

Resolution: Most cameras can support multiple resolutions. You can change camera resolution using the
Web Access link. You can also change camera resolution without going to the camera itself.
Unfortunately, camera manufacturers have different ways of expressing resolutions. For example, Axis
expresses resolution in CIF, 2 CIF, 4 CIF and D1 whereas ACTi expresses resolution in more common
terms such as 1280 x 1024 and 640 x 480. Resolution settings in this option are more generic and are
mapped to the appropriate resolution based on the camera. You can select from Lowest to Highest, as
well as the default setting of Use Camera Setting. Video Insight recommends using the highest setting
for high resolution cameras. You cannot change the resolution if this option is not available.

Record and Per: The software can capture images at between 1 and 30 frames per second (FPS). The
higher the FPS, the more fluid motion will be. A higher FPS setting requires more storage. Adjusting FPS
settings per camera optimizes storage space. These values do not represent what the camera is
producing, but what the server is willing to accept. Available bandwidth and camera performance may
result in a FPS lower than what is set, but never higher. “Frames Per” defaults to seconds, but you can
also choose Minute, Hour or Day. This is useful in time lapse situations.

Capture Quality: If the camera allows it, this setting modifies its capture quality. Settings range from
Lowest to Highest. You can also select Use Camera Setting, which defaults to the camera’s native
setting. The higher the quality the image, the larger the image size. If the camera does not have settings
for quality, this option is unavailable.
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Note

Audio options will appear if the camera supports audio. Enable
Audio — Capture live and listen using Monitor Station. Record
Audio — Capture Live and Record with Video. Note that Enable
Audio must be set in order Record Audio.

Recording Type: There are four recording type options. The default is Motion-only.

Record Off: Images are not recorded but live images are still available. If the camera offers live audio, it
is also available if selected.

Record Always: Images are recorded 24 hours a day, seven days a week. This setting consumes a lot of
storage. See Storage Consideration for more information on storage consumption.

Motion-only: Images are only recorded when motion is detected. Motion sensitivity depends on motion
zones, camera environment and sensitivity settings. Camera Pre and Post settings are also taken into
account. See the Motion Settings tab for more information on motion settings.

Schedule: Images are recorded per a defined schedule. This setting is useful in reducing storage
consumption when combined with Record Always. Selecting Schedule displays a Config button next to
Recording Type. To setup a Scheduled Recording Type:

1. Click Config.

Camera schedule

Scheduled recordings are done by starting with the camera in the off poszition.
Then add the scheduled times for recording always, and recording with motion.

Schedule(z) for record ahways

Mame | Type

Modity Delete | add

Schedule(z) for record motion

MNarme | Type
Modiy Detets | add |
Ok I Cancel I
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The process to add a schedule to record always and record motion is the same. Record motion takes
into account the Pre- and Post-motion settings of the camera.

1. Click Add.

8l rules wizard - schedule

General Information

Tupe IWeekI_l,l e l

Weekly Scheduled Days
- Monday - Thursday - Sunday
r Tuesday r Friday

- Wwednesday r Saturday

Scheduled Time
Stk | 10000PM =
End: [zoooopw =
ok I Cancel |

2. Enter a schedule name.
3. Select the occurrence type.
a. Weekly- The camera will record weekly on the days selected. Holidays are not taken into
account.
b. One Time- The camera will record one time on a scheduled day with beginning and ending at

specified times. Should the rule not be able to run due to Server or Network problems, the rule will NOT
execute.

C. Daily- The camera will record on a selected day, week day or weekend day. Holidays are not
taken into account and the rule will execute as usual.

d. Monthly- The camera will record monthly on a specific date or dates. You can also combine a
day with its recurrence, such as the fourth Friday of every month.

4, Enter the start and end time.

You can setup more than one schedule and type for each camera. In effect, the software is actually
setting up a rule in Rules Manager. See Rules Manager for more information on setting up rules.

Capture Format: This option sets the format the camera uses to stream video from it to the server.
Cameras vary in the formats they offer, as well as the number of streams allowed per format type.
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Note

Drop-down lists, as well as their values, on the Record tab will
change depending on the camera type selected due to the
available capabilities of that camera.

MJPG: MJPG format creates the largest file sizes due to the raw images received from the camera. If
your camera only supports this format you may want to consider Transcoding for more efficient storage
utilization; however, Transcoding is CPU intensive. See Transcoding for more information on this
feature.

MPEG4: MPEG4 format images are slightly more compressed than MJPG format, but still much larger
than current formats. MPEG4 absorbed many of the features of MPEG1 and MPEG2 and other related
standards as well as AAC standardization for audio compatibility.

H.264: H.264 format is the current standard for streaming images from IP cameras. This format adds
video compression used for HDTVs, Blu-Ray and other high quality video. It allows for higher quality with
a lower bit rate, lower storage consumption and improved audio capture and playback.

In some cases you may notice a capture format with RTSP appended to it. Where this appears, Video
Insight modified the capture format protocol to bridge the gap between the thin support provided by
the Software Development Kit (SDK) and our customer’s needs. The RTSP class offers tighter integration
and avoids some known bugs when using the manufacturer-provided SDK. The RTSP class is not
available or needed for all camera models and manufacturers.

Record Always at 1 FPS: This option is best used in conjunction with Motion-only recording. Its purpose
is to combine the benefits of Record Always (no missed events) with Motion-only (only events).
Recording always at one FPS reduces the storage consumed by Record Always yet still ensures smooth
playback by switching to the higher frame rate defined in the Record field.

Calculate Motion Detection When Recording Always: Select this option to go with Record Always when
you want the server to calculate motion percentages and include them in Timeline view and Media
Player as motion events. Doing so increases CPU utilization, but accessing motion events immediately
instead of viewing video of non-events may be worthwhile.

Insert Watermark on all raw video files at capture: Select this option to ensure video integrity. The
server interlaces all raw images with a checksum that can only be read or verified with Video Insight’s
CheckSum Utility found in the stand alone Media Player. See Security for more information on
watermarking.
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Transcoding: Transcoding was created to mitigate large files created by older cameras utilizing only the
MIJPEG format. Transcoding is a process performed by our server while the images are received and
saved into the AVI container or file. MJPG images are received by the server and converted to WMV
format while simultaneously compressing the images. This is a CPU-intensive process.

Many cameras on one server utilizing Transcoding can greatly affect server performance. Transcoding
quality also determines CPU usage. The higher the transcoded quality the larger the image and thus the
file size.

Motion Buffers: Motion Buffers are used when the camera is using Motion-only and ensures the pre-
and post-motion pictures are also captured.
Standard motion

detection records
+ frames 1,2 and 3 +

Pre Motion ' Post Motion

Note
MPEG4 Capture Format does not use motion buffers.

Camera ID: This is for reference only. A unique camera ID is added to each stream to identify it on the
server. This ID also correlates to the exact folder where the camera’s recordings are saved. Adding the
same camera (as opposed to unassigning and reassigning cameras) creates a unique ID for each
instance. In the case of a four-stream Arecont camera, adding the same camera IP address four times,
once for each stream, creates a different folder of recorded video for each view.
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Advanced tab

Generall Record Advanced | Motion Settings | Wideo Settings | Optional Cantrols | Privacy Zone | Maintenance

Storage Options Camera transmizsion preferences

Digk Space will be configured for the drive selected by the image location. Live Maximum Refresh Rate
Muliple cameras azzociated to the zame drive will uze the zame zettings.
|5 E: Frames per Second

b ax Dizk Space |E| E: [in GE]
Image Location [Cvideot0.10.1.155-191 6672252 Optimize Vidzo Streams

fin ME] % |lze server default
' Low CPU Y High Bandwidth
™ High CPU % Low Bandwidth

Max Filz Size |200 =

Max Disk Space: This option specifies the maximum amount of disk space each camera can use, in
gigabytes. If set to zero, camera recordings will defer to the server disk space minimum before the
deletion logic triggers to delete the oldest recordings.

Image Location: Recordings for each camera can be stored in different folders and across multiple hard
drives. The recording path is a combination of values entered during server and camera setup, and is
specific to the configuration. For example:

C:\video\10.10-1.158-1916672252
The storage

device entered

A system defined

during Server The IP Address assigned

to this camera during

unique ID value

configuration

generated when the
camera is added. Refer

to Camera Unique ID
for details.

camera setup. Refer to
Adding Cameras section.

Max File Size: Each camera records to a unique file that is limited to 200 MB by default. A new file is
created when the limit is reached. Different camera settings will create more or less files as a result. For
example, if you have a camera set to 3 FPS with motion activation, the system might only use one file for
the entire day. In contrast, the same camera set to record always might result in five 200 MB files for the
day. The system creates a new file when the file size reaches the specified size. The system
automatically creates a new file for each camera at midnight, regardless of the current recording file
size.
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Note

The record “time” of the 200 MB files varies depending on
several factors: Bit-rate, Quality, Resolution, Compression
format and Recording type. As a result, some files may contain
only two minutes of video and others two hours of video.

Live Maximum Refresh Rate: This option is used to set live refresh frame rates sent to Monitor Station
or Web Client. Using lower FPS saves bandwidth. This camera-level setting overrides the server’s
settings for this camera.

Optimize Video Streams: This option affects the video streams from the IP Server to Monitor Station
and Web Client. There is a tradeoff between bandwidth utilization and CPU utilization.

When you optimize for a low bandwidth environment, video compression occurs at the server. The
server then sends a compressed MPEG4 image to the Monitor Station and Web Client. When you
optimize for a high bandwidth environment, no compression occurs at the server. Uncompressed
images are sent to the Monitor Station and Web Client.

User server default- This setting defers to server default options.

Low CPU\High Bandwidth- This setting sends uncompressed images directly to the Monitor Station and
Web Client.

High CPU\Low Bandwidth- This setting compresses the image, sends them and then decompresses
them. It allows the system to get a much higher frame rate over slower networks.

Motion Settings tab
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Generall Hecordl tdvanced Motion Settings |Viden Settings | Optional Contralz | Privacy Zone | Maintenance

|Jze the camera motion detection whenever possible to
reduce the proceszzor load on the gerver processor.

7 Server side motion detection

' Camera side motion detection

Server Motion Settings

Ewent Trigger — J— |5

kin LB

- B
J. a0

Senzitivity

Sample Interval

Ewent Trigger Labelz
Zone - 1

Zohe - 3

W' Pause Recaived Image Clear &l Delete Properties

Note
You can create unlimited Motion Zones when using Server-Side
Motion detection.

Camera and encoder motion detection capabilities can differ greatly from model to model. One camera
may offer partial motion detection with multiple zones and another only one motion zone which spans
the entire image.

Pause Received Image: Check this box to pause the received image while you create a motion zone.
Leaving it unchecked can cause the motion zone to flicker while it is being created.

Server side motion detection: Use this setting if the camera does not support side motion detection.
The server compresses each image and is extremely processor intensive.

Camera side motion detection: Use this setting if the camera supports side motion detection. When
camera detection is used, there is no need to decompress the image and server CPU utilization is not
affected.

Server Motion Settings: This setting is only enabled if Camera side motion detection is selected.

Event Trigger: The Event Trigger slider determines how large or small an event or object) the motion
trigger looks for when determining whether something is considered motion or not. Moving the slider to
the right reduces software alertness, causing it to only watch for larger, more distinct changes. Moving
the slider to the left raises software alertness, causing it to watch for less distinct changes. Setting the
Event Trigger closer to maximum generates more recordings. The camera records more events, but
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many can be “false positives.” The sliding bar below the live image shows the current Event Trigger level.
The maximum event or object size is 30. This is 100% of the image area, or a very large event or object.

Sensitivity: The Sensitivity slider sets proximity distance thresholds for any changes to be counted in
determining motion. At high sensitivity, a random pixel change across the picture from another pixel
change would be added to the sum of other changes to determine if motion thresholds have been met.
At low sensitivity, the changes must be in close proximity to other changes or they will be ignored. To
increase sensitivity, move the slider bar to the right. To decrease sensitivity, move the slider bar to the
left.

Sample Interval: This option is only available if Server side motion detection is selected. The Sample
Interval slider determines the interval time in milliseconds the server checks for changes. To increase
the frequency the server checks for changes, lower the value. To decrease the frequency the server
checks for changes, increase the value.

Setting up Motion Zones: Motion Zones are areas created within the image that the camera monitors
for motion. Motion Zones allow for more precise motion detection. When combining Motion Zones with
Motion-Only recording, the camera will ignore certain areas in its view. You can create a Motion Zone in
the Event Trigger Labels section.

For example, you might have an outdoor camera set to record motion overlooking a playground with
many trees. You only want the camera to record substantial movement, like that of vehicles, people and
animals, and not when leaves move on a tree. You can create a motion zone in an area that is free of
trees, focusing on real movement.

To create a Motion Zone:

1. On a camera’s Motion Settings tab draw a square or rectangular shape over all or part of the live
image.

2. After a shape is drawn a zone is added to the Event Trigger Labels section.

3. Create additional shapes for additional zones, up to the cameras maximum. You have reached
the maximum when you can no longer create zones.

4. Click Apply and then OK.

5. You can check the camera’s Web Access to verify the zone(s) were sent to the camera properly.

To modify a Motion Zone:

1. Select the zone from the Event Trigger Labels list.
2. Click Properties.
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:ﬁMutiun Zone Properties
Zone Mame:
IEl:une -1

The lower the Event Trigaer Level the less amount of
mation iz required to tigger an event.

Ewent Trigger Level |1|:| 3: [0- 300
Sengitivity |E||:| 5: [O-100]

Location
Ilze theze values for fine-tuning image areas.

Left IBE] 3: = Width IEB 3: o
Top [42 =% Height [44 =z
] I Cancel
3. Change the zone name or leave it as-is.
4, Select the Event Trigger Level and Sensitivity settings.
5. To fine-tune the image area, change the left, width, top or height settings.
Note

Properly naming zones makes the motion event appear in the
Motion Log with the specified name (i.e., Door Open) rather
than the default of Zone - 1.

You can make a zone more sensitive than the rest of the camera view by setting its trigger level higher;
to reduce a zone's sensitivity, lower the trigger level lower. Setting a zone to zero percent prevents

motion detection from operating in that zone. Setting a zone to zero is useful if there is frequent motion

in part of the image that you want to ignore. You can also manually move or resize the motion zone

using the location settings.
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Video Settings tab

Generall Hecordl Advancedl Motion Settings  ¥ideo Settings | Optional Eontrolsl Privacy Zonel Maintenancel

Image Quality Setings

Brightness [60 | 4] 1|
Hue [50 [4] B
Colar Adjustment

Saturation [0 4] b
Contast [50 ] [4]] 1|
Shapress [50 4] b

RGE Calor Adjustments
Rotate Image Red [50 [4] B
Use Camera Setting =] Green [50 [4] ]
Blue [B0 4] B

You can use the Video Setting tab to modify certain camera settings. The software determines which
settings can be modified based on the camera model. Options that are not supported cannot be
modified.

Note
Most digital cameras use HSV color scheme rather than RGB.

There are generally two ways to defining color: HSV (hue, saturation, value) or RGB (red, green, blue).
Most digital cameras use HSV instead of RGB.

Image Quality Settings:

. Brightness: Brightness is the amount of light in the image. You can adjust image brightness by
moving the slider control. The higher the brightness, the brighter the image.

. Hue: Hue is described with words we normally think of as describing color: red, purple, blue and
so on. You can adjust the camera color to make it more “true” by moving the slider control.

Color Adjustment:

. Saturation: Saturation describes the difference of a color from the gray of the same lightness.
Increasing saturation deepens image colors, making reds redder and blues bluer. Decreasing saturation
brings images closer to a grayscale, making them look more black-and-white.

. Contrast: You can adjust image contrast by moving the slider control.

. Sharpness: Adjusting image sharpness changes its colors in a way similar to saturation, but
reducing sharpness generally makes images look more “flat.”

RGB Color Adjustments: If the camera uses the RGB color model, you can adjust the levels of red, green
and blue in your image by moving the slider controls.
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Rotate Image: Some cameras display an upside down image by default. You can use this drop-down
menu to change how the image displays.

. Use Camera settings: Use the image orientation sent from the camera.
. No rotation: The image is not rotated. If camera rotates the image, the system rotates it back.
. Flip: The image is flipped 180 degrees.

Optional Controls tab

Generall Hecu:un:ll ﬁ.dvancedl P ation Settingsl Yideo Settings  Uptional Cantrols I Privacy Zone | Maintenance

Advanced video settings Dewarping Parameters
Gain style I j [T Use Default
Center ¥ ||:| 3:
Light grabber I j
Center m
ALbogain I j
Radiuz |0 P
Light behawiar I j

Find Parameters |

You can use the Optional Controls tab to manipulate complex features offered by some cameras. For
example, the Sentry 360 camera has de-warping capabilities and feature-specific configuration settings.
In The figure below, the Optional Controls tab shows the enabled controls for this camera feature. See
the appendices for more information on configuring specific camera types.
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Privacy Zone tab

Genelall Recordl Advancedl Motion Seltingsl Yideo Settingsl Dptional Controls  Privacy Zone Main!enancel

™ Pause Received Image

Use the privacy zone settings to block out any video.
Once this is blocked, it will not be visible by either live
or recorded video.

This feature may cause significant processor usage, so
use this only when necessary.

Privacy Zone Labels

Clear All Delete Properties

You can use the Privacy Zones tab to block live images and recorded video from a specified part of the

camera image. Once set, that zone cannot be viewed, recorded or monitored. In addition, if a camera

with a Privacy Zone is set to Motion-Only Recording, motion in the zone will not trigger recording.

Pause Received Image: Check this box to pause the received image while you create a privacy zone.

Leaving it unchecked can cause the privacy zone to flicker while it is being created.

To create a Privacy Zone:

1. From the Privacy Settings tab of a camera start drawing a square shape over the live image on
the left.
2. Use the mouse to left-click and draw a box around the area to be blocked. Enter a name for the

zone that will be displayed on the Privacy Zone Labels list. You can move the zone on the live image to

fine-tune its placement.

3. You can add as many zones as the view field allows.
4, Click Apply and then OK.
5. You can check the camera’s Web Access to verify the zone(s) were sent to the camera properly.

To modify a Privacy Zone:

1. Select the zone from the Privacy Zone Labels list.

2. Click Properties.
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:G:Priiracy Zone Properties

Zone Mame:

IMl:unitcur & Privacy Zone

Location
Ilze theze values for fine-tuning image areas.

Left |25 3: = Width Iﬁz
|2|:| 3: % Height |42 3: i

Top

k. I Cancel

3. Change the zone name or leave it as-is.
4, To fine-tune the image area, change the left, width, top or height settings.
5. Click OK.

Contact Information tab

General' Hecnrdl f—'-.u:lvanc:ed' Mation Settings | Video Settingsl Optional Enntn:ulsl Frivacy Zone Contact Information

Camera Information

Camera Mame IKEM B211E Descrption |Camera is overlooking Science lab, enter room,
on the top left hand comer

Bvilding IScience Building

Flaar Isecu:und City IHDustDn
R oom |31EI State ITexas
Phore  |(713] 621-9773 Country [USA

Contact Information

Primary Contact | Oificer Bert Primary Phone (713 521-3500

Secondary Contact |J|:|e Aldine Secondary Phone |[?1 3] 6219780

Police Murnber |911

Motes  |Firmware Yersion = A10-31145.03.02-4C
MALC Addrezs = 00:0F: 7C:07:83:A1
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You can use the Contact Information tab to identify the camera in more detail. The only information
displayed by default is the camera name. The server administrator can enter the additional camera
information. Click Apply and then OK to save the information.

Maintenance tab

Generall Hecnrdl .-’-'-.dvanu:edl tation Settings | Yideo Settingsl Optional Contrals | Privacy Zone  Maintenance I

Camera Infarmation

Camera Mame  [KCM5211E Vendor JACT]
Model [ACTi KCM-5211 Instaled [12/01/20017  Wananty [1year
Firrmware |.-’-'-.1D-311-V5.I33.I32-.-5'-.I: Other IF'urchased Fram Yideo Inzight on 1741542011
IDF/Switch |IDF-E200/10.4.52.103 Other |Cable Label C1E2 STAIR

Mew Service 124742011 <0fficer Bertx: Camera waz damaged on December 17th by a couple of teenagers, Incident
Record [# 15225-DFH. Called Video Insight and spoke to Joan to order a replacement; ET4A; 2 days)

Service Histary ;I
11415/2001: Camera received by Officer Bert

[~

Caontact Infarmation

Contact |Officer Bert Phone |713-621-9779

You can use the Maintenance tab as another option to enter detailed camera information. The only
information displayed by default is the camera name and model. The server administrator can enter the
additional camera information.

Note

Switching between the two tabs erases all information entered
on the other tab.

Information entered in the New Service Record field is added to the Service History for later review.

Click Apply and then OK to save the information.

Dual-streaming capability
The Video Insight VP encoder series (VP 1, 8 and 16) offers a sub-stream for H.264. This is a useful
option when bandwidth and CPU utilization are a concern. This feature allows you to add the VP 16
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using channels 1-16 in Monitor Station for Live view using one stream of H.264 with lower FPS and
resolution, and add channels 17-32 with a much higher FPS and resolution for recording purposes.

Adding the VP Encoder in this method results in a smoother live view that works best with a less-than-
ideal environment. It provides great quality and the highest resolution possible for recorded video.
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Access controls
Access controls manage entry and exit to monitored facilities. IP Server integrates with a variety of
access controls to provide an enhanced security environment.

S2
Video Insight and S2 certification is another offering to customers that would like to use Video Insight as

a robust, dependable NVR system on the backend with an S2 user interface. This integration requires
Video Insight Server version 4.3.0.40 and higher and S2 version 4.2 and higher. Documentation on how
to configure and use S2 can be found by browsing to the following link for the latest OVID installer and
an integration manual.

http://downloadvi.com/downloads/Current/OVID S2 SERVER.zip

RS2

RS2 is a command line integration you can execute using a batch file or a simple command line. RS2
integration offers a live and recorded view of each camera.

To use RS2 to view recorded video:

1. Access a command line.

2. Enter “DVRViewer -sserverip -c1 -ddate -bbegintime —eendtime”, where sserverip is the server
IP address, ddate is the date in mmddyyyy format, bbegintime is the time point to start the video in 24-
hour hh:mm:ssformat and eendtime is the time point to end the video in 24-hour hh:mm:ss format. For
example, entering

DVRViewer -s10.10.1.213 -c1 -d07062011 -b09:00:00 -e10:00:00

Displays video recorded by server 10.10.1.213 from 9 AM to 10 AM on July 6, 2011 in a stand -alone
player, as shown in the figure below.

57 Cutonszad Fiayoack i s
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To use RS2 to view live video:

1. Access a command line.
2. Enter “DVRViewer —sserverip:portnumber-cl —dlive”, where sserverip is the IP address of the
server and portnumber is the server port number. For example, entering

DVRViewer -s38.100.66.196:4021 -c1 —dlive

Displays live video from server 38.100.66.196 through port 4021 in a stand-alone player, as shown in the
figure below.

Video Insight does not provide support for RS2. Contact RS2 for more information.

DSX
Video Insight supplies an installer for the required files. You can download it from

http://downloadvi.com/ . Integrating Video Insight with DSX gives you live and recorded video as well as
the ability to use your camera’s PTZ presets.

Video Insight does not provide support for DSX. Contact DSX for more information.
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MonitorCast
Video Insight offers MonitorCast integration. The access control capability, hardware, features and

integrations are built into our software. You must have a MonitorCast server running to configure the
integration. You can contact Video Insight Technical Support for instructions on installing a MonitorCast
server. Video Insight supports MonitorCast version 8.8.61 and higher.

You must add the IP Server IP address to the MonitorCast authorized clients list prior to configuring
Monitor Station.

Log on to the MonitorCast server.
Click the Hardware Manager icon.
Click the Lock icon to make changes.
Select the Web Service node.

P wnNheR

P N AR . Y-

Access Events Triggers Graphics Hardware ¥ideo Settings Utilities Hel

D He W WARDIWAREIMANAGER!
[, CFina | 1 Wi

1: EPC: Access Control Driver
atraller (00:18:30)
Press the Lock icon
to Unlock and 1 Controller (00:FE:65)
55 Control Driver
ntroller (00:79:61)
@ z.0.00 EDGE
= :o:i 3 Wideo Insight Driver

- T8 z.0: video Insight ¥
|Pruperties
Auto Start Web Server True lad

make changes

Windows Services Manager  (Click here For mare options)
Website (Click Here ko Conngct)
Website Timer 15

SOK Allowed IP Client(s) 10.10.1.39,10.10,1.202, 10.10.5.... |

EDK TCP Port 2051 I

5. Enter the IP Server’s IP address into SDK Allowed IP Client(s). Separate all IP addresses with a
comma.

6. Note the pre-defined SDK TCP Port number. You will need it when configuring Monitor Station.
7. Click Save.

8. Click the Lock icon to secure changes.

To configure MonitorCast using Monitor Station:
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1. Login to IP Server directly or through Monitor Station.

2. Start Server Properties by clicking on Administration followed by Setup and Configuration and
select the desired server from the left tree.

3. Click the Access Configuration tab.

4, Enter the MonitorCast Server IP address, TCP Port number and Operator user name.

Setup and I:u:unfiguratiu:unl Eamera&l a'-‘«dvanc:edl Health Mu:unitu:url Client ~ Access Configuration | Contact Infu:urmatiu:unl

V¥ Erable access control support Access Control Type IMnnitanast "'I

—ManitarCast Server Connection

MonitorCast IP y 4P I'IEI.'IEI.'I.EH Fort | 2051 Operator Iw‘l'«dmin Test |

address, TCP
port number

2zz Configuration Options ———— 1~ Imported Doorz

Log all card events in the event mation log

DoordDevice Mame | Server | Camnera

and an Log Alarms in the spstem log

administrator

A A ALY

Send alarms to Monitor Station
username

- rrato
’7 |zer I F'asswclrdl

Irnpork I Properties Delete Door Delete Al

5. Click Test. If successful, the system displays the message “Access control system connection
successful.” If unsuccessful, return to step one on the previous page.

6. Click Import. All doors and devices configured in MonitorCast are displayed under Available
Access Control Doors.

7. Ensure the port is allowed on the firewall or Windows Firewall is disabled.
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Door Import
— Awailable Access Control Doars — Imported Doars

%evice.&ddless ‘ DooiDevice Name — ::E)evice Rl ‘ Door/Device Name Server ‘ Camera

1.000.11

1.0013 Door Contact

1.0015 karitor Point #5

1.0016 M onitar Paint #E

1.0017 M anitor Point #7

1.0018 b anitar Point #8 —

1.00R1 Froximity Reader

1.00R2 Prozimity Reader

1.1.011 Door Contact

1.1.0R1 Froximity Reader -

a C

8.

Refrezh |

Select the door or device to import and then click Add.

— Avwallable Access Control Doors —

Door Propetrties

Device Addrezs

| Door/C

Device Address [D I‘I 0003

Door/Device Mame I Door Contact

Froperties | Sunc Mames | Delete Dioor | Delete Al |
Clase |
Door/Device Mame Server £ | Camera =
Door Contact 10.10.1.175 Mot zet
Door Contact 10.10.1.175 Mot zet

Refrezh |

9.

10.
11.
12.

Assoclated Camera 10,101,238 - Avis - Mod 7 | BeEa L
Door Contact 10.10.1.175 ot zet
Remove Camera | oK | ’m Fanitor Paint #5 10.10.1.175 Mot zet
tanitar Point #5 10101175 Mt zet
1.0007 Fanitar Point #7 10101175 Mt zet
1.0008 Fanitar Point #2 10101175 Mt get
1.0.0R2 Proximity Reader 10.10.1.178 Mot et
1.0.0.R1 Froximity Reader 1010.1.175 Mot zet @
x ol

Spnc Mames |

Delete Daoor |

Delete il |

To associate a camera to the imported door or device, click Properties.
Enter a door or device name or accept the default.
Select the camera from the Associated Camera drop-down menu.

Click OK.

To modify MonitorCast using Monitor Station:

1.
2.

Right-click a server from the left navigation tree and select Properties.

Click the Access Configuration tab.
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Setup and Eunfiguratinnl Eamerasl .ﬁ.dvancedl Health Monitor | Client  Access Configuration | Contact Infu:urmatiu:unl

¥ Enable access contral suppart Aoceszs Control Type IMnnitanast j
— MonitorCazt Server Connection
Host IP I'I 0101.91 Part 2051 Operator I.-'l'-.dmir'l Test |
—Accezs Configuration Optionz — Imparted Doors
" ) )
; Log all card.events in the event motion log oo Dovice Mame Carver S "
Log Alarms in the system log Proximity Reader 10.10.1.175 Mot set
W' Send alarms to Monitar Station —
Prosimnity Reader 10101175 Mot set
Priwirnity Beader 10101175 MHat zet
— Photo
Prowirnity Reader 10101175 Mot et
Izer I Pazsward I Y
Prowimity Reader 10101175 Mot zet
Sarnit Hame Test 1010.1.175 10107245 -
Import Froperties Delete Doar Delete Al
3. Select an Imported Door and click Properties.
4, Change the name and/or the camera.
5. Click OK.

If the name of an Access Point changes on the MonitorCast server, click Import on the Access
Configuration tab and then click Sync Names.

BlackBoard

BlackBoard is an integration similar to MonitorCast. BlackBoard requires an ORACLE™ server.
To configure BlackBoard using Monitor Station:

Login to IP Server directly or through Monitor Station.

Start Server Properties by clicking on Administration, followed by Setup and Configuration.
Click the desired server in the left tree navigation.

Click the Access Configuration tab.

Enter the Oracle Connection String.

vk wN e
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Setup and Eunfiguratinnl Eamerasl f—'-.u:lvanu:edl Health bonitor | Client  Access Configuration | Contact Infu:urmatiu:unl

W Enable access contral support Access Control Type IBIackI:u:uard "I

Oracle Connection String
[SDURCEENVISION-USER ID-INSIGHT PESSWORD VINSIGHT

hfiguration Optiong ———1 [ Imported Doaors

Connection string

oq all card events in the event motion lo .
values will be . : Door/Device Mame | Server | Camera =

" Log Alarms in the system log

Door Contact

specific to your ) ,
Send alarms to konitar Station

’
.ORACLE‘ ¢ Send enties ta Manitor Station Hoerbentact et st
installation Docr Cantact 10101175 Motset — —
1 Maonitar Point #5 10101175 Mot set
Maonitar Point #6 10101175 Mot set
Polling Options Maritor Paint #7 10101175 Mot et
Update Alams once every IG gecond(s) E‘T"‘""" Print 47 MAN1 175 Mot R""I Llj

|pdate Events once every |3 3: zecond(z)]
Import | Propertiez Delete Door | Delete Al |

6. Click Test. If successful, the system displays the message “Access control system connection
successful.” If unsuccessful, contact your System Administrator to confirm the connection string and
whether the ORACLE client is running.

7. Click Import. All doors and devices configured in BlackBoard are displayed under Available
Access Control Doors.

Door Import

— Awailable Access Control Doore ———————————— — Imported Doars
%evice Address ‘ DooiDevice Name — I%EViCE s ‘ Door/Device Name Server Camera
1.0.0.1 Dioor Contact
1.00013 Door Contact
1.0015 Maritar Paint #5
1.0.016 Maritor Point #6
10007 tonitor Point #7
10008 Maritar Point #2 —
1.0.0R1 Prowimity Reader
1.00R2 Proximity Reader
11001 Door Contact
1.1.0R1 Frowimity Reader -
4| | B
Refrezh | Froperties | Sync Mames | Delete Doar | Delete Al |

Close |

8. Select the door or device to import and then click Add.
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2. Click the Access Configuration tab.

—Available Access Control Doors — = : —c
Device Address Door/Device N 5 s 1=
| Doar/C Device Address ID IW oorsUevice Name erver amera
= Door Contact 10101175 Mot set
Door/Device Mame |D°°' Contact Dioar Cantact 10101175 Mat zet
ssociated Camers [10.10.1.238 - ods - Mod 7] Door Contact 10.10.1.175 et
Doar Contact 10101175 Mat zet
Remove Camera I ak | ,ml Manitar Point #5 10101175 Mot set
Manitor Point #E 10101175 Mot zet
1.0.007 Monitor Point #7 10101178 Mot zet b
1.0.008 M onitor Paoint #23 10101175 Mot zet
1.0.0.R2 Prozimity Feader 10101175 Mot s&t
1.0.0.R1 Frozimity Feader 10101175 Mot set .
4| | _’lJ
Fiefresh | Sync Namesl Delete Door | Delete &l I
9. To associate a camera to the imported door or device, click Properties.
10. Enter a door or device name or accept the default.
11. Select the camera from the Associated Camera drop-down menu.
12. Click OK.
Note
Clicking the Delete Door icon removes the door or device from
Monitor Station only.
To modify BlackBoard using Monitor Station:
1. Right-click a server from the left navigation tree and select Properties.
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Setup and Ennfiguratinnl Eamerasl .-’-'-.dvanu:edl Health Moritar | Client  Access Configuration | Contact Infurmatinnl

¥ Enable access contol support BAccess: Control Type IBIackhnard 'I

Oracle Connection String

ISDLIFEEE=ENR-"ISIEIN;USEH ID=INSIGHT PASSWORD=VIMSIGHT Test |
Access: Configuration Options Impaorted Doors
- . .
W Log a4l cardlevents in the event motion log Door/Device Hams S orver Camers o
¥ Laog Alams in the system log
¥ Send alams to Monitar Station
¥ Send entiies to Monitor Station
Door Contact 10101175 Mok zet —
Monitor Paint #E 10101175 Mot zet
Palling Options
Update Alarms once every IESE 3: secondjs) :-.-'Iimirnr Print §7 niniiss Mt fQFerI _}ILI

|dpdate Events once every |4DE| 5: zecond(z)]
Impart I Properties Delete Doar | Delete Al |

3. Select an Imported Door and click Properties.
. Change the name and/or the camera.
5. Click OK.

If the name of an Access Point changes on the BlackBoard server, click Import on the Access
Configuration tab and then click Sync Names.

There are two additional areas where BlackBoard is used: Lane Viewer and Access View in Facility Maps.

Lane Viewer
Use Lane Viewer when you need to view several cameras and their associated card swipes at the same
time.

To enable Lane Viewer:

Start Monitor Station.

Click the Tools menu and then select Options.

Click the Tools Configuration tab.

Check the box to Enable Access Control Lane Viewer.
Click Apply.

Click OK.

ok wnN R

Enabling the access control lane viewer adds it as an option on the Tools menu. Select it.
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:OjLane Picture Yiewer o

I pelco? j I pelco2 J

List of all
cameras for all
servers added . . .

. Live view will
to this MS

appear here

List of all
imported doors YITESTDOOR ~| |wTESTDOOR 2
- Pause lee lmage

Pauze | Pauge |

Mame I Mame I
Save Time | Time | Card swipe
details

configuration

Message | i ) e |
changes Configuration
_ Save | menu Cog || &t |
1. Select the camera from the upper drop-down menu or select the door from the lower drop-
down menu. Selecting a door displays the corresponding camera in the live view.
2. When a card is swiped the name, time and message display as shown in the figure below.
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_o:l ane Picture YViewer
Paune I

Name | Name Irvabd Caed - Adnan vaid Pad

Tene | Yo 0773072012 033029 AM

Message | Mezore [

_swm | Cooig |  Ea |
If no photo exists for the name, the system displays a No Photo message will appear:
You can customize Lane Picture Viewer options by clicking the Config button.

[viTEsTDOOR z
Picture Size:
° Width/Height: The sizes entered here determine the lane size. Click
Restore to reset the width and height to their default.
No Photo

. Always show last entry: Checking this option displays data from the
last card swipe. If unchecked, the data is blacked-out after 30 seconds by
default.

. Keep History: Checking this option allows you to press Pause and
iterate through the preceding 10 images by default.

Viewing options:

Number of Lanes: Select the number of lanes to view at once, up to six.

Pause

Hame |Inva|id Card -

Time ID?£30£2D12 03:41:51 AM

Hessoge NG

You can check or uncheck the next five boxes to include or exclude the display of that information.
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Live Video: Select these options to show live video. If unchecked, only the card swipe information and
photo display.

Access View

Access view is accessible either by the facility map and hovering over a door or from Tools > Access View
in the Monitor Station. If the facility map is open and Access View is closed, it will pop up when an
alarm or event occurs.

Alarm History

Click this tab to display a complete list of the most recent alarms. Double-click on an alarm in the list to
play the recorded video for that event.

List of doors to
Door - Camera [Acc102 - front door |

select from

Live View I User Entry History | Alsem History I
Live View

User of Last Swipe Last Alam Prior card swipe
Alssm Detods [Invabd Card - Access Denied

information

Time Occued (07/30/2012 10:34:05 AM

Photo, if available

R SR
" 1 'F
;
o . 5
Card swipe Name |Invatd Caed(1505) - Addan
information Time |7/30/2012 10:34.05 AM

LiveWindow | Recent Recordngs |

A Live Window
pop-up

Pause Live I I
review pop-up E

A 30 second

User Entry History tab: Click this tab to display a complete list of the most recent card swipe history.
Double-click on the entry to display the recorded video for that event.
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Media Player

Video Insight’s built-in Media Player offers a slew of filtering options, printing and managing of videos
making it fast and easy to find a video or motion event.

MP Left MP Toolbar
Navigation tree —

vedia N 1oy [—
ApEEdr il - S Timeline
Brovize Video Servers e 2 -2 e [

Browse Foldess fos Wideno

”E 01 02 03 04 05 06 OF 08 03 10 11 12 13 14 15 16 17 18 13 20 21 22 23
Quick Seiect y L1 I T Iy | I |

Server |IP Server THLECKS4.3

[rate ;l

L
12 13 15 1

=l
Camers |IQ701 (10.10.5.248) ~|
|

1

i

;

19 2l 2

noA
14
Fa#®x1 23 Playback
IToday: 271772012 area
Laad Timelne |

Lazt event before speciic bime

J Bd2368M Play |
Save Clip |
Drownload |

=

[ etion Events 4

Flayer Contiots # e =

Left navigation tree

The left navigation tree has multiple panes. The Quick Select pane is expanded by default.

. Browse Video Servers

. Browse Folders for Video
° Quick Select

. Motion Events

. Player Controls
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Browse Video Servers

&) Media Player _|O0) >

E-a] 10.10.5.243 - 10Eye - Model: 100405
O[] Today
B8] D4h35m3Es
[ "resterday
] 2115/2m2
] 2A4/202
-] 2M32m2
] Previous weeks
@ 10.10.5.247 - I0Eye - Model: 10732M
10105113 - Brickcom - Model: Brickcom Camera
10.10.5.24 - Advidia - Model: 4-45
) 10.10.5.246 - At - Model ACM1231
@ 10105252 - Acti - Model: ACKM1231
1010525 - Advidia - Model: A-45
] 10.10.5.26 - Advidia - Madel: 4-44
2 10.10.5.25 - Advidia - Model: 4-42
R
-qga] GY1492MP-20G
- VE202-G00
2 10.10.5.91 - IP Camera/Encoder: ATY
2] M120
- Mew Camera
. IP110
P Server 10101173

G o y P Gl
> =

02/17/2012 09: 3355742

(| |
Eroveze Folders for Yideo

Quick Select

al ™S

Mation Events

2 2|2

Plaper Contrals

Browsing video servers is done the same as you would from Monitor Station’s left navigation tree. You
can browse to the server, camera, day folder and file you want to view. The selected object plays on the
right. You can also download a clip, print an image and perform an object search from this view.

Browse Folders for Video

QMedia Player [_[Ofx
: s
Browse Yideo Server.s A »E E@@
Browese Folders for Wideo E
] File: %4 10.1001. 21584 coldstored 01 . 24, 201 151 2h02m1 1 5. avi
Fioot Directary IE:\video e ol e
B [ video -
B[] 10.10.1.116-752740811
8] 1
10h35m1 3z
----- ] 101011 22-1835783811

----- [ ] 10.10.1.122-393334061

----- ] 10.10.1.124-3354 30332
----- [ 10.10.1.136-1151343353
----- ] 101011361 257836370
----- ] 1010113613294 0836
----- ] 10.10.1.136-1436745164
----- ] 10101136151 2234755
----- [ 10.10.1.136-1834610963
----- [ 1010.1.136-27 2132628
----- ] 10.10.1.136-305046032
----- ] 10.10.1.136-563375041

----- ] 101011 36-61397658

----- ] 101001 36-704075407
----- ] 10.10.1.136-705423626
----- ] 1001267930361 32
----- [ ] 10.10.1.136-856644575

Quick Select

Mation Events

s (o5 =

Player Contrals
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Browsing folders for video is similar to browsing using Windows Explorer.

1. To change the root directory click the “Ilicon.

Browse For Folder 2| =<

Select the directory you want to use as the root of the
broveser, ¥ou will be able o browse For video Files within
Folders beneath this directory.

(€] =
L) My Documents
=] My Cormpuker
e Local Disk {C:)
L4 DVD-RW Drive (D)
=% coldstore on Weracity COLDSTORE (10.10.1
[ control Panel
= My Metwork Places

“ Entire MNetwork

e} on Tests (Testa)

;_{- coldskore on Weracity COLDSTORE (10.10.1.
L' Users on Tech-swilliams

L wdewshare on wg

L wshare on v

Recycle Bin -
4 | »

Make Mew Folder I o] I Cancel I

]

GEEEEEEEEEE B

2. Select a location and all video recordings in that network path display on the left.

3. Select a recorded file to play.

Page 242 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Quick Select

g :O:MEdia Player _ (O] x|
[ Browse Video Servers ~| 5] &Y ?L’ - o) o) W e
= 5] @18 3@ A&

Browse Folders for Video
e = ~Pp010203040506070803101112131415161718192021 2223
Duick Select "~ NN o N e i o e Y Y ol e +

Server [IP Server TKLECKA4.3 =l

|

Camera [1G701 (10.10.5.248) - -
! 2 [=] 1P server TKLE

e

CKA4.3 - 13701 on day Friday, February 17, 2012

Date [J 7 L o

=

M0 3 1 2 3 4
5 6 7 8 9 10 11
12 13 14 15 16 [ 18
19 20 21 22 23 24 25
% 27 28 29 1 3
4 5 6 7 8 3 10
| IToday: 271772012

Load Timeline I

¢ Last event before specific time

l_m Play I
Save Clip |
Download |

€ : =)

¢ Mation Events W ' P ke

I Player Controls »

Quick Select is useful when viewing recorded files as motion events in the timeline view. These are

shown in the figure below as orange marks.

Select the server from the Server drop-down menu.

Select the camera from the Camera drop-down menu.

Select a date from the calendar.

Click Load Timeline.

Place your cursor on any orange mark on the timeline (motion events). The motion event plays

vk wNE

in the view.

You can search for a specific event around a known time using the Last event before specific time
option. Enter a time closest but past when the event occurred and then click the Play button.

Motion Events

Added cameras are set to Motion-Only Record type by default. You can use this panel and avoid going
through hours of video looking for a specific event if you know the exact camera, server, and time of the

event.
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:o:Media Player M=} B3

Browse Yideo Servers » ‘ ) W ] M Wiy

= - dvl| 1 1 J

Browse Folders for Video A LJE“J

Quick Select A L_] IP Server -TKLECKA4.3. 10.10.5.26 - Advidia - Model: A-44. c:\video'10.10.5.26-928312934(

Moation Events

Server |IP Server -TKLECKA4.3 | _ Reload |
Cameras [15710.10.5.220 - Videodnsight - M « Basic |

[v] 13701 (10.10.5.248)
[yl 10.10.5.243 - IQEye - Model: IC
[vw] New Camera (10.10.5.29)

vl 10.10.5.247 - IQEye - Model: |[;l Clear Al I
IMotion Events 'I ™ Minimum Motion |5

al=e=d Motion E vents

| e

Access Events |75 = PR =l
| [ NotHaccoss Aloms. 120 2] |"20840PM =5
|7 Not 4Rule Event 12 x| zosaorm =

Video Analytics

Search |

Day Time % | File /| Camera z:‘:'
2/18/2012 | 02:02:02 0 |02h02m02s [10.10.5.252 - |

242042012 [13:51:57 10| 11h56m51s  [10.10.5.26 - Ac

242042012 [13:04:44 121 1ThSEmSTs | 10.10.5.26 - A«
2/20/2012 |12:51:04 5 |11h56m51s |10.10.5.26 - Ac
272042012 1121200 E |[11hSEmS1s | 10.10.5.26 - A¢

242042012 [11:56:50 6 | 11h56m51s [10.10.5.26 - Ac

10.10.5.26 - Ac

042012 |1 11:03:16 10| 0Shd

272072012 [11:01:43 9 | 09h48m00s [10.10.5.26-Acy
< | >|

Player Controls »

Select the server from the Server drop-down menu.

Select the specific camera that recorded the event or select all.

Select a before and after time under Restrict Times or uncheck the boxes for a greater interval.
Click Reload. Motion events that match the search parameters display.

vk wN e

Click the motion event and the file will play on the right.
Motion events can also be filtered to include specific motion types:
Motion Events: Cameras set to Motion-Only Record type display events here.

Access Events: Positive alarms of successful access control swipes from integrations such as MonitorCast
and BlackBoard display here.

Access Alarms: Negative alarms of failed access control swipes from integrations such as MonitorCast
and BlackBoard display here.

Rule Event: Motion events created because of a Rule display here.

Video Analytics: Motion events created because of VCA Analytics (rules) display here.
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Player Controls

O Media Player P[] B3
Browse Video Servers | | ST :‘. a5 |5 D
Browse Folders for Video L — e =

| 1P Server -TKLECKA4.3. 10.10.5.247 - I0Eye - Model: 10732N. c:\video\10.10.5.247-464821242402.2

el

Quick Select
-

Mation Events

Server |IP Server TKLECKA4.3 | Reload I
Cameras 790,105,220 - Video-nsight - M « Basic |

[ 13701 (10.10.5.248)

[[110.10.5.243 - IQEye - Model: I

[[] New Camera (10.10.5.29)

[ 10.105.247 - 1QEye - Modet ICy|  Select Al

vl [ Minimum Mation Ii 3: %

Restrict Times
W NotBefore: | 2/20/2012 > | 31382PM =4
W Notsiter | 27202012 x| | 31352PM =

O
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Day | Time % | File | Camera ﬂ
242002012 (15:11:08 0 |08h23m57s |10.10.5.243-1
15.07.07 0 | 14h55m30s |1Q701

15:06:29 0 | 14h55m30s |1Q701

| | i
v

02/20/2012 15:05:02:132

On R B8 &

Player Controls

Media Player controls are located below the right view and also in the left pane. The left controls are
useful when player size is increased to the point making the right controls disappear or when the size of
the monitor coupled with the camera resolution size causes the controls below to disappear.

Toolbar
Magnify Current

image (Object Zoom)

Motion Event Player

Single Player Mode,
when pressed will
show the 2 Player
mode button here

Timeline Mode
Increase and

Decrease Plaver size
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Single/Dual Player Mode: You can use these buttons to display one or two players and play and control
the same video in two different players.

Timeline Mode: Timeline Mode is best used with cameras that are set to Motion-Only Recording type.
Clicking the Timeline Mode button displays a timeline as shown in the figure below.

1] Ell'l EI|2 EI|3 EII4 EI|5 EI|E Ell? EI|B EllEl 'I|EI 1|1 'I|2 'I|3 'I|4 'I|5 'I|E 'Il? 'I|B 1|E| 2|EI 2|1 2|2 2|3

The orange marks indicate recorded motion events. You can use the plus and minus buttons to display
whole days, hours or minutes. Place your cursor on any of the orange marks to play that motion event.

Motion Event Player: Clicking this button expands the Motion Events pane. See Motion Events for more
information on motion events.

Open File: In some cases browsing to a video’s location is not enough you will need to open a specific
file. Click this button and browse to the location of the file.

Magnify Current Image (Object Zoom): Each click of the Object Zoom button displays a pop-up that
allows printing, zooming in and out as well as saving to a location for later retrieval. The figure below
shows an example of an Object Zoom pop-up.
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[Dobieceeoom
&3] |
=il

Note
To use cameras in the Sync Player the server the cameras reside
on must be running IP Server version 5.0 or later.
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Synchronized Player

The Video Insight Synchronized Player is easy to access and use.

2.

Q) View Recorded Yideo From Multiple Cameras I

Brovese Video Servers

Y

-8B Layes

B P Server 10105152
() 100105107 - el - Mode
iz 10.10.5.108 - DynaColor
) 107105109 - &chi - Mooe
T2 10.10.5.11 - Arecont - M{
feeCa 10105117 - s - Mo
L) 1010.5.114 - DynaColor
i) 1010.5.115 - et - Mode
gl 10105121 - At - b

g
Selected Date | 3/26/2012 =

010.5.187-pesstian 10
o hiont desk-pasition 16
rver TKLECKAS.D
) 10.10.5.112 - Mohoiis - b

E}
=
in
o
@
3

i

z

£a 1010562 - Sony - Mods
4 1010.5.107 - dcti- Mode
) 192.168.1.100 - Infinova
@) 10105115 - cfi - Mods
) 10105137 - Bosch - Mc
{4 10105159 - Pelco - Mo
o 10.10.5.249 - Samsung -
8 Cisco 2500

) IDVIEW

Start Monitor Station.
Click the Tools menu and then select Synchronized Player.

¢ Drag and drop the cameras that you want to view video from.

am

acs

i
i

‘\-‘||§ @ 1AM 2AM 3AM  4AM  SAM  6AM  TAM  8AM  9AM  10AM  1lAM  12PM
— L e e L e e e e e e e v

Play Spead: 0

Eoln [ -

3.

Drag-and-drop up to six cameras from the left navigation tree to the viewing area.
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Please Note: all of the cameras selected should be from the same server.

Current playback date and

All connected Playback speed controls

Playback Speed

servers will time

appear here,

you may select

(D) view Recorded Video From Multiple Cameras |

Erovese Yideo Servers

cameras from S48 P Server 10101175
] ved

any one 5.0 10105 147-pastion &

osition 7

101 ition 4

10.10.1.238 -position 9

position 2

WP

frant doar-pasition 14

Mew Camera

advidia- pozition 11

10.10.1.138-pozition 5

New Camera

New Camera

10.10.1.170-position &

WP-pasition 15

Immervision Camera

position 13

Mew Camera

pozition 3

poistion 12

James Office

WP1E:poszition 1

10.10.5.181-poistion 10

. Ca] front desk-position 16
Date Selection IP Server TKLECKAS.0
HERERY. 1n]n:117.unhnh_|ﬂ
Selected Date I 3265202 'l

S 2w
Player Controls N
frant doar-pasition 14

New Camera e ——
(A0 1 o 11 0 0 1
il | N |

upto 6

Selected cameras

5] 10.10.5.136 position 4 Playback area

Click X to remove

camera

FlakFlak|iaFliaFla Flia Fla Fa Fe FaFaFakE Fa Fla Fa Fa e e Fa ek e

[l

24M  104M  114M  12PM 1PM 2PM SPM & PM
EEEEEE N e

advidia- pasition 11
107" g (36-position 4

Correlating camera names File Export; Clip creation

and their available

Placing a camera in the playback area loads its available recordings for the selected date (the default is
Today).

Recording Types: A solid blue line indicates that a camera uses Record Always Recording. Blue marks
indicate that the camera uses Motion-only Recording.

Once the recordings load, the vertical orange bar moves to the earliest recording and begins playing the
video for the applicable camera(s). Not all cameras added to Synchronized Player have recordings at the
same time and as such the camera(s) without recording pauses or remains gray while the camera(s) with
recordings play. When the vertical orange bar reaches a point where all cameras in the viewing area
have recordings (i.e., all cameras show a blue mark for the same time) all the recordings play
synchronously. The figure below shows an example of synchronized playback.
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| = 3
QVIEW Recorded Yideo From Multiple Cameras [_[O] x

Browse Video Servers ¢ | Playing Video. Speed: Normal Current Time = 3/28/2012 - 4:53:36:830 PM

=2-¢ r-10.10.1.175

55 advidia- position 11 2€22] 10.10.1.238 -pasiion 3

QISPUHAY12 Mon 15:45:

3 cameras are

playing: position

11, position 4

9¢ |21 10.10.1.148-postion 7 and position 7

Position 9 camera

Selected Date I 3/26/2012 Ml ¢

is gray because <l TU Y
L) Ul &

t] " 1AM 12 PM 1 PM 2PM 3PM 4 PM SPM & PM 7PM 8 PM 9 PM 1C
there are no SR 1| ] 5 I (S S O B S S S
advidia- position 11 N 1 0 1
motion events or [ SIARFEEE T
. 10.10.5.136-position 4 i | i 1L
recordlngs to 10.10.1.148-position 7 | I { i
dlsplay Play Speed: 1 =+ |« T -

The vertical orange bar progresses from left to right as video is playing. It progresses along the timeline
until the end of the day or the end of the recordings are reached. You can click anywhere in the timeline
to replay a motion event.

The Synchronized Player defaults to the current date when started. To view video from a different date
click the Selected Date drop-down menu.

Selected Date | 3/27/2012 x| -
< | |
Q[0

B2 28 029 1 2 3
4 5 B F 8 8 10
Mew Camera 11 12 13 14 15 16 17
advidia- positian 12? 122 |2__D| 318 g; gg 3;‘
10.10.5.136-pas 1 2 3 4 5 § 7
Play Speed: 1 | ] Today: 3/27/2012

front door-pozitio

The default playback speed is 1. Click the ‘+ or ‘- buttons to increase or decrease video speed. 64 is the
fastest forward speed and -64 is the fastest reverse speed.

The player displays three controls at first: Play, Pause and Rewind.
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< >

After any of the control buttons is pressed fast forward and fast reverse controls become available.

&€ VAl

Synchronized Player clip option

Once Synchronized Player is used with a set number of preselected cameras and the video with the
interesting footage is displayed it is possible to create a synchronized clip that will play in all supported
media players just as a regular video would; only displaying the synchronized view of the matrix.

To export a file from Synchronized Player:

1. Click the File Export icon.

File Export M=] E3
Save o file
% Save lofie

Folder IE:'&D ocuments and Settiings\dministratorDesktop . |

Filz name IEHpDrted_Videu:u.avi

Start Time: | 315:00PM x| | 32e2mz x|
End Time: | 3.25.00 PM |

Caompiled Image Reszalutian INu:urmaI - 1280 = 960 j

] | Cancel

Accept the default save location or enter or browse to another.

Accept the default file name or enter another.

Change the default time and date and time if different than what is currently playing.
Select a compiled image resolution.

Click OK.

o vk wnN
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—|Of =

Save ho file
f* Save o file

Folder IE:MDDcuments and SettingziAdminiztratortDesktop " |

File name IE:-:pu:urte-:I_"v"idecu.avi

Start Time: | 315:00PM =] | 3262m2 ¥

End Time: | 3:25:00 PM =]

Caompiled Image Fezalution INu:-rmaI -1280 % 960 j

L]
F. I Cancel

7. Click Cancel after the file export is completed.
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Troubleshooting

Your registered Video Insight product includes one year software maintenance and a technical support
plan that begins on your purchase date. This is verified by the serial number used to activate the
software. The one year of software maintenance entitles users to one full year of free software
upgrades and unlimited technical support. Video Insight recommends renewing your maintenance
before it expires to avoid a lapse in upgrades and support.

Our technical support team is highly skilled in our software and in the world of IP cameras, as well as
networking and access control systems. Video Insight technical support works to make sure your issue is
resolved as quickly and completely as possible.

Frequently Asked Questions

What types of cameras are supported?

Video Insight supports a most camera manufacturers and models. Camera support includes feature
support. You can view the most recent list of supported cameras at: http://www.video-

insight.com/supported-cameras.php

Why am | seeing skipping in Live View?

Live View performance depends heavily on your server, client and network capabilities. If you are seeing
skipping in Live View is could be related to these capabilities and the number of concurrent connections
to the camera exhibiting the skipping.

I’m having trouble installing IP Server on my computer.

The Video Insight Application Suite installer takes all pre-requisites into consideration to allow users to
install any or all of our applications using one installer. The installer considers which SQL or IS versions
are needed and when and how they should be installed. Due to the many variables involved, it is
possible that the Video Insight installer may fail to properly install SQL or IIS, which in turn may cause
the Video Insight suite to be installed and configured properly. There are two options to overcome any
possible installation issues.

Option I: If the destination server is not in production and can be reformatted we recommend it as the
fastest route to a successful install.

Option II: If the destination server is currently in production and cannot be reformatted, you must
manually remove the following items:

1. Use the Add/Remove Program applet in Control Panel to uninstall all Video Insight software.
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2. Remove the Video Insight IP Enterprise folder from all installed locations, typically C:\Program
Files.

3. Remove all registry keys related to Video Insight. These are different for 32- and 64-bit
installations.

4, Use the Add/Remove Program applet in Control Panel to uninstall all SQL-related applications,
including SQL Server Management studio and SQL Native Client

5. Remove MSSQL folders located in C:\Program Files.

6 Remove all registry keys related to the SQL installation.

7. Restart the computer.

8 Reinstall the Video Insight application suite.

Note
We recommend backing-up your database prior to any database
modification and removal.

I can’t get Health Monitor and my IP Server to connect.

Verify that Health Monitor information is correct on the Health Monitor tab of the IP Server’s
properties. Verify that Health Monitor installation and configuration steps described in Health Monitor
were followed. If this is correct, check that:

1. The IP Server name does not exceed 30 characters. Health Monitor supports a maximum of 30
characters for the IP Server name.

2. Verify that the Health Monitor service is running on the server hosting Health Monitor. The
service name is HealthMonitorService.exe.

| just added my servers, so why does it keep asking me to reenter them? It’s not saving added servers.

If the Server Setup pop-up appears every time Monitor Station is restarted it means the user logged on
to the computer does not have rights to edit the registry. Both Monitor Station and IP Server require
Registry access to save specific settings; in this case, the server list. Login to the computer using a local
Administrator account.

Another possibility is that Windows User Access Control is still active. A restart of the computer hosting
Monitor Station is required after installation. Restart the computer and import the server list again.

Is there a list of all the ports used by IP Server and their purpose?
See Appendix A.

What does ‘There was a database error, or this version of the database...” mean?
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This error may appear in several different areas but is most likely due to a problem with the database.
Either Health Monitor or the IP Server is unable to connect to the database to capture current settings
and configurations. If you think the problem may be related to an IP address change or credentials you
can use IPSM Diagnostics to check for database connectivity.

This error may also be due to the SQL service not running. To check if the SQL service is running:

1. Start the Administrative Tools applet in Control Panel.
2. Double-click Services.

3. Find the SQL Server (MSSQLSERVER) service.

Computer Management {Local) Services

Zyszem Tools
E‘@ Event Yiewer SOL Server (MSSQLSERVER) Mame % | escription | S:atus | Startun Tepe [ Logonas |
E‘S Sharec Foders Sysbem Evank Motification Trazks sws:... Soarked ALkomatic Local Syszem
ki = Loc;l Lsers and Groﬁs b Description: %35DP Discovery Sarvice Enchles dis... Siarted  Manoel Lacal Fervice
-3 Pe lorman:e Logs and Alert: | Provides sterage, p:ronfessng and_ %SQL Serve YIS Writer Pravides th... S:arted Aukornatic Local ysmem
) Device Manager conttolled access o° dzta and rapid ) -

@ Storage transackon aracessing. %SQL Serve Browser Provides 5., Siarked Atomatic Metwork 3...
71 &8 Removable Storage %SQL Serve Ackive DlrectJrHe... Enzbles int, ., Disabled Metwork. 5.,
i Disk Defragmenter SEe R

i Disk Managerrent HHSMMP “rap Sevicz Receives t... Tznuel Local Service
hﬁrvica and Epplcatone %SNMP Jervice Inchdes a..  Suarted Aukormatic Local 3ysiem
A Sepvices %Smart Card Manages ... tzruzl Local 3ervice
Lo WHI Cantral %Sin‘ple Mail Transfer Protaco (5., Transports...  Soarked Atomatic Local Syszem
4, Note the Status and Startup Type values for this service.
5. Right-click the service and select Properties.

SOL Server (MSSOLSERYER) Properties {Local Computer) EH

General | Log Dnl Hecoveryl Dependenciesl

Service name:  MSSOLSERVER

Dizplay name:

Frovides starage, processing and controlled access :I

Diescription: A - !
of data and rapid transaction processing. LI

Path to executable:
"'c:\Program Files\Microsoft SGL Server\M5SAL.1\MSSALABInN s glzerr.

Startup type: Dizabled ﬂ

Service status:  Stopped

Start | Stop | Fauze Fiesume |

*Y'ou can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ak. I Cancel | Apply |

1. Select Automatic from the Startup type drop-down menu.
Click Apply.
Click Start.
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4. Click OK.

5. Restart Health Monitor and the IP Service if necessary to reestablish a connection.

How do I set the IP Service to restart in the event of a crash?

You can set Windows service parameters to automatically restart a service in the case of a crash.

1. Start the Administrative Tools applet in Control Panel.
2. Double-click Services.
3. Find the IP Video Enterprise service.

- Services (Laocal) h Sen.flés {Local)

IP ¥ideo Enterprise

Start the service

Cescription:

IP video surveillance software allows
you to wiew live and recorded video
from IP carrneras on the server, or
rermotely,

Marme

o Fax

i Function Discovery Provide..
o Function Discovery Resourc,.,

i Group Policy Client

i Health Key and Certificate ..,

i HormeGroup Listener

o HormeGroup Provider

“iHuman Interface Device Ac...
o IKE and AuthIP IPsec Keyin..,
o Interactive Services Detection

“iInternet Connection Sharin.,

o IP Helper

Ip

i IPsec Policy Agent

o Ents 3

Description

Enables you..

The FDPHO..,

Publishes th..

The service ..,

Provides X.5..

Makes local...

Perfarms ne.,

Enables gen...

The IKEEXT ..,
Enables use..
Provides ne,.
Provides tu..
IF wi
Internet Pra..,

Status

Started
Started
Started

Started

Startup Type
Manual
Manual
Automatic
Autormatic
hanual
Manual
hanual
Manual
Manual
hanual
Disabled
Automatic

hanual
i KtrnPRra for Distributed Tran... Coordinates.., Manual
i Link-Layer Topology Disco.,  Creates a M., Manual
v Media Center Extender Sera..  Allowes Med.., Disabled
i Microsoft MET Framewaork .. Microsoft .. Manual
v Microsoft MET Framework .. Microsoft ... hanual
Al e o OO s B e o A
\ Extended }( Standard f
4. Note the Status and Startup Type values for this service.
5. Right-click the service and select Properties.
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~n

IP Wideo Enterprise Properties (Local Computer) @

General | Log On I Recover | Dependencies|

Service name:

Dizplay name: |P%idea Enterprize

IP wideo surveillance software allows pou to view -

D ezcription: ! ;
P live and recorded video from IP cameras ok the

Path to executable:
"C:\Program Files [x88)%| Enterprize\Enterprize Service \MPEntS ervice. exe"

Startup type: [Automatic 7

Help me confiqure service startup ophions.

Service statuz. Stopped

Stop FPausze Fesume

“V'ou can specify the start parameters that apply when you start the service
fromm here.

Start parameters:

QK ] [ Cancel Apply

Click the Recovery tab.

IP Wideo Enterprise Properties (Local Computer) @

N
| General I Log On ‘[‘3\"300\"315' | Dependenciesl

t the computer's response if this service fails.

3

First Failure: [ Restart the Service hd ]

Second failure; [ Restart the Service A ]

Subsequent falures: [ Restart the Service - ]

Reset fail count after: 0 days

Restart service after: 2 minubes

] Enable actions for stops with emrors. Restart Computer Options...

Fiun program

Browse. .

Append fal count to end of command line [Aail=%1%]

[ QK. ][ Cancel ] Apply

The installation of IP Server automatically sets this parameter to restart the service on failure.

How do | backup and restore my Video Insight database?

Backing up your database regularly is good IT practice. Regular backups speed disaster recovery.
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To back up your database:

Click the Start button.

Enter services.msc and then press Enter.

Find the SQL Server (MSSQLSERVER) service.

Right-click on the service and select Stop.

. Using Windows Explorer, browse to C:\Program Files\Microsoft SQL
Server\MSSQL.1\MSSQL\DATA

vk wN e

6. Copy the files Insightent.mdf and Insightent_log.ldf to a safe location.
7. Click the Start button.

8. Enter regedit and then press Enter.

9. Browse to HKLM>Software>Video Insight.

10. Right-click the Video Insight folder and select Export.

11. Save this file to the same location that you put your database files in.

To restore your database:

Click the Start button.

Enter services.msc and then press Enter.

Find the SQL Server (MSSQLSERVER) service.

Right-click on the service and select Stop.

Browse to where you saved InsightENT.mdf and InsightENT _Log.ldf.

Copy the files to C:\Program Files\Microsoft SQL Server\MSSQL.1\MSSQL\DATA.

Click OK to replace the existing files.

Return to where you saved your database files and double-click your registry export file (.reg).

O NV AWM

Your registry keys are re-installed.
9. Repeat steps 1-3.
10. Right-click on the service and select Start.

I’d like to migrate all of my servers to one centralized database.

Review the Database considerations and Storage considerations to choose the proper server to migrate
to.

1 Stop the service on all secondary servers.

2 Uninstall SQL from all secondary servers. This is optional.

3 Delete ServerID from the registry on secondary servers by:

a Click the Start button.

b. Enter regedit and then press Enter.

C Browse to HKLM>Software>Video Insight>IP Server Ent.

d Right-click on ServerID key.

4 Run Initialization on secondary servers. See page 25 for more information.
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5. Enter the new SQL information.
6. Restart the IP Service.

How do | completely remove Microsoft SQL without reformatting the drive?

Completely removing SQL is a bit more complicated than simply using Add/Remove Programs in Control
Panel. Add/Remove Programs does not remove everything and remnants will interfere with a new install
of SQL and the Video Insight software. There are three methods of removing SQL manually:

Note

Making changes to your registry can make your Microsoft
Windows operating system unusable. We recommend backing
up your registry before making any changes.

Method 1

1. Remove SQL using Add/Remove Programs. If you are using MSDE, there is only one entry. If you
are using SQL Express, there are four. Remove the top entry first and then proceed to the next.

2. Download MSIINV and MSIZAP from http://www.downloadvi.com/downloads/ftp .
3. Extract the files to C:\.

4, Click the Start button.

5. Enter 'cmd' and then press Enter.

6. At the command prompt enter cd \.

7. Enter msiinv >C:\openme.txt.

8. Using Windows Explorer, browse to C:\ and open the file named openme.txt.

9. Press the CTRL and F keys to open a search box.

10. Enter SQL and click Find.

11. After SQL is found locate {product id} and note it. Leave the document open.

12. Return to the command prompt and enter msizap T {product id}. Include the brackets with the
product ID.

13. Repeat step 12 until all SQL references are removed.

14. To verify that all services have been removed, click the Start button.

15. Enter services.msc and then press Enter.

16. In the Services list locate any service that starts with Microsoft SQL or SQL.

17. Right-click each of these and select Stop.
18. Click the Start button.

19. Enter cmd and press Enter.

20. Return to the command prompt and enter cd \.

21. Enter sc query state= all>c:\openmel.txt.

22. Return to Windows Explorer and browse to C:\ and open the file named openmel.txt.
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23.
24,
25.
26.
27.
28.

Press the CTRL and F keys to open a search box.

Enter SQL then click Find.

After SQL is found locate Service Name.

Return to the command prompt and enter sc delete <service name>.

Repeat step 25 until all services are removed.

Return to Windows Explorer and browse to C:\Program Files and delete the Microsoft SQL

Server folder.

29. Click the Start button.

30. Enter regedit and then press Enter.

31. Browse to HKLM>software>Microsoft.

32. Remove any object that has SQL in the name.

33. Browse to HKLM>Services>Current Control Set.

34, Remove any object that has SQL in the name.

35. Shutdown and restart the server before attempting another installation.
Method 2

1. Download Microsoft Windows Installer Clean Up Utility from
http://www.support.microsoft.com/kb/290301.

2. Install the utility.

3. Start the program.

4, Select the product you want to uninstall and then click Remove.

5. Using Windows Explorer, browse to C:\Program Files and delete the Microsoft SQL Server folder.
6. To verify that all services have been removed, click the Start button.

7. Enter services.msc and then press Enter.

8. In the Services list locate any service that starts with Microsoft SQL or SQL.
9. Right-click each of these and select Stop.

10. Click the Start button.

11. Enter cmd and then press Enter.

12. At the command prompt enter cd \.

13. Enter sc query state= all>c:\openme1.txt.

14. Return to Windows Explorer and browse to C:\. and open the file named openmel.txt.
15. Press the CTRL and F keys to open a search box.

16. After SQL is found locate Service Name.

17. Return to the command prompt and enter sc delete <service name>.

18. Repeat step 17 until all services are removed.

19. Click the Start button.

20. Enter regedit and then press Enter.

21. Browse to HKLM>software>Microsoft.

22. Remove any object that has SQL in the name.

23. Browse to HKLM>Services>Current Control Set.
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24, Remove any object that has SQL in the name.

25. Shutdown and restart the server before attempting another installation.

Method 3

1. Download CCleaner from http://www.piriform.com/ccleaner/download/standard.
2. Install the software. Uncheck the option to install the Toolbar.

3. Run the program.

4, Click the Tools menu, select the software and then click Run Uninstaller.

5. Using Windows Explorer, browse to C:\Program Files and delete the Microsoft SQL Server folder.
6. To verify that all services have been removed, click the Start button.

7. Enter services.msc and then press Enter.

8. In the Services list locate any service that starts with Microsoft SQL or SQL.

9. Right-click each of these and select Stop.

10. Click the Start button.

11. Enter cmd and then press Enter.

12. At the command prompt enter cd \.

13. Enter sc query state= all>c:\openmel.txt.

14. Return to Windows Explorer and browse to C:\. and open the file named openmel.txt.
15. Press the CTRL and F keys to open a search box.

16. After SQL is found locate Service Name.

17. Return to the command prompt and enter sc delete <service name>.

18. Repeat step 17 until all services are removed.

19. Click the Start button.

20. Enter regedit and then press Enter.

21. Browse to HKLM>software>Microsoft.

22. Remove any object that has SQL in the name.

23. Browse to HKLM>Services>Current Control Set.

24, Remove any object that has SQL in the name.

25. Shutdown and restart the server before attempting another installation.

I’m getting errors when playing recordings in Windows Media Player and Video Insight’s Media
Player.

Errors like “unable to play file”, black screen, or “SonyNetwork.dll didn’t load” when attempting to play
recordings in Windows Media Player or in Video Insight Media Player are usually indicative of codecs
missing on that server. Codecs allow video players to decode video files and play them properly. Video
Insight recommends downloading and installing the latest codecs package on every server expected to
play back videos.

http://download.cnet.com/Windows-7-Codec-Pack/3000-13632 4-10965840.html?tag=mncol;3
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How do I add a VP1, VP8, VP16 Encoder or an Arecont-type camera with multi channels?

Multi-channel devices are cost effective inclusive devices with either multiple ports such as the Video
Insight VP series of encoders or multiple eyes such as Arecont cameras. Adding them to our software is
as simple as checking the channel number and assigning it a port number (1-16 for VP encoders) or eye
position (1-4 for Areconts).

How do I disable Map Labels for the Web Client?

Facility Maps can have lots of cameras and their names can clutter the map. To remove camera names
in the Web Client map view you must add a registry key. Figure x shows a Facility Map with camera
names.

VIDEO INSIGHT Wes Cuent  * Maps | Live | Events | Seftings | Help User : Administrator  Log Out
I e = ’[ Musashi-Ranzan St.
- to Ogawamachi Route 254 (bypass) to Higashi-matsuyama City

VA —
/ 5 Main Gate

ey

Residence Hal
A LGS

1. Click the Start button.

2. Enter regedit and then press Enter.

3. Browse to HKEY_LOCAL_MACHINE>SOFTWARE>Video Insight>Web Client>4.0 . Note, this path is
for a 32-bit system. For 64-bitsystems use the Wow64 folder.

4. On the left side pane right-click and select New and then select String Value.

5 Enter ShowMapLabels and then press the Enter key.

6. Right-click the new string value and select Modify.

7 Enter 0 in the Value Data field.

Page 262 | Video Insight © 2014



Video Insight Administrator Guide

IP Server v5.5

&' Registry Editor

Fil= Edit ‘“iew Favoribes Helo

i L] sunbek Software
¢ B0 SurveilanceSystem
L@ Teamtiewer
[0 Ulra-Scan

4 Y1 DB Tool

L1 video Insight
{2 Meds Joystick
) Components
[C Health Maritar
{1 1P Server Ent

- [F-

[+

[l

= (7 web Clent

The figure below shows the same Facility Map without camera names.

VIDEO INSlgHT WEB CLIENT *» Maps | Live | Events | Seftings | Help User: 4
'II Musashi-Ranzan St.

.4

« to Ogawamachi Route 254 (bypass) to Higashi-matsuyama City

/ EMain Gate

I Faciity Wap

My C-drive is filling up due to Temp Cache, how do I clear it?

T 5] SAGEM 2] [ Name | Type | Data
£ sEAMSve REG_SZ {walue nok sek)
{1 Schlumberger 1=l b3 D=s:
{20 search Settings REG_SZ 0 I
[ secwe
) shySoft

Viewing videos in Web Client adds temporary folders on the local computer while buffering or
downloading video. Windows saves a local copy and does this automatically to avoid downloading the

same media again. There are two ways to remove these files and create some space:
Automatically:

“First go to Start, then run and type in gpedit.msc

Next select -> Computer Configuration/Administrative Templates/Windows Components/Terminal
Services/Temporary Folder. Then right-click "Do Not Delete Temp Folder upon Exit". Go to properties
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and click Disable. Now next time Windows puts a temp file in that folder it will automatically delete it
when it's done! Remember, GPEDIT (Group Policy Editor) is only available in XP Pro.” (Source:
http://www.marvswindowstips.com/cleanup.htm)

Manually:

1 Click the Start button.

2 Enter %TEMP% and then press Enter.

3. Sort files by descending date.

4 Select the files you want to remove and press the Delete key.
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Online Resources
Youtube Tutorials: http://www.youtube.com/user/videoinsighttv

Downloads: http://downloadvi.com

Remote Support
If you require personal assistance from one of our Technical Support representatives, please contact us

using one of our contact methods. Install the Team Viewer client application prior to requesting remote

support.

To install Team Viewer:

1. Browse to http://www.downloadvi.com

2. Click the VI Remote Support QS button.

3. Click Run at the prompt.

4, Click Run again.

5. Call us at Technical Support at 713-621-9779.

6. Give the representative your ID. Your ID is randomly generated every time you request remote
support.

E VI Remote Support Utility E [=] @

i

VIDEOINSIGHT

Technical Services Group

VI Support Engineer
will need the following ID to initiate a
remote session to your desktop:

___Your ID __ Password

< ) & )

®  Ready to connect (secure connection)

www, teamviewer .com Cancel

7. The representative will log on to your computer and show you how to correct the issue or fix it
for you.
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Contact Us

In person:
3 Riverway, Suite 700
Houston, Texas 77056

Hours of Operation:

9:00 AM - 6:00 PM CST, Monday — Friday

By Phone: 713-621-9779

800-513-5417
By Fax: 713-621-7281
Sales Department:

713-621-9779

Technical Support Hours: 8:00 AM - 6:00 PM CST, Monday — Friday

For Saturdays and Holidays:  10:00 AM - 2:00 PM

Please call our Answering Service at 877-743-2403 and the support engineer on call will be paged to

assist you.
By Email: support@video-insight.com
Feature Request http://www.questionpro.com/akira/TakeSurvey?id=1028953
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Appendices

Appendix A: IP Server port list

Appendix B: Current Customers Examples

Appendix C: Commonly Used Camera Credentials

Appendix D: Configuring a CNB camera

Appendix E: Configuring Sentry FS1000 and FS2000 cameras

Appendix F: Configuring an IQEye Camera using Optional Controls
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Appendix A: IP Server port list

Port Number Name Purpose

4010 Data Port Sends live video streams from IP Server to Monitor
Station

4011 Command Port To get and set system information by Monitor Station

3010 Ovid Server Communication between S2, IP Server and the Ovid
Server for Video Insight and S2 Access Control
Configuration

80 HTTP IS for serving the Web Client
Note: Some ISPs block port 80 access. You may need to
configure 1IS to use a different port

2051 MonitorCast Access control communication between Video Insight
and MonitorCast

554 RTSP Specific camera properties

21 FTP Specific camera properties

11000 N/A Communication between IP Server and Health Monitor

636 Active Directory SSL Active Directory configured with Secure Socket Layer
(SSL)

389 Active Directory non-SSL Active Directory configured without Secure Socket Layer

(SSL)
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Appendix B: Current Customers Examples

Klein ISD —is using HP servers with Dual Xeon E554 2.53GHz processors with 8GB memory and Windows
2003 Server.

1. Server CS21 has (90) 1.3MP H.264 cameras
2. Server 41 has (100) 1.3MP H.264 cameras and (30) D1 cameras running MJPEG
Dvewiewl SewerStatusI Camera Statusl Storage Ornline Usersl
Server Hame | bl ax Cameras | |Jzed | Arailable | Serial Hurmber | Processaor % | temary Available |
HHES 2 150 120 3 E3247 13% E732 MB
C5 23 150 140 10 31704 15 % £203 ME
C5 25 200 72 128 12345 10% 7NE MB
L5 27 150 116 M C1164 10% 5235 ME
C529 150 89 &1 FE442 112 £331 ME
C5 33 150 g4 gE 552F0 3% 7011 ME
L5 35 150 105 45 OEE7E 13% E322 ME
Cs5 37 150 8E g4 44408 5% B3E0 WE
Cs39 150 g3 g7 3C0AT 5% 7O3E ME
C5 4 300 130 170 04298 7% E291 ME
C5 PO 150 24 126 24514 342 2453 WB
i C5-KMS 40 1 29 12345 28 % 15976 MB
_ o |

Pflugerville ISD — is using Dell R510’s with Dual Xeon E5620 2.4GHz processors, 12GB memory and
Windows Server 2008 R2. The servers are running 1,200 2MP H.264 cameras and 400 D1 cameras
spread across the servers.

ﬂServer Skatistics ]

.Dvewiewl ServerStatusI Camera Statusl Storage  Licensing IDnIine Usersl

Server Mame | taw Cameras | |Jzed | Awailable | Serial Mumber | Froceszsor & | Mermary Available |

B | 300 141 225 F7aaF X 4112 B
W502 .32 300 147 225 AA4T % 3877 B
W503.33 300 148 230 qC205 2% 2843 1B
WS04 34 300 246 177 B7347 9% 3074 B
w505 .35 300 169 197 BO554 TE 3236 MEB
WE0R 36 300 18 194 E2R28 14% 2580 +B
WEO7 .37 300 191 191 BC790 "% 3370 ME
WSO7 .38 300 208 194 47884 19% 2689 MEB
W509.39 300 156 215 10994 TE J282 B
Y510 .40 300 17 241 SECA 5 J683 ME
IP Server -10.225.187.41 300 1] 300 De292 0% 10772 MB
W12 .42 300 1] 300 BOEON 0z 10856 MB

wEWS513 .43 300 15 294 ADZ2E3 1% TEO1 MB
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Recommendations - the following are general guidelines based on the previous discussion assuming
Xeon processors and camera side motion detection:

a. D1 or 4CIF cameras — 150-200 cameras per OS
b. 1.3 MP cameras —90 cameras per OS
C. 3 MP cameras — 50 cameras per OS
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Appendix C: Commonly Used Camera Credentials

Here is a list of the default usernames/passwords for a few of the supported IP camera manufacturers.
Should your camera model not appear here please refer to the manual included with your camera.

3S root root

Acti Admin 123456 or 'admin' with lowercase a

Arecont Vision No credentials needed

Avigilon admin admin
Axis blank or pass You will be asked to create a
root root password the first time you
go into the cameras interface.
Basler admin admin

Bosch Dinion No credentials needed

Brickcom admin admin
Cisco You will be asked to create a
root password the first time you
go into the cameras interface.
Dlink root blank
Grandstream admin admin
Hikvision admin 12345
Honeywell Administrator 1234
Huviron Admin admin To change settings
Huviron root root To view images
Infinova infinova INFINOVA
IPX-DDK root admin Also try 'Admin’
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1Qeye
IQinVision
Mobotix
Panasonic
Pelco Sarix
Pixord

Samsung Electronics

Samsung Techwin
(new)

Samsung Techwin
(old)

Sanyo
Scallop
Sony
Stardot
Starvedia
Toshiba
Toshiba
Trendnet
Ubiquiti
VideolQ
Vivotek
VP16

VP16-A

root

root

admin

admin

admin

admin

root

admin

admin

admin

admin

admin

admin

admin

root

root

admin

ubnt

supervisor

root

admin

Admin

system
system

meinsm
12345

admin

admin

root or admin/4321

4321

1111111

admin
password
admin
admin
leave blank
ikwb
ikwd
admin
ubnt
supervisor
leave blank
12345

12345
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Appendix D: Configuring a CNB camera

Due to the nature of the CNB camera integration and the capabilities of the camera will turn on Motion
detection inside the camera, but we cannot draw zones inside the Motion Detection page, all zones

must be created inside the CNB web page under Motion Detection as shown below.

1. Access the camera’s Web page

System Setup
Status
Users
Date & Time
Maintain Server
System / Log

Audio & Video
Audio
Video
RTP
Camera Conditions

Network Setup
TCPIP
IP Filtering
HTTP
UPnP / DDNS / Bonjour
CMS

Event Configuration
Event Types
Motion Detection
Sensor / Alarm
SMTP(E-mail)

Click the Motion Detection option

AREA 3/3

Caption | sensitivity |
Test 3
Test2 4
Test3 3

[~ Show Selected Area

Caption
| Test2
Sensitivity -
| =
New I Delete I Apply I
Save I

00:34:03 Test motion -
00:34:02 Test motion |j
00:34:01 Test motion
00:34:00 Test motion
00:33:59 Test motion -
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With the CNB cameras the best way for Motion Detection to work is to draw at least two zones; the
camera will not detect motion anywhere there is not a zone and allows you to draw up to three zones.

The Sensitivity adjusts the threshold for the amount of motion that needs to occur. The lower the
number, the less amount of motion that needs to occur to trigger a motion event, setting the Sensitivity
to 10 turns off Motion Detection in that area.

Motion Zones can over lap and it appears the zone with the lower sensitivity takes precedence over the
other zone.

The window is dynamic once you save the changes you have made, but as you can see from the picture,
it does not tell you the amount of motion, just that motion has occurred and in which zone.

While testing we discovered that a zone with sensitivity between 3 and 5 work the best, but it will
depend on the size of the zone drawn as well. The bigger the zone, the lower the number will need to
be.

Page 274 | Video Insight © 2014



Video Insight Administrator Guide IP Server v5.5

Appendix E: Configuring Sentry FS1000 and FS2000 cameras

Web client requirement of cameras streaming JPEGs may require specific configuration to ensure these
two models are streaming both H.264 and JPEG to properly display in Monitor Station and the Web
Client.

If the Sentry cameras you are de-warping have menus that look like this:

i ™,
ME‘QHP'XEI Home System HW Camera Logout

Video Format

Video Compression Video Resolution :

[MIPEG + H.264 R4
Video OCX Protocol

@& H.264 720p (30fps) + MIPEG 720p (30fps)
Video Frame Skip

(" H.264 720p (30fps) + MIPEG D1 (30fps)
Video Mask

(" H.264 720p (30fps) + MIPEG CIF (30fps)
Audio

" H.264 720p (30fps) + MIPEG VGA (30fps)
' H.264 720p (30fps) + MIPEG QVGA (30fps)

Save

Then the correct setting should be H.264 + MJPEG for the web client and the dewarp to work properly.

Conversely, if the camera’s web interface looks like this:

ol
9 sentry360

o] etwore ] AcrAws ] image | system

No changes are needed; the camera streams both h.264 and JPEG as requested, regardless of what the
image settings are set to.
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Appendix F: Configuring an IQEye Camera using Optional Controls

Once the camera is added to the software, access the Optional Controls tab in the Camera’s Properties.

General I Record I Advanced I Motion Settings I Video Settings  Optional Controls | Privacy Zone | Contact Information I

Advanced video settings

Gain style IPeak Detect

Light grabber |I'v1-:.st Frames

Autogain I Undefined

Lef L) e e

Light behavior IOptimize Speed

ok [ cancel | Aoy |

These controls change the way that the 1Q Eye cameras handle different light settings and adjust the iris
accordingly.

Gain Style- The autogain algorithm of your camera will set brightness to best display. The gain style
setting chooses which pixels within the exposure window will be used by the autogain algorithm for
setting brightness levels.

o Peak Detect: uses only the brightest pixels in the exposure window, making sure they're
appropriately-adjusted for bright pixels. This is a good setting for watching bright areas.

. Backlight: uses only the darkest pixels in the exposure window, making sure they're
appropriately-adjusted for dark pixels. This is a good setting for outdoor scenes where you want to
watch a shaded region.

o Average: uses all of the pixels in the exposure window. This is a good setting for indoor scenes
where there are no very bright or very dark areas to skew the gain calculations.
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o Clip Average: uses all pixels except for the very darkest and brightest pixels. This is a good
setting for outdoor scenes where you want to ignore both sky and shadows and to watch a region of
intermediate brightness levels. This is also a good setting for interior scenes.

. Undefined- This setting turns off Gain Style

Light Graber- Enables or disables special processing for low-light images. These values can be seen at
the camera’s web page under Image tab.

. Most Frames- Sets the Light Grabber value to 4x, which specifies “integration” of four frames,
twice the lowlight correction as the 2x setting which specifies integration of two frames.

. Medium- Sets the Light Grabber value to 2x.
. Undefined- Sets the Light Grabber value to 4x
. Disabled- Turns Light Grabber off at the camera.

Light Behavior- This setting adjusts the electronic shutter values for the IQeye camera

. Optimize speed: Use this setting for fast moving subjects. This setting may cause images to
appear grainy in low light conditions.

o Optimize quality: Use this setting for high quality images. This setting may cause images to blur
in low light conditions.

o Auto: This setting is ideal when there is adequate light and objects are not moving too fast.

The other values set a fixed exposure. This is useful for tuning a camera to minimally changing
conditions or to capture objects moving at predictable speeds. The list of available exposures may
change based on other settings like frame rate, Light Grabber and resolution.
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